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1. The purpose of this US National Letter of Promulgation is to
implement JANAP 128(J) within the Armed Forces of the United
States. JANAP 128(J), "AUTOMATIC DIGITAL NETWORK (AUTODIN)
OPERATING PROCEDURES," is an UNCLASSIFIED publication developed
for allied use and, under the direction of the Chairman of the
Joint Chiefs of Staff, is promulgated for guidance, information,
or use of the Armed Forces of the United States and other users
of US military communication facilities.

2. JANAP 128(J) is effective upon receipt and supersedes JANAP
128(I), which will be destroyed in accordance with current
security regulations.

3. Permission is granted to copy or make extracts from this
publication, as desired, without reference to the Joint Staff.

4. Correspondence concerning this publication should be
addressed as follows:

a. Service-originated correspondence will be forwarded
through the normal military chain of command, marked for the
attention of the appropriate Service communications chief or
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Joint Staff:
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Electronics Board, Joint Staff, Pentagon, Washington, D.C.
20318-6100.

For the Chairman of the Joint Chiefs of Staff:
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CHAPTER 1
GENERAL

101. PURPOSE. This publication prescribes the operating
procedures and practices applicable to the Defense
Communications System (DCS) Automatic Digital Network
(AUTODIN), and to other US record communications networks as
specifically authorized by respective controlling
authorities.

102. POLICY. These instructions shall be used by personnel
of all stations and agencies in the preparation,
transmission, and handling of traffic exchanged between
communications facilities served by the AUTODIN or other US
record communications networks as specifically authorized by
respective controlling authorities. If any conflict with
other instructions exists, the procedures prescribed in this
publication will apply. If the procedures prescribed herein
do not cover specific operating requirements, a resort to
initiative and common sense should suffice.

103. NETWORK DEFINITION. The DCS AUTODIN system is a
world-wide Department of Defense computerized general purpose
communications system which provides for the transmission of
narrative and data pattern traffic on a store-and-forward
(message switching) basis. The world-wide DCS AUTODIN system
is comprised of two interconnected portions, CONUS AUTODIN
and Overseas AUTODIN.

104. OBJECTIVE. The objective of AUTODIN is to provide a
reliable, secure and efficient general purpose communications
system which incorporates error detection techniques and the
highest speed transmission equipment available.

105. TERMINOLOGY. Throughout this publication the
abbreviation ASC (AUTODIN Switchlng Center) will be used when
referring to both the CONUS and Overseas AUTODIN Switching
Centers. In those instances where a procedure is applicable
only to the CONUS or Overseas ASC, it will be so identified
by reference to "CONUS ASC" or "Overseas ASC", &s
appropriate.

106. REQUIRED LEAD-TIME TO EFFECT PROCEDURAL CHANGES.

a. Minor procedural changes requiring computer program
alterations only at the ASC will normally be accomplished
within 30 days after approval. Major procedural changes may
require longer, depending on the magnitude of the change.
Changes of an emergency nature will be made as fast as
possible. These may require an emergency programming change
at the ASC as an interim measure until a more permanent
change can be programmed.

1-1 . ORIGINAL



JANAP 128(J)

106. (Continued)

b. Procedural changes requiring computer reprogramming
at terminal stations of AUTODIN will become effective not
less than 21 days after promulgation. Subscribers unable to
meet the effective date must notify their appropriate
Service/Agency not more than 14 days after promulgation.

¢. Routing indicator changes normally require 17 days
to promulgate and implement.

107. ILLUSTRATIONS.

a. The examples shown herein are for illustration
purposes only and do not necessarily reflect actual routing
indicator, call sign, address group, operating signal or
transmission identification assignments, or the appropriate
use of abbreviations in the message address. The format of
the examples, however, shows the proper sequence of the
message elements to be used; in addition, examples of service
messages illustrate appropriate textual composition.

b. In some examples the abbreviation "(TI)" has been
used in lieu of actual transmission identification. Wherever
(TI) appears, it infers appearance of the Start of
Transmission Function, the Start of Message Indicator (when
used) and the Channel Number, in that order as would be the
case in actual practice, see paragraph 403.

108. MINIMIZE. MINIMIZE information and instructions are
contained in ACP 121 US SUPP-1 and separate Service/Agency
documents.

109. REFERENCES. The following publications also apply to
operation of the AUTODIN:

a. ACP 117 CAN-US SUPP-1( ), Allied Routing Indicator
Book, (Canada-US Supplement No. 1).

b. ACP 117 us SUPP-4( ), US Special Jurpose Routing
Indicator Book, (US Supplement No. 4).

C. ACP 121( ), Communications Instructions - General.

d. ACP 121 us SUPP-1( ), Communications Instructions -
General, (US Supplement No. 1).

€. ACP 122( ), Communications Instructions - Security.

f. ACP 127( ), Communications Instructions - Tape
Relay.
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109. (Continued)

ACP 127 US SUPP-1( ), Communications Instructions -
Tape Relay (US Supplement No. 1).

h. ACP 131( ), Communications Instructions - Operating
Signals.

i. ACP 131 US SUPP-1( ), Communications Instructions -
Operating Signals (US Supplement No. 1).

j. ACP 167( ), Glossary of Communications-Electronics
Terms.

k. DCA CIR 310-D70-67, DCS AUTODIN Defense
Communications System Routing Doctrine General Purpose
Networks. Normanlly held by Major Relay Stations.

110. SPEED OF SERVICE. The speed of service objectives for
traffic transmitted over the AUTODIN are contained in ACP 121
US SUPP-1( ).
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CHAPTER 2

DESCRIPTION OF AUTODIN FACILITIES

201. AUTODIN SWITCHING CENTERS. The ASCs use two classes of
computerized switching equipment. The CONUS (including
Hawaii) ASCs use leased, contractor-furnished equipment; the
Overseas ASCs use Government-furnished equipment.

202. CONUS ASCs.

a. Each CONUS ASC is equipped with 300 terminations
for interswitch trunks and access lines.

b. Each CONUS ASC has the capability of functioning
with any of the five operational modes listed in paragraph
204.

c. There are nine ASCs in CONUS located at Andrews-
AEB—MP; Ft. Detrick, MD; Syracuse, NY; Albany;—GA; Gentile
AFS;OH; Tinker AFB, OK; McClellan-AFB;-CA; and Wahiawa, HI.

203. OVERSEAS ASCs.

a. The Overseas ASCs are equipped with 100 to 200
terminations.

b. Each Overseas ASC has the capability of functioning
with any of the five operational modes listed in paragraph
204.

& OV

c. There are—-six Overseas ASCs located at Groughton,
England; Pirmasens, Germany; Coltano,—Italy;.-Finegayan;—Guam;
Camp Drake, Japan; and Taegu; -Korea.

204. SYSTEM OPERATIONAL MODES.

a. Mode I. A duplex operation with automatic error
and charnel controls allowing indepzndent and simultaneous
two-way operation. This is accomplished by means of control
characters which are used to acknowledge receipt of valid
line blocks and messages or to return error information. The
terminal (or switching center) responds automatically to
these characters by continuing or stopping transmission
and/or displaying action information to the operator.
Examples of terminal equipments using this mode of operation
are Digital Subscriber Terminal Equipment (DSTE) compound
terminals and magnetic tape terminals.
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204. (Continued)

b. Mode II. A duplex operation, normally associated
with teletypewriter equipment allowing independent and
simultaneous two-way operation. There are no automatic error
and channel controls; message accountability is maintained
through channel sequence numbers and service message actions.

c. Mode III. A duplex operation with automatic error
and channel controls, but utilizing only one-way trans-
mission. The return direction is used exclusively for error
control and channel coordination response. The Mode III
channel is reversible on a message basis. Control characters
are used in the same manner as described in Mode I.

d. Mode IV. Unidirectional operation (send only or
receive only) without error control and channel coordination.
The Mode IV channel is nonreversible, and is equivalent to
half duplex operation of Mode II.

€. Mode V. A duplex operation, normally associated
with teletypewriter equipments, allowing independent and
simultaneous two-way transmission. Control characters are
used to acknowledge receipt of messages and to display
limited information to the operator. Message accountability
is maintained through the use of channel sequence numbers
with automatic response through use of control characters by
the distant terminal/switching center.
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CHAPTER 3

GENERAL OPERATOR INSTRUCTIONS

SECTION I

MESSAGE TYPES AND ELEMENTS

301. TYPES OF MESSAGES. Three types of messages are
authorized for preparation and transmission via the AUTODIN.

a. Single Call Messages. A single call message is one
destined for only one addressee or station.

b. Multiple Call Messages. A multiple call message is
one destined for two or more addressees or stations.
Addressees may be indicated as ACTION or INFORMATION.
Messages are limited to a maximum of 500 routing indicators.
A multiple call message includes a message prepared as a book
message.

c. General Messages. Messages which have a wide
standard distribution are termed general messages. They are
assigned an identifying title and sequential number by the
originator. For further details, see ACP 121 US SUPP-1.

302. MESSAGE ELEMENTS AND FORMATS. Messages will be
prepared in one of four formats for transmission via the DCS
AUTODIN Network:

a. PLAINDRESS.

(1) A PLAINDRESS message contains the originator
and addressee designations in plain language external to the
text.

(2) PLAINDRESS messages shall be composed of the
format lines showning in Annex C. Format lines 2, 4, 5, 6, 7
(and/or 8), 11, 12 (12A and 12I are mandatory, all other
elements are as required), 13, 15 and 16 are mandatory in
PLAINDRESSS. Other format lines may be used when required.
Paragraph 413, contains additional information pertaining to
unique requirements surrounding emergency action messages
(EAMS) .
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302.a.(2) (Continued)
Example of a PLAINDRESS Message:
FORMAT CONTENTS
LINE
2 RTTUZYUW RUEBABA1234 1081400-UUUU--RUKKLAA.
4 ZNR UUUUU
5 R 181239Z APR 92
6 FM AFSC ANDREWS AFB MD
7 TO ELMENDORF AFB ALASKA
11 BT
12a UNCLAS
121 TEXT
13 BT
15 #1234
16 (2CR) ( 8LF ) NNNN

2,

4,
PLAINDRESS messages.

b. ABBREVIATED PLAINDRESS.

JANAP 128(J)

END OF

LINE
FUNCTIONS
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)

(1) An ABBREVIATED PLAINDRESS message omits
certain format lines for message brevity.

(2) ABBREVIATED PLAINDRESS messages shall be
comprised of the format lines shown in Annex C.
11, 12, 13, 15 and 16 are mandatory in ABBREVIATED

Format lines

Paragraph 413 contains additional

information pertaining to unique requirements surrounding
emergency action messages (EAMS).

FORMAT
LINE

11
12A
121
13
15
16

all action/info
encrypted text.

Example of an ABBREVIATED PLAINDRESS message:

CONTENTS

PTTCZYUW RUCLDBA0123 1081400-CCCC--RUHHLFA.
ZNY Ccccce

BT

CONFIDENTTIATL

TEXT

BT

#1234

(2CR) (8LF ) NNNN

c. CODRESS.

END OF
LINE
FUNCTIONS

(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF;
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)
(2CR) (1LF)

(1) A CODRESS message discloses the originator and

Format lines 6, 7,

a CODRESS message.

rmation addressee designations only within the
8 and 9 are never used in
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302.c. (Continued)

(2) The heading of a CODRESS message contains only
the information essential for routing the message to the
receiving station.

(3) Plain language transmission instructions are
prohibited.

(4) The classification designator "U"
(UNCLASSIFIED) will be used in format lines 2 and 4 for all
CODRESS messages. Paragraph 413 contains additional
information pertaining to unique requirements surrounding
emergency action messages (EAMS).

Example of a CODRESS Message:

FORMAT CONTENTS END OF
LINE LINE

FUNCTIONS
2 RTTUZYUW RUEOLGA0025 1081400-UUUU--RUCIABA. (2CR) (1LF)
4 ZNR UUUUU (2CR) (1LF)
5 R 1813297 APR 92 (2CR) (1LF)
10 GR55 (2CR) (1LF)
11 BT (2CR) (1LF)
121 XXXXX XXXXX XXXXX XXXXX (TEXT) (2CR) (1LF)
13 BT (2CR) (1LF)
15 #0025 (2CR) (1LF)
16 (2CR) (8LF ) NNNN

d. DATA PATTERN. DATA PATTERN (80 data characters
lineblock or variable length line-block) messages normally
contain only format lines 2, 12 and 16. However, other
message format lines, as applicable, may be used by mutual
agreement between message originators and addressees. Format
line 4 with proper Transmission Release Code (TRC) matching
that of the security field in format line 2 must be used on
DATA PATTERN traffic addressed and routed to a regional
defense organization or foreign nation. Piloted DATA PATTERN
messages addressed and routed to a regional ciefense
organization or foreign nation are prohibited. These piloted
messages will be rejected on output for Pilot Format Error
(PFE). Format line 4 is also required on DATA PATTERN
messages designated SPECAT (See paragraph 318). These
messages will not be addressed to other than AUTODIN
stations. DATA PATTERN messages will have an originating
station LMF of B, C, D, or I.
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302.d. (Continued)

Example of a DATA PATTERN Message:

FORMAT CONTENTS

LINE

2 RCCUDAAA RUDOFDAO123 1081400 0050-UUUU-~-RUFTDBA.
121 TEXT - 48 CARDS

16 RCCUDAAA RUDOFDA0123 1081400 0050-UUUU NNNN

303-304. _RESERVED.
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SECTION II
ROUTING

305. GENERAL INSTRUCTIONS AND POLICY.

a. General. The originating communications facility
is responsible for selecting the correct routing indicator
for the communications facility serving the addressee.

b. Policy. All messages will be routed in accordance
with the appropriate ACP 117 series publication and as
prescribed by the record traffic on-line cryptographic
operation policy contained in ACP 121 US SUPP-1.

c. Collective Routing Indicators.

(1) Collective routing indicators may be used in
conjunction with general messages when routing to 51 or more
addressees is required. Collective, as well as single call,
routing indicators may appear in the same message heading.

(2) To reduce the probability of reintroduction of
a collective routing indicator, the input collective
identifier of RHCR is changed to RUCR on output by the ASC.
Collective routing indicators will not be changed by
receiving stations for onward processing. If more than one
routing indicator is used in the header, collective and
single for example, the receiving stations will receive only
the collective and/or single routing indicator(s) for which
they are responsible.

(3) Tributary stations receiving a message
containing a collective routing indicator shall interpret the
message as being addressed directly to them and for
distribution as required.

(4) Tributary stations will not reintroduce
messages bearing collective routing indicators into the
network. The reintroduction of such messages will cause

duplication to the stations having already received the
message, and could cause a significant system backlog.

(5) Tributary stations will not assign collective
routing indicators to originated messages unless specifically
authorized. Stations authorized to originate collective
messages are listed in ACP 117 CAN-US SUPP-1, Section V.
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305.c. (Continued)

(6) The inclusion of a non-U.S. routing indicator
in the composition of a collective routing indicator is
prohibited.

d. Self-Addressed Messages. Tributary stations will
not transmit self-addressed messages into the AUTODIN for any
purpose other than quality control testing. However,
Tributary Stations whose systems do not automatically
generate record copies of transmitted messages may also
self-address service messages only.

306. REQUESTS FOR ROUTING INDICATOR ASSIGNMENTS, CHANGES OR
DELETIONS. Requests for routing indicator assignments,
changes, or deletions will be submitted through appropriate
Service/Agency channels as outlined in the General
Instructions, ACP 117 CAN-US SUPP-1. Responsible activities
will ensure requests are properly coordinated and submitted
sufficiently in advance for Service/ Agency approval and
necessary implementation action (paragraph 106.c.).

307. ROUTING DOCTRINE. Established primary routes for the
transmission of record traffic within the DCS AUTODIN are
contained in DCA CIR 310-D70-67.

308. ALTERNATIVE ROUTING. The AUTODIN may be used to
alternatively route traffic from other inter-connected
networks. Messages alternatively routed via AUTODIN
facilities will re-enter the other networks in the same
format as originated.

309. RESERVED.
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SECTION III
SECURITY

310. Operating Rules.

a. Required security protection will be afforded all
classified traffic transmitted through the AUTODIN.

b. As each message is transmitted by an originating
station, the ASC automatically checks and compares the
security classification stated in the header of the message
against the authorized security level of the incoming
circuit. Transmission of a message with higher security
level than authorized will result in the message being
rejected by the ASC. 1In addition, an automatic system
generated service will be transmitted by the ASC to the
routing indicator contained in the originating station
routing indicator field of the violating incoming message
advising the originating station of the possible security
compromise.

c. The ASC automatically checks and compares the
security classification contained in the header of each
message against the security classification of each
destination. A security mismatch occurs for each destination
that does not possess the necessary security level and the
ASC takes the following action:

(1) If a security mismatch is detected by the
originating station’s ASC, two methods are employed to
request reprotection of the undelivered destination.

(a) If the message is single address, the ASC
rejects the message. Alarm conditions will appear at the
originating terminal indicating reprotect the message. Modes
ITI and IV terminals receive service message.

(b) If the message is multiple address with
no deliverable destination due to security mismatch or

invalil routing, the ASC rejects the message as in (a).

(c¢) If the message is multiple address with
at least one deliverable destination, the ASC accepts the
message and delivers to all valid destinations. An automatic
generated service is transmitted to the routing indicator
contained in the OSRI field of the message or, in some cases,
to the Service Message Routing Indicator (SMRI) for those
stations having a relay responsibility advising to reprotect
for the routing indicator(s) unacceptable due to security
mismatch.
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310.c. (Continued)

(2) If a security mismatch is detected by a
distant ASC, an automatic system generated service is
transmitted to the routing indicator contained in the OSRTI
field of the message advising to reprotect for the routing
indicator(s) unacceptable due to security mismatch. This
method of protection is employed for both single and multiple
address messages.

d. The ASC will automatically check and compare those
messages containing a TRC in the redundant security fields of
the message header with the routing line information of
messages being transferred into the networks of regional
defense organizations or networks of foreign nations. A
mismatch of the TRC and the allied routing indicators will
cause the ASC to reject the message and initiate service
action to the routing indicator shown in the OSRI field of
the message. 1In the case of a multiple address message, the
ASC will accept and deliver the message to valid US and other
regional defense organizations or national routing
indicators.

311, Securitv Rules.

a. Classified narrative messages will contain the
security classification as the first word of text. FEach
letter of the security classification shall be separated by a
space; e.g., S E C R E T. In unclassified EFTO messages, the
abbreviation EFTO will be spaced; e.g., UNCLAS E F T O. If
an error is made in the preparation of the classification, it
will be lettered out and reperforated without error.

b. Classified and unclassified DATA PATTERN messages
will not be combined in the same transmission under content
indicator code 7ZZD2Z (See Annex B).

c. In-station operating procedures will be carefully
composed and rigidly enforced to preclude inadvertent
transmission of classified messages to stations or agencies
not connected by properly secured circuits or not approved
for the security classification and any special category or
special handling designations of the message involved.

d. Adequate precautions will be provided for the
protection, destruction and disposition of classified
messages in accordance with existing Service/Agency
instructions. ‘
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312. Improper Transmission of Classified Messages.

a. A classified message received in the clear over a
nonapproved or nonsecure circuit is considered to have been
subjected to possible compromise.

b. Unless the provisions of paragraph 313 apply, the
originating station will be immediately notified by an
unclassified priority service message that the classified
message was received in the clear over a nonapproved or
nonsecure circuit, and will take necessary action in
accordance with separate Service/Agency instructions.

Example of a service message to originating
station:

PTTUZYVW RUAOFDA1278 0831130-UUUU--RUWMADA.

ZNR UUUUU

BT

UNCLAS SVC ZUI RUWMADA1421 0831100 2410457Z.
PROVISIONS OF PARA 312B JANAP 128 APPLY. DELIVERY TO
ADDRESSEE EFFECTED

BT

#1278

NNNN

NOTE: 1In those instances when the involved message
is not addressed to the receiving station, the
originating station will be advised to
reprotect message.

c. An originating station that attempts to transmit a
message with a higher than authorized security level must
determine if the message has been subject to compromise (See
paragraph 310.b.). Individual Service/Agency instructions
provide the guidelines for in-station security compromise
procedures.

d. US communications stations detecting improper
transmissions of the type in procedural violation of
paragraph 707.b.(1l)(c), ACP 121 US SUPP-1 will notify the
originating communications station citing the reference
paragraph, which requires the originating station or its
designated cryptoguard to perform off-line encryption prior
to transmission. This action is in addition to any applicable
action because of a security violation.

313. Classified Messages Transmitted in Plain Language.

a. When a requirement exists to transmit a classifiled
message in plain language over a nonsecured circuit under the
provisions of paragraph 326, ACP 121 the following procedures

apply:
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313.a. (Continued)

(1) The designator "U" will be used in format
lines 2, 4 and 16 as applicable in lieu of the appropriate
classification designator letter. The designator "U" used in
format line 4 will be preceded by the operating signal ZNR;
i.e., ZNR UUUUU. If the message is addressed and routed to a
regional defense organization or foreign nation, a TRC will
appear in format lines 2 and 4 (See Chapter 7). Paragraph
413 contains additional information pertaining to unique
requirements surrounding emergency action messages (EAMS).

(2) In messages prepared in PLAINDRESS or
ABBREVIATED PLAINDRESS format, the word CLEAR will be the
first word in format line 12. TRC rules as defined in
Chapter 7 apply to messages addressed and routed to regional
defense organizations or foreign nations.

(3) In messages prepared in DATA PATTERN format
that are addressed and routed to a regional defense
organization or foreign nation, a format line 4 together with
the proper TRC; i.e., ZNR UUUBB must be included. The word
CLEAR will appear immediately after the security/TRC
combination; i.e., ZNR UUUBB CLEAR.

314. Encrypt for Transmission Only (EFTO) Messaqges.

a. Unclassified Encrypt for Transmission Only (EFTO)
messages will be transmitted:

(1) Wwithin the continental United States, Alaska,
Guam, Hawaii, and Puerto Rico over on-line secured or
approved circuits or in Category A off-line cryptosystems.
In cases where these protective measures cannot be applied,
electrical transmission in the clear over landline/microwave
circuits is authorized.

(2) Outside the continental United States and
between the areas designated above, over on-line secured or
approved circuits or in Category A off-line cryptosystems.
In cases where these protective measures cannot be applied,
electrical transmission in the clear is authorized via
landline (all metallic) circuits provided that:

(a) All terminating points of such circuits
are located on US controlled bases, camps, stations, or other
facilities;

(b) Such circuits are operated exclusively by
US personnel; and,

(c) Non-US personnel are denied uncontrolled
access to all terminals and the transmission media thereof.
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314.a. (Continued)

(3) EFTO messages will be routed in accordance
with general instructions, ACP 117 CAN-US SUPP-1.

(4) Communications stations unable to forward EFTO
messages by secure electrical means may forward such messages
via nonsecured circuits as authorized in subparagraph (1) or
(2) above. Rerouting will be accomplished as follows:

(a) Teletypewriter Messages. In accordance
with paragraph 411 and 428.d., except that all classification
designators in format line 2 will be changed to "U" and
format line 4 will read ZNR UUUUU 2zL followed by information
required by paragraph 428.e.(1l) through (4). Paragraph 413
contains additional information pertaining to unique
requirements surrounding emergency action messages (EAMS).

(b). Data Pattern Messages. 1In accordance
with paragraph 504, except that all classification
designators in the pilot will be "U" and the content
indicator code/communications action identifier will be ZZLW.
DATA PATTERN messages that contain a format line 4 will
require changing the format line 4 to ZNR UUUUU ZZL.

(5) The EFTO procedure is authorized for use
within the Department of Defense, the National Security
Agency, and the Federal Aviation Administration, and is
accepted for delivery of US military originated messages by
the General Services Administration. Should EFTO messages be
received containing addressees who do not recognize the EFTO
policy, the communications station effecting delivery will
delete EFTO prior to delivery to those addressees. EFTO
messages will not be addressed or routed to a non-U.S.
addressee or routing indicator.

(6) The receipt of an EFTO message over an
unauthorized/nonsecure high frequency radio/channel will be
considered a procedural, not a security violation. The

station noting the unauthorized transmission, will, by EFTO
service message, notify the station having transmitted the
EFTO message. The originator or the addressee will not be
notified of the in-the-clear transmission.

b. After receipt by the communications center, an EFTO
message will be edited if and as required by applicable
cryptographic publications or service instructions and
distributed as an unclassified message. Distribution to the
addressee by telephone may be made in those instances where
such delivery has been determined to be the most practical
means.
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315. Straggler Messages. A straggler message is one which
either trails or is attached to a preceding message.
Straggler messages may be caused by: garbles during
transmission; equipment malfuntions; incorrectly prepared,
improperly positioned or omitted end-of-message signal for
the first message, etc. Straggler messages may be transmitted
and received solely within AUTODIN or they may be received
from other teletypewriter and data networks. Straggler
messages will not necessarily be addressed to the receiving
station; therefore, message protection is required. 1If a
receiving station gets a transmission where the lead message
is incomplete and the trailer message is the same and
complete, the trailing message will not be processed in
accordance with straggler procedures listed below.
Transmission and message identification (format lines 2 and
16 for data pattern messages) of the incorrect transmission
will be forwarded to the communications headquarters of the
receiving station for corrective action as appropriate. The
originating or input station will be advised by service
message, citing specific details of the operator discrepancy.
When a straggler message is received, the following
procedures will apply:

a. If the first message addressed to and received by
the called station is incomplete, it will be serviced as
prescribed in paragraph 435.a.

b. The straggler message will be handled in the
following manner:

(1) TIf it is a single address message, and bears
only the routing indicator of the station at which it
arrived, and if the message involved is otherwise correct, it
shall be released for delivery.

(2) When it is received, except as specified in
(1), the originating station shall be informed by service
message and requested to reprotect the message as a suspected
duplicate. If the station which received the straggler is
one of the addressees, it also shall be released for
delivery.

(3) Forward a routine precedence service message
to the connected ASC as follows: For teletypewriter messages
cite format lines 2, 15 and 16 of both messages; for DATA
PATTERN messages cite format lines 2 and 16 of both messages.
In addition, the time of receipt of the transmission will be
included.

C. An ASC receiving notification of a straggler
message transmission will perform a search to determine
whether or not an actual straggler message condition exists
so that corrective action can be initiated.
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315. (Continued)

d. If an actual straggler message condition exists;
e.g., lead and straggler messages are different, the
switching center will attempt to determine the cause and
forward by message, using appropriate precedence, pertinent
message identification and all available details concerning
the identified straggler message to the Defense Information
Systems Agency (DISA) for evaluation and corrective action.
The appropriate DISA area center(s) and the communications
headquarters (CDRUSAISC, COMNAVCOMTELCOM, or AFCC) will be
included as info addressees.

e. ASCs detecting a suspected straggler message will
notify the input station by service message, citing the OSRI
and SSN of the lead message. Stations receiving such a
service message will be responsible for separating, providing
the prescribed EOM, and retransmitting all messages involved
to the called station(s).

f. ECP or FLASH messages received by ASCs with a
suspected straggler attached are accepted and processed to
the called station(s). The station inputting the ECP or
FLASH message into AUTODIN will be notified by service
message from the ASC to reprotect the suspected straggler
message to the called station(s). In those instances when the
input station determines that the ECP or FLASH message
contained a good EOM but had an improper EOM validation
sequence, no further action will be taken other than to file
the service message for record purposes.

316. End-of-Message (EOM) Validation. To inhibit straggler
messages, the ASC automatically checks and compares, on
input, the SSN appearing in format line 2 of each message
against the corresponding EOM validation number appearing in
format line 15 of teletypewriter messages or format line 16
of DATA PATTERN messages. Messages containing unlike
numbers, or missing in either line, will be rejected by the
ASC and the input station will be advised by an automatically
generated service message of a possible straggler message
condition (See paragraphs 315, 404, and 502).

~
317. Rules Regarding CODRESS Messages. The header of all
CODRESS messages will be in the clear. CODRESS messages
routed to regional defense organizations or foreign nations
must contain a transmission release code in format lines 2
and 4 (See Chapter 7).
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317. (Continued)

a. Some CODRESS messages may require more than one
transmission, depending upon the communication facilities
available for routing the message to the addressee(s). In
such cases, the originating station will prepare a separate
header for each transmission required. Each header will bear
a separate SSN to positively identify individual trans-
missions. The message header of each transmission shall
contain only those routing indicators, call signs or address
groups necessary to effect delivery to the addressee(s)
required to receive the particular transmission.

b. Transmission instructions (format line 4) shall be
used in CODRESS messages when the called station is required
to deliver the message without decrypting it. When the
called station(s) are also required to decrypt, and/or
deliver the message, the called station routing indicator
will also appear following the Prosign "T" in format line 4.
Paragraph 413 contains additional information pertaining to
unique requirements surrounding emergency action messages
(EAMS) .

318. Rules Regarding Special Category Messaqges.

a. Within the AUTODIN, Special Category (SPECAT)
messages will be identified by an oblique signal (/) and use
of the appropriate assigned designator, repeated five times,
immediately following the five repeated security characters
appearing in format line 4. In this regard, a format line 4
is required on a data transmission designated SPECAT.
Paragraph 413 contains additional information pertaining to
unique requirements surrounding emergency action messages
(EAMS) .

Example of a TOP SECRET SPECAT SIOP-ESI Message:

PTTTZYUW RUEJDCA1579 2691430-TTTT--RUFTABA.
ZNY TTTTT/AAADA

b. The designator "A" will be used on those SPECAT
messages designatel as SIOP-ESI. All other SPECAT messages
will use the designator "B".

c. The designators "A" and "B" will only be used in
conjunction with the SPECAT designated routing indicators
listed in ACP 117 CAN-US SUPP-1, ACP 117 US SUPP-2 and/or ACP
117 Us supp-4.

d. See Chapter 7 for additional information regarding
the use of SPECAT designators.
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319. Security Provisions.

a. Physical security measures for the protection of
cryptographic equipment and keying material will be provided
in accordance with National Security Agency (NSA) and Service

directives.

b. Reels, paper tapes, messages, and files will be
treated in accordance with the highest security
classification contained therein.

c. Magnetic tapes will be treated in accordance with
the highest security classification contained thereon, or
which has been recorded thereon since the last time that tape
has been degaussed by an approved type of degaussing
equipment.

d. Classified residue resulting from on-line
operation, including clear text message tapes, clear text
message paper copies, cards, etc., will be disposed of as
classified waste in accordance with the applicable
Service/Agency instructions.

320-324. Reserved.
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SECTION IV

TRIBUTARY STATION OPERATING HOURS

325. General. Expeditious delivery of messages to
addressees require that tributary stations maintain
continuous communications with their respective ASCs.
Tributary stations will not arbitrarily reduce operating
hours or assume unattended status.

326. Requests for Reduction or Change of Operating Hours.

a. When local conditions necessitate reduction in
operating hours of a tributary station to less than 24 hours
a day, seven days a week or to change the present operating
hours, the requesting agency will forward requests to their
connected ASC and appropriate Service/Agency headquarters and
obtain approval before any reduction in operating hours is
undertaken.

b. Requests for curtailment or change of operating
hours will contain, but are not limited to, the following:

(1) Desired hours of operation.

(2) Average traffic volume for the proposed hours
of closing, for both originated and terminated traffic over
the past 90-day period.

(3) Average anticipated traffic volume for the
proposed hours of closing, projected over the next twelve
calendar months.

(4) Reason for curtailment or change request and
customer(s) concurrence.

(5) Security measures taken to protect equipment
during inoperative period.

(6) Provisions made to receive high precedence
traffic during curtailed operations.

c. When part-time, change of hours or curtailed
operation has been approved, strict compliance with the
schedule is mandatory.

327. TIributary Station Responsibilities. Tributary stations
operating as a part-time terminal will be responsible for:

a. Establishing procedures with the alternate delivery
station for receipt of high precedence traffic. If no
alternate is specified, or when the alternate station is
unable to receive traffic, respond to a request by the ASC to
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327. (Continued)

open for operation when traffic is received that meets time
criteria specified by the Telecommunications Certification
Office (TCO). A representative designated by the Commander or
Officer in Charge of the closed tributary station must decide
whether the station will be opened to receive traffic or
whether traffic will be held at the ASC until the next
scheduled hours of operation. The identity of the tributary
station representative electing to open or to hold the
traffic will be recorded at the ASC. ASC personnel will not
be held responsible for examination of the message text to
determine its importance.

b. Message delays incurred due to curtailed hours of
operation. ASCs will not include message delays in their
in-station handling time.

c. Providing adequate protection to station equipment
against damage, theft, or fire.

d. Insuring the station remains open if in a failed
line or equipment condition at the scheduled time of closure.
Required maintenance will be completed or a decision made by
the tributary OIC to close prior to completion of the
maintenance. If the tributary OIC directs the closure of the
tributary prior to completion of maintenance, the tributary
OIC will advise the connected ASC shift supervisor of his
decision, and give assurance that the maintainer has been
requested to be at the tributary when it is scheduled to
reopen to complete the required maintenance.

e. Remaining open each day until all PRIORITY
precedence or higher traffic in the ASC for the tributary is
cleared.

f. Providing the ASC the name and telephone number of
the individual or designated representative who will be
available 24 hours a day to open the tributary or make the
decision to hold traffic at the ASC.

g. Opening and c1051ng procedures and transmitting

opening and closing notices to the connected ASC as prescibed
below:
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327.g. (Continued)
(1) Opening Procedures/Notice:

(a) The tributary will be made ready to pass
traffic at the scheduled time.

(b) Tributary equipment will be checked.
(c) Circuit will be activated and tested.

(d) Equipment will be started at the
direction of the ASC. Prior to transmission of traffic, an
opening notice of IMMEDIATE precedence will be routed to the
connected ASC CSA position and to the routing indicator of
the transmitting station.

Example:

OTTUZYVW RUCLFBAl1214 0990830-UUUU--RUCLCSA RUCLFBA.
ZNR UUUUU

BT

UNCLAS SVC 1015. QRV 0990830

BT

#1214

NNNN

(2) Closing Procedures/Notice:

(a) All PRIORITY precedence or higher traffic
must be cleared prior to closing.

(b) Fifteen minutes before closing, terminal
stations employing Channel Sequence Numbers (CSNs) will send
a closing notice of PRIORITY precedence to the connected ASC
CSA position and to the routing indicator of the closing
station.

Example:

PTTUZYVW RUCLBIA1017 1000145-UUUU--RUCLCSA RUCLBIA.
ZNR UUUUU

BT

UNCLAS SVC ZKJ2 100100072 ZID IBAl24

BT

#1017

NNNN

Verify the CSN of the last good message received against the
number of the returning closing notice. If the CSN of the
closing notice is in sequence with the last good message
received, the terminal will close. 1If a disparity exists,
the terminal will immediately take service action in
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327.g9.(2) (b) (Continued)
accordance with paragraph 433 and then close.

(c) Fifteen minutes before closing, terminal
stations not employing CSNs will send a closing notice of
PRIORITY precedence to the ASC CSA position.

Example:

PTTUZYVW RUCLBTA2340 1201945-UUUU--RUCLCSA.
ZNR UUUUU

BT

UNCLAS SVC ZKJ2 1210400%2
BT

#2340

NNNN
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SECTION V

ASC OPERATIONS

328. Automatically Generated Pilots.

a. The ASC is programmed to automatically generate a
line 1 pilot for all message formats prescribed in paragraph
302 when:

(1) A suspected duplicate transmission is
generated (ZFDY).

(2) A collectively routed message is alternatively
routed to another station (ZZGW).

(3) A combination of the conditions listed above
occur (IJJY).

b. The appropriate content indicator code/communi-
cation action identifier from Annex B will be inserted, as
required, in positions 5 through 8 of the line 1 pilot.

c. The routing indicator of the ASC generating the
pilot is inserted in the record count field of the line 1
pilot.

d. Except as specified in b and c above, all other
elements of the pilot through the start-of-routing signal are

identical to those contained in format line 2 of the original
message.

Examples of ASC Automatically Generated Pilots:

(1) Suspected Duplicate (ZFDY) .

FORMAT CONTENTS

LINE

1 (TI) (as required)

1 RTTUZFDY RUCIABA1234 1741430 RUWT-UUUU--RUWTPPA.
2 RTTUZYUW RUCIABA1234 1741430-0UUU--RUWTPPA.

4 ZNR UUUUU

5 R 231400z JUN 92

Remaining format lines

(2) Collectively Routed Message.

FORMAT CONTENTS
LINE
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328.d.(2) (Continued)

1 RTTUZZGW RUEBABA1234 1741530 RUEB-UUUU--RUEBEFA.
2 RTTUZYUW RUEBABA1234 1741530-UUUU--RUCRCEOQO.

4 ZNR UUUUU

5 R 2314452 JUN 92

Remaining format lines

(3) Suspected Duplicate and Collective Alternate

(IJJY).
FORMAT CONTENTS

LINE

1 RCCCIJJY RUEOABA1234 1741715 RUEO-CCCC--RUEOLFA.
2 RCCCDAAA RUEOABA1234 1741715 0050-CCCC--RUCRCEO.
121  TEXT - 48 CARDS

16 RCCCDARA RUEOABA1234 1741715 0050-CCCC NNNN

e. ASC generated line 1 pilots must be removed prior
to reintroduction of the message.

329. Automatically Generated Service Messages.

a. The ASC, upon detection of certain header and EOM
format errors, will advise the violating station by means of
an automatically generated service message. Stations charged
with onward relay of traffic may receive automatically
generated service messages from an ASC. These stations will
interpret such service messages as being addressed to them
and, when required, are responsible for processing these
messages in a format suitable for delivery to the station
having originated the message being serviced.

b. All ASC automatically generated service messages
are identified by use of the letters "CSD" appearing as the
5th, 6th, and 7th letters of the OSRI; e.g., RUCICSD or
RUFLCSD.

c. ASC automatically generated service messages
destined for Modes II and V stations will, when appropriate,
cite the transmission identification number of the message
being serviced in addition to the OSRI, SSN and the Julian
date and time filed.

d. The appearance of "REJ" or "ACC" at the end of
service message text indicates that the message being
serviced was either "rejected" or "accepted" by the ASC.
Stations in receipt of service messages which indicate "REJ"
are responsible for reprotection of the involved message to
the appropriate addressee(s).
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329. (Continued)

e. Listed below are examples of ASC automatically
generated service messages along with the reason(s) for its
generation and action to be taken upon receipt.

(1) 1Invalid Channel Designator.

VZCZCBAR233

PTTUZYVW RUEDCSD0001 2721400-UUUU--RUEDABA.
ZNR UUUUU

UNCLAS SVC RUEDABC1234 2731359

INVALID CD EXPECTED ABA130 RCVD BBA130 REJ/ACC
#0001

NNNN

Reason:

(a) Generated when the three-letter station/
channel designator is received invalid.

(b) ECP/FLASH traffic will be accepted for
processing.

(c) Precedence of service message will equal
that of rejected message.

(d) Applicable to Modes II and V.
Action Required:
(a) Check for possible equipment malfunction.

(b) Correct the channel designator letters
and reprotect the identified message to all addressees.

(c) Suspected duplicate procedures are not
required.

(2) 1Invalid Channel Sequence Number.

JZCZCBAA233

PTTUZYVW RUEBCSD0002 2721405-UUUU-RUEBDEA.
ZNR UUUUU

UNCLAS SVC RUEBDEA1234 2721400

INVALID CSN EXPECTED DEA125 RCVD DEA129 ACC
#0002

NNNN

Reason:

(a) Generated when the received CSN is either
non-numeric or out of sequence.
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329.e.(2) (Continued)
(b) Traffic will be accepted for processing.

(c) Precedence of service message will equal
that of rejected message.

(d) Applicable to Modes II and V.

Action Required: Check for possible equipment
malfunction.

(3) Open Channel Sequence Number.

VZCZCBAA233

OTTUZYVW RUWJCSD0003 0411201-UUUU--RUWJIDEA.
ZNR UUUUU

UNCLAS SVC

ZFX DEAO15 THRU DEA023

#0003

NNNN

Reason:

(a) Generated when an open number is
detected; i.e., a sequential number for which no transmission
was received.

(b) Precedence of service message will always
be IMMEDIATE precedence.

(c) Applicable to Modes II and V.

Action Required: Determine if a transmission(s) was
involved. If a transmission(s) was involved, the message(s)
will be retransmitted as a suspected duplicate.

(4) Invalid Routing Field.

(TI) (as required for Mode II/V)

PTTUZYVW RUWMCSDO00O06 2721630-UUUU-~RUWMABA.
ZNR UUUUU

UNCLAS SVC ABA0O06 RUWMABC1234 2721622
INVALID ROUTING FIELD REJ

#0006

NNNN

Reason:

3-23 ORIGINAL



JANAP 128(J)

329.e.(4) (Continued)

(a) Generated when invalid separators
(spaces) or end-of-line functions are found; any RI is found
which is more than seven alphabetic characters; a non-alpha-
betic character or small ASCII alphabetic characters appears
in the routing field.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes I, IT and V.

Action Required:
(a) Check for possible equipment malfunction.

(b) Check tape/card for possible error within
routing field.

(c) Correct and reprotect the identified
message to all addressees.

(d) Suspected duplicate procedures are not
required.

(5) Excessive Routing Field.

(TI) (as required for Mode II/V)

PTTUZYVW RUEOCSD0007 0401204-UUUU--RUEODEA.
ZNR UUUUU

UNCLAS SVC DEAOO7 RUECDEA0119 0401200
EXCESSIVE ROUTING FIELD REJ

#0007

NNNN

Reason:

(a) Generated when the EOR signal does not
appear within the first 4480 characters or 500 routing
indicators.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes I, II and V.
Action Required:
(a) Message contains over 500 routing

indicators. Two separate transmissions will have to be made,
limiting each to a maximum of 500 routing indicators.
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329.e.(5) (Continued)

(b) Suspected duplicate procedures are not
required.

(6) Invalid Security Field.

(TI) (as required for Mode II/V)

OTTUZYVW RUDOCSDO0008 2721919-UUUU--RUDOABA.
ZNR UUUUU

UNCLAS SVC ABAOO8 RUDOABC1234 2721911
INVALID SECURITY FIELD REJ SEC TRC SRC
#0008

NNNN

Reason:

(a) Invalid Security Field - REJ. Generated
when an error occurs with the operating signals ZNR or ZNY in
format line 4, i.e., extraneous, illegal characters, non-
alphas, mispositioned field, etc.

(b) 1Invalid Security Field - SEC. Generated
if an error occurs in positions 4 or 30-31 (35-36 of DATA
PATTERN messages) of format line 2, or if an error occurs
within the first three characters of the security redundancy
field of format line 4. Also generated if the classification
characters in format lines 2 and 4 do not match or if the
message classification exceeds the security level of the
circuit.

NOTE: Errors in positions 32-33 (37-38 of DATA PATTERN
messages) in format line 2 or errors in the last two
characters of the security redundancy field of format line 4
will be treated as TRC rejects (See (c) below).

(c) Invalid Security Field - TRC. Generated
if the message is addressed and routed to a regional defense
organization or foreign nation and the TRC in format lines 2
and 4 do not match. Also generated if errors occur in
positions 32-33 (37-38 for DATA PATTERN messages) of format
line 2 or the last two characters of the security redundancy
field of format line 4.

(d) 1Invalid Security Field - SRC. Generated
if the message is a SPECAT and entry is attempted beyond the
SPECAT level authorized for the input terminal. Also
generated if errors occur in the SPECAT field; i.e.,
extraneous characters, illegal characters, non-alphas,
mispositioned fields, etc. The presence of four redundant
contiguous characters within the fifteen characters
immediately following the security redundancy in format line
4 will also create the condition.
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329.e.(6) (Continued)

(e) Precedence of service message will equal
that of the rejected message.

(f) Applicable to Modes I, II and V.

Action Required:
(a) Check for possible equipment malfunction.

(b) Check tape/card for possible error within
security field.

(c) Correct and reprotect identified message
to ail addressees.

(d) If rejection was due to improper classi-
fication for the input channel, reprotect the identified
message by authorized means. A determination will be made as
to whether the message was subject to compromise. Service/
Agency directives provide guidance for security compromise
procedures.

(7) Invalid Header.

(TI) (as required for Mode II/V)

RTTUZYVW RUCLCSD0004 2721628-UUUU~-RUCLABA.
ZNR UUUUU

UNCLAS SVC ABAO04 RUCLABC1234 2721622
INVALID HEADER REJ/ACC

#0004

NNNN

Reason:

(a) Generated for invalid header fields up
through the start-of-routing (--). This includes the
precedence, LMF, CIC, OSRI, OSSN, TOF, Record Count
(non-numeric), start-of-routing signal, and all separator
fields including the hyphen preceding the repeated
classification characters.

(b) ECP/FLASH traffic will be accepted with
errors in LMF, CIC, OSSN and TOF for processing.

(c) Precedence of service message will equal
that of rejected message.

(d) Applicable to Modes I, II and V.

Action Required:
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329.e.(7) (Continued)
(a) Check for possible equipment malfunction.

(b) Check tape/card for possible error within
header fields.

(c) Correct and reprotect the identified
message to all addressees.

(d) Suspected duplicate procedures are not
required.

(8) 1Invalid Routing.

(TI) (as required for Mode I1I/V)

OTTUZYVW RUWTCSDO0005 1231234-UUUU--RUWTABA.
ZNR UUUUU

UNCLAS SVC ABA(0OO5 RUWTABCO0072 1231230
INVALID ROUTING REPROTECT TO:

RUWTAAA-INV RUWTBBB-SEC RUWTCCC-LMF
RUWTDDD~-TRC RUWTEEE-SRC RUWTFFF-MFE

#0005

NNNN

Reason:

(a) Generated for invalid routing indicators,
TRC or SPECAT designators. Routing indicators are invalid
because:

1l INV - The RI does not appear in local
ASC routing tables. First character must be "R".

2 SEC - Message security classification
exceeds the level authorized for the addressee destination.

3 LMF - The addressee destination does
not have the capability to receive the message with stated
media.

4 TRC - The routing indicator in the
message does not match the transmission release code in
format lines 2 and 4.

2 SRC - The SPECAT designator contained
in format line 4 exceeds that of the output line.

6 MFE - Message is destined for a
narrative addressee and does not contain a valid format line
4 or is a piloted DATA PATTERN message routed to an ACP 127
format addressee.
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329.e.(8) (Continued)

(b) Precedence of service message will equal
that of the rejected message.

(c) Applicable to Modes I, II and V.
Action Required:

(a) Determine the correct routing indicator
and the identified message will be reprotected only to the
correct routing indicator.

(b) Suspected duplicate procedures are not
required.

(9) High Precedence Message Accept.

VZCZCBAA233

OTTUZYVW RUFTCSD0009 2721921-UUUU--RUFTABA.
ZNR UUUUU

UNCLAS SVC R Z ABAOO9 RUFTABC2012 2721920
#0009

NNNN

Reason:

(a) Generated when a ECP/FLASH message has
been accepted from a Mode II station.

(b) Precedence of service message will always
be assigned IMMEDIATE precedence.

(c) Applicable to Mode II.

Action Required: Upon receipt, file for record
purposes.

(10) Suspected Straggler.

(TI) (as required for Mode II/V)

OTTUZYVW RUADCSD(0012 2722001-UUUU--RUADABA.
ZNR UUUUU

UNCLAS SVC ABA0O10 RUADABC1234 2721234
SUSPECTED STRAGGLER REJ

#0012

NNNN

Reason:
(a) Generated when messages, except ECP/

FLASH, fail EOM straggler validation check; i.e., absence of a
# or the four numerics do not agree with the SSN in the header.
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329.e.(10) (Continued)

(b) Precedence of service message will always
be assigned IMMEDIATE precedence.

(c) Applicable to Modes I, II and V.

Action Required:
(a) Determine if a straggler did exist.

(b) If straggler did exist, action should be
taken to separate messages involved and provide proper EOM
sequence for both messages. Reprotection to all addressees
is required.

(c) If straggler did not exist, action should
be taken to ensure proper EOM validation sequence exists and
transmit identified message to all addressees.

(d) Suspected duplicate procedures are not
required.

(11) High Precedence Straggler.

(TI) (as required for Mode II/V)

OTTUZYVW RUHHCSD0012 2722009-UUUU--RUHHABA.
ZNR UUUUU

UNCLAS SVC ABAO11l RUHHABC1234 2722007

HI PREC MESSAGE ACCEPTED

PROTECT SUSPECTED STRAGGLER

#0012

NNNN

Reason:
(a) Generated when ECP/FLASH messages fail
EOM straggler validation check; i.e., absence of a # or the

four numerics do not agree with the SSN in the header.

(b) Precedence of service message will always
be assigned IMMEDIATE precedence.

(c) Applicable to Modes I, II and V.
Action Required:
(a) Determine if a straggler did exist.

(b) Straggler messages will be protected as
suspected duplicates.
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329.e.(11) (Continued)

(c) In those instances where the identified
FLASH message contained a good EOM, but had an improper EOM
validation sequence, no further action is required.

(12) 1Invalid EOM Sequence.

(TI) (as required for Mode II/V)

OTTUZYVW RUMMCSD0013 2731205-UUUU--RUMMABA.
ZNR UUUUU

UNCLAS SVC ABA012 RUMMABC1234 2731200
INVALID EOM REJ '

#0013

NNNN

Reason:

(a) Generated when a valid EOM sequence is
not found.

1l The letter "N" is not in Column 80 in
a single card message.

2 The letters "NNNN" are not the last
four characters in a series card message.

3 A "2LF NNNN" not found on a Mode I
teletype message.

4 Under certain ASC internal error
conditions, this message may be generated on Mode II and V
input.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes I, II and V.
Action Required:
(a) Check for possible equipment mualfunction.

(b) Check for proper EOM sequence and correct
any errors found.

(c) Retransmit identified message to all
addressees.

(d) Suspected duplicate procedures are not
required.
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329.e. (Continued)

(13)

Input Message Timeout.

(TI) (as required for Mode II/V)

RTTUZYVW RUMLCSDO0014 2731313-UUUU~-RUMLDEA.
ZNR UUUUU

UNCLAS SVC DEAO13 RUMLDEAO130 2731310

NO EOM RCVD REJ

#0014

NNNN

Reason:

(a) Generated when a input transmission has

been interrupted in excess of approximately three minutes
without the receipt of the EOM function.

(b) Precedence of service message will equal

that of rejected message.

(c) Applicable to Modes I, II and V.

Action Required:

(a) Reprotect identified message to all
addressees.
(b) Suspected duplicate procedures are not
required.
(14) Excessive Message Length.
(TI) (as required for Mode II/V)
RTTUZYVW RUCICSD0015 2731344-UUUU--RUCIDEA.
ZNR UUUUU
UNCLAS SVC DEAO14 RUCIDEAO149 2731314
EXCESS MSG LENGTH REJ
#0015
NNNN
Reason:

(a) Generated when a message exceeds the

allowable limit as follows:

1l Mode I and Mode V message exceeded 550

line blocks or 44,000 characters.

2 Mode II message exceeded 125 line

blocks or 10,000 characters.
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329.e.(1%) (Continued)

(b) Precedence of service message will equal
that of rejected message.

Action Required:

(a) Separate the identified message into
tranmission sections and reprotect to all addressees.

(b) Suspected duplicate procedures are not
required.

(15) Two Consecutive SOMs.

(TI) (as required for Mode II/V)
PTTUZYVW RUFLCSD0016 2731351-UUUU--RUFLABA.

ZNR UUUUU
UNCLAS SVC ABAO15 RUFLABA2314 2731347

TWO CONSEC SOMS REJ
#0016
NNNN

Reason:

(a) Generated when two consecutive SOMs are
received and detected by the ASC without an intervening EOM

sequence.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Modes II and V.

Action Required:

(a) Check for possible equipment malfunction.

(b) Check identified message for extraneous
"ZCZC".

(c) Reprotect identified message to all
addressees.

(d) Suspected duplicate procedures are not
required.

(16) Channel Continuity Verification.
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329.e.(16) (Continued)

(TI) (as required for Mode II)
PTTUZYVW RUFTCSD0017 2731511-UUUU--RUFTABA.

ZNR UUUUU
UNCLAS SVC ZID ABAO1l2

#0017
NNNN

Reason:

(a) Generated when 30 minutes have elapsed
with no receipt of traffic by the ASC.

(b) Precedence of service message is always
assigned PRIORITY precedence.

(c) Applicable to Mode II.

Action Required:

(a) Determine that the CSN reported as the
last received is correct.

(b) If station records agree with reported
CSN, the following service message will be transmitted:

(TI)
PTTUZYVW RUFTABA1254 2731516-UUUU--RUFTCSA.

ZNR UUUUU
UNCLAS SVC RUFTCSD0017 2731511

ZIC ABAQO12
#1254
NNNN

(c) 1If stations records do not agree with
reported CSN, the terminal station will take whatever action
is necessary to establish contact with the ASC and ascertain

the status of traffic.
(17) Invalid Block Count.

PTTUZYVW RUHJCSD0020 2731734-UUUU--RUHJMSA.

ZNR UUUUU
UNCLAS SVC RUHJMSAQ0444 2731649

INVALID RECORD COUNT REJ
#0020
NNNN

Reason:

(a) Generated when the record count field in
a data message is less than three or greater than 500 or when
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329.e.(17) (a) (Continued)

number of cards received does not agree with the record count
in message header. Messages with MTMS in record count of
header, the count will be validated against record count

shown in the EOT card.

(b) Precedence of service message will equal
that of rejected message.

(c) Applicable to Mode I.
Action Required:
(a) Check for possible equipment malfunction.

(b) Check message header/EOT for error and
reprotect identified message to all addressees.

(c) Suspected duplicate procedures are not
required.

(18) Reprotect all Addressees.

(TI) (as required for Mode II/V)

OTTUZYVW RUEADCSD0022 0421754-UUUU--RUEDNXA.
ZNR UUUUU

UNCLAS SVC NXA189 RUEDNXA0789 0421753
REPROTECT TO ALL ADDRESSEES

#0022

NNNN

Reason:

(a) Generated when the ASC experiences an
internal error during receipt of an incoming message.

(b) Precedence of the message will equal that
of the rejected message. If the precedence is invalid or

cannot be determined, the precedence of the service message
will be IMMEDIATE.

(c) Applicable to Modes I, II and V.
Action Required:

(a) Reprotect identified message to all
addressees.

(b) Suspected duplicate procedures are not
required.

3-34 ORIGINAL



JANAP 128(J)

329.e. (Continued)

(19) Traffic being CARPED.

(TI) (as required for Mode II/V)

OTTUZYVW RUEBCSD0021 2731833-UUUU--RUEBABA.
ZNR UUUUU

UNCLAS SVC

TRAFFIC BEING ALT-ROUTED TO YOUR STATION VIA
CARP. CONSULT RESTORAL PLAN.

#0021

NNNN

Reason:

(a) Generated to recipient tributary station
when ASC invokes a CARP (Contingency Alt-Route Program)
altroute.

(b) Precedence of service message is always
assigned IMMEDIATE precedence.

(c) Applicable to Modes I, II and V.

Action Required: Recipient station will protect
the altrouted traffic by established means.

(20) Control Character Sequence.

(TI) (as required for Mode II/V)
PTTUZYVW RUFLCSD0863 1641701-UUUU~~-RUFLFSA.

ZNR UUUUU

UNCLAS SVC RUFLFSA1818

INVALID CONTROL CHARACTER SEQUENCE RECEIVED
REPROTECT TO ALL ADDRESSEES.

#0863

NNNN

Reason:

(a) Generated vhen ASC program encounters an
invalid sequence of control characters.

(b) Applicable for Modes II and V.

Action Required:

(a) Upon receipt, retransmit the identified
message.

(b) If further attempts to input the message
are unsuccessful, notify maintenance personnel.
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329.e.(20) (Continued)
(c) Reprotect identified message to all
addressees.
(21) Unauthorized Use of a Cocllective Routing

Indicator (CRI).

(TI) (as required for Mode II/V)

OTTUZYVW RUFTCSD1625 1821803-UUUU--RUFTBDA.
ZNR UUUUU

UNCLAS SVC RUFTBDA0462 1821801
UNAUTHORIZED USE OF CRI-REJ

#1625

NNNN

Reason:

(a) Generated when an unauthorized
introduction of a collective routing indicator is attempted.

(b) Generated when attempting to input the
output CRI of RUCR.

(c) Applicable for Modes I, II and V.
Action Required: See paragraph 305.c.

(22) Unauthorized Use of Emergency Command
Precedence (ECP).

(TI) (as required for Mode II/V)

OTTUZYVW RUAOCSD9694 2021450-UUUU--RUAOLFA.
ZNR UUUUU

UNCLAS SVC RUAOLFA1413 2021449
UNAUTHORIZED USE OF ECP-REJ

#9694

NNNN

Reason:

(a) Generated when an unauthorized
introduction of the ECP is attempted.

(b) Applicable for Modes I, ITI and V.
Action Required:

(a) If entry is authorized, immediately
contact the ASC and determine reason for rejection.

(b) If reintroduction of the message is
necessary, see paragraph 429.e.(3).
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329.e (Continued)
(23) Duplicate Channel Sequence Number.
VZCZCBARA233
PTTUZYVW RUFTCSD0014 0621453-UUUU--RUFTOWA.
ZNR UUUUU

UNCLAS SVC RUFTOWA(0647 0621422
DUPE CSN EXPECTED OWA01ll REC OWA(01l0 ACC/REJ
#0014
NNNN
Reason:

(a) Generated when a CSN is duplicated.

(b) ECP/FLASH traffic will be accepted for
processing and CSN counter will be incremented by one.

(c) Precedence of service message will equal
that of the rejected message.

(d) Suspected duplicate procedures not
applicable.

(e) Applicable for Modes II and V.
Action Required:
(a) Check for possible equipment malfunction.

(b) Reprotect the identified message to all
addressees.

(c¢) Applicable to Modes II and V.

330. _cCancelling Transmissions.

a. When a message has not been completely transmitted
and prior to any further transmission, the ASC will generate

a cancel transmission (CANTRAN) notize to Modes II, IV, and V
terminals.

b. The ASC CANTRAN notice will consist of (2CR) (1LF),
four-letter routing indicator of the involved ASC, three
station/channel designator letters, three digit channel
sequence number, the prosigns E E E E E E E E AR, followed by
(2CR) (8LF) NNNN (25LTRS).

Example:

(2CR) (1LF)RUCIABC123 E E E E E E E E AR(2CR) (8LF)NNNN(25 LTRS).
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330. (Continued)

c. Terminal stations receiving CANTRAN notices will
file them as a communications record. Delivery to the
addressee will not be accomplished.

331. 1Invalid Routing Indicators.

a. Messages assigned invalid routing indicators cannot
be accepted by the ASC. It is the responsibility of the
originating station to ensure that all message routing
indicators are valid.

b. ASC invalid routing indicator rejection procedures
are as follows:

(1) Single Call Messages.

(a) A single call message with an invalid
routing indicator and addressed to tributary connected to the
same ASC as the originating station will be rejected by the
ASC. Correction and reintroduction of the message.into the
network is the responsibility of the originating station.

(b) A single call message with an invalid
routing indicator and addressed to a tributary connected to
another ASC will be accepted by the parent ASC. However, the
ASC assigned delivery responsibility will automatically
generate a service message notifying the originating station
of the invalid routing indicator. The originating station
will correct the routing indicator and reintroduce the
message into the network.

(2) Multiple Call Messages.

(a) Multiple call messages containing at
least one valid routing indicator will be accepted by the
ASC. The ASC will protect the message to any valid routing
indicator(s) and automatically generate a service message
notifying the originating station of the invalid routing
indicator(s). The originating station will correct the
invalid routing indicator(s) and reintroduce the message into
the network. The message will not be reprotected to the
valid routing indicator(s).

(b) If all routing indicators are invalid,
the message will be rejected by the ASC. This condition will
only occur if all addressees and the transmitting station are
connected to the same ASC. The originating station must
correct the invalid routing indicators and reintroduce the
message into the network.
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331.b. (2) (Continued)

(c) The transmitting tributary station may
recelve more than one service message notifying them of
invalid routing indicators contained in the same message;
e.g., a message addressed to tributaries of two or more
relays with invalid routing indicators. The originating
station must correct all invalid routing indicators and
reintroduce the message into the network. The message will
not be reprotected to valid routing indicators.

c. The ASC does not validate the seventh letter of
routing indicators, with the exception of collective
routings; therefore, it is possible for a tributary station
to receive a message with the seventh letter of the routing
indicator invalid. The receiving station will notify the
originating station by service message of the invalid routing
indicator. The service message will contain the OSRI, SSN,
date and time filed, the invalid routing indicator, and the
action taken by the receiving station. If delivery by the
receiving station cannot be effected, the originating station
must correct the invalid routing indicator and reintroduce
the message into the network addressed only to the corrected
routing indicator.

332. Alternate Routing of Traffic Within AUTODIN.

a. Alternate routing allows for the delivery of
traffic destined for an identified station to be delivered to
an alternate station. Alternate routing can be used to
alleviate backlogs, manage traffic within the network, or
handle a contingency situation such as loss of an ASC. The
ASC can invoke alternate routing by one of the two methods
described below:

(1) Normal alternate routing (ALTROUTING) - Each
ASC has the capability of ALTROUTING traffic by command when
only the ASC’s local tributaries are involved, or when all
derivatives of an ASC or a relay center are to be ALTROUTED.

(2) Contingency Alternate Routing Plan (CARP) -
This plan provides the ASC with the capability to alternate
route traffic based on the 5th and 6th characters of a
Routing Indicator whether or not the first four characters
represent an ASC. CARP cannot be applied to messages routed
by a collective Routing Indicator.

b. Prior to implementing either normal or CARP
alternate routing, the ASC will automatically transmit an
Invoke Notification Service Message (NSM), the precedence
will be IMMEDIATE unless FLASH traffic is available for
diversion, in which case the precedence will be FLASH, to the
alternate delivery station responsible for delivery

3-39 , ORIGINAL



JANAP 128(J)

332.b. (Continued)

protection of messages. The INSM lists only those RIs not
previously the responsibility of the receiving station.

EXAMPLE

OATUZYUW RUEBCSD0001 0010001-UUUU--RUEBFBA.
ZNR UUUUU

UNCLAS SVC

TRAFFIC IS BEING DIVERTED TO YOUR STATION,
PROTECT IAW CARP TO:

RUEBAM RUEBAR RUEBBE RUEBDB RUEBDS RUEBHJ
RUEBJG RUEOPA

#0001

NNNN

c. Alternate routed messages may or may not contain a
pilot to indicate delivery protection responsibility by the
recipient station.

d. Alternate routed messages will not be reintroduced
into the network while alternate routing is still in effect
unless properly piloted or a header change is performed.
Messages reintroduced into the network without a pilot or
header change will be transmitted back to the violating
station while alternate routing is still in effect.

e. When alternate routing is revoked at the ASC, the
alternate delivery station will be automatically notified by
a Revoke Notification Service Message (RNSM). The RNSM,
always IMMEDIATE precedence, lists only those RIs no longer
the responsibility of the receiving station.

Example

OATUZYUW RUEBCSD0002 00100002-UUUU--RUEBFBA.

ZNR UUUUU

UNCLAS SVC

TRAFFIC IS NO LONGER BEING DIVERTED TO YOUR STATION
FOR: RUEBAM RUEBAR RUEBBE RUEBDB RUEBDS RUEBJG
#0002

NNNN
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332. (Continued)

NOTE: The receiving station must continue to protect

diverted traffic for any RIs previously listed in an INSM but
not listed in a subsequent RNSM. In the examples, the
receiving station must still protect for RUEBHJ and RUEOPA,
whose ALTROUTES have not been revoked. Any traffic subse-
quently received for RIs listed in this message, traffic on

the ASC output queue at the time of revocation, must be
protected either in accordance with the World Wide AUTODIN
Restoral Plan (WARP) or by re-entry into AUTODIN, as prescribed
by local procedures and applicable operating instructions.

333. Message and Record Retention.

a. History DISC "A" will be retained for furnishing
retransmissions and analysis for a period of 30 days plus the
current day from the last file close time on the DISC.

It will be held beyond the 30-day period for completion of
tracer or other investigative action on hand.

b. History DISC "B" will be retained for a period of 5
days plus the current day from the last file close time on
the DISC unless associated History DISC "A" is unusable.

334. Transmission Identification Validation.

a. The ASCs are programmed to automatically validate
the Transmission Identification (TI) assigned to Modes I1I,
IV, and V teletypewriter originated messages as prescribed in
paragraph 403.

b. The start of message will be verified to be ZCZC.
The station/channel identification will be validated to be
the unique three alpha characters assigned to the channel. A
message containing an error in the station/channel
identification will be rejected or accepted when the message
is high precedence and an automatic service message
generated.

c. The Channel Sequence Number (CSN) will be validated
to be three numeric characters. Any CSN that does not
contain the numerics required to maintain an unbroken
numbering sequence or contains alpha characters will be
considered as out of sequence and an automatic service
message generated.

335-339. Reserved.
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340. (Continued)

d. Stations forwarding traffic by means other than the
AUTODIN are not required to submit separate reports outlining
the circumstances unless requested to do so by the addressee
or other competent authority. However, station records will
be maintained for not less than 30 days to allow the
following information to be furnished upon demand:

(1) Message header information.
(2) Time and date of relay.

(3) Volume of traffic in terms of messages and
record counts.

(4) Forwarding method.

(5) Time and date forwarded.

(6) Cause for communication disruption.
(7) Alternative routes used.

(8) Other facts as applicable.
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SECTION VII

COMMUNICATIONS IMPROVEMENT REQUIREMENTS

341. Defense Communications System (DCS) Message Quality
Control Program.

a. ACP 121 US SUPP-1, Chapter IX, Section I1T1,
prescribes that all DCS AUTODIN stations/switching centers,
non-automatic relay, minor relay, and tributary stations are
required to establish and maintain a continuing message
quality control program to provide reliable and accurate
service to authorized users of the DCS.

b. Execution of the DCS Message Quality Control
Program at AUTODIN stations shall be accomplished in
accordance with requirements set forth in paragraph 913 of
ACP 121 US supp-1.

c. All minor relay and tributary stations will conduct
message quality control tests on their circuits, and each
transmitting device on their equipment (except magnetic
tape), at least twice daily, as prescribed below.

(1) When only US network stations are involved,
message quality control procedures will be established
between relays and tributaries having connected channels of
communications.

(2) To insure that traffic is handled with minimum
of errors caused by circuit distortion, or equipment
malfunction, each channel connecting relay stations, relay
and tributary stations, in-station processing equipment, and
multiple address processing units will be tested daily as
indicated below:

(a) Testing of channels/equipment.

1l Channels connecting relay stations
(except ASCs) will be tested at least twice daily in
accordance with schedule agreed upon by the stations

involved.

2 Channels between relays and tributary
stations will also be tested at least twice daily. Tributary
stations will be responsible for originating channel checks
or test messages as appropriate.

3 Multiple address processing units,
cross field circuits or other in-station processing
equipments will be tested a minimum of three times daily or
more frequently when large traffic volumes are being
processed.
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341.c.(2) (Continued)

(b) Channels checks or test messages used to
conduct quality control test messages will be prepared as a
self-addressed abbreviated PLAINDRESS message and will be
assigned a precedence of PRIORITY or lower. When prepunched
tapes are used to transmit self-addressed test messages, the
message header fields representing the SSN and date-time of
file will be filled with zeros.

Example:

RTTUZYVW RUFTADAOOOO 0000000-UUUU--RUFTADA.

ZNR UUUUU

BT

UNCLAS SVC MSG QUALITY CONTROL TEST

THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 1234567890
THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG 1234567890
RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY
RYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRYRY

BT

#0000

NNNN

d. Additional actions to furnish information or
instructions concerning changes affecting operations and
personnel actions at AUTODIN stations will include:

(1) Pre-shift briefings of operating personnel at
switching centers, relay and tributary stations.

(2) A daily reading file or bulletin maintained at
each station.

e. Formal direct action shall be instituted on all
detected operating deficiencies as outlined in paragraph 342.

342. Reporting Operating Deficiencies.

a. Operating deficiencies shall be reported
immediately to the designated supervisory personnel.
These deficiencies include, but are not limited to:

(1) Inaccurately prepared messages

(2) Misrouted messages; and,
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342.a. (Continued)

(3) Garbled traffic caused by malfunctioning
circuits or equipments. The station supervisor will initiate
corrective action for deficiencies occurring within his own
station. Deficiencies occurring at other AUTODIN stations
shall be reported to the supervisor of the station concerned

by service message.

b. Service messages reporting operating deficiencies
will be addressed to the OIC of the station involved and will
contain the abbreviation CIM (Communications Improvement
Memorandum) immediately following the OIC designation, e.q.,
FOR OIC-CIM. These service messages will contain a concise
explanation of the apparent operating deficiency and, if
required, pertinent identification of any messages involved,
plus citing the applicable paragraphs of this or other
jointly approved publications which have been violated. CIM
notifications to an individual station will be accumulated on
a daily basis by the ASC and transmitted to each station
concerned in a separate, single-call service message. Total
messages and line blocks will also be shown. Switching
centers and other relay stations preparing and transmitting
operating deficiency notifications will maintain complete
files so such information may be considered for inclusion in
the monthly communications operating performance summary.
Recurring operating deficiencies which cannot be resolved by
local coordination will be forwarded to the designated
jurisdictional command/authority as prescribed in ACP 121 US
SUPP-1, paragraph 913.b.(1)(c).
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SECTION VIII

HYBRID AUTODIN RED PATCH SERVICE (HARPS)

343. Hyvbrid AUTODIN Red Patch Service (HARPS). Terminal
stations connected to the same ASC that have a requirement to
exchange large quantities of data traffic on a scheduled
basis, may elect to use HARPS. The service provides a means
of direct, subscriber to subscriber, link by link encrypted,
circuit connectivity using the same circuit and equipment
normally used in the Message Switching (MS) component of the
network. Under HARPS, the subscriber’s access circuits will
be removed from the switching center red patch panel. While
in the HARPS condition, the speed of operation is governed by
terminal equipment and circuit characteristics. Generally
the operating speed under a HARPS configuration is 400 cpm
while normal MS operating speed may be 100 or 200 cpm. The
following criteria must be met to obtain HARPS service:

a. Minimum of two terminals confiqgured with compatible
equipment and circuit speeds.

b. Reliable alternative route for protection of high
precedence MS traffic during periods in which subscribers are
directly connected.

c. Predetermined schedule for operating in directly
connected mode.

d. Both subscribers be connected to the same switching
facility.

NOTE: This service is available only in the CONUS.
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MESSAGE CORRECTION NOTICE

344. Message Correction Notice (DD Form 1503). The Message

Correction Notice is a multi-purpose form designed to provide
the communications facility with a means of notifying
originators of message discrepancies (See Figure 3-1).

DD FORM 1503
MESSAGE CORRECTION NOTICE

MESSAGE CORRECTION NOTICE onte
ANAP 128)
T0 FROM
O The attached message has been .your 4 Lovited to the discrepancies indicated balow,
[ The attached memage cannot be vntl the dk noted below have besn corrected.
(Unless selfcxplanatory. dlscrepencics should be clarified in the “REMARKS™ block)
GENERAL CARD AND MAGNETIC TAPE
1. Precedence omitted, incarrectly entered, or Invalid, 23. Language and Medla Format (LMF) iavalid,
2. CI cannot be 24, Larguage and Medla Format (LMF) unavallable at
O By this station O To the addremes £ The station O The sddreseer
3. Claseith oautted or L 1y eatered. 15. Content Indicalor Cade (CIC) Incarrect or invalld,
4. Addressee unidentifiadble of Lavalid. 26. Originating Station Routing Indlcator (OSRI)
5. Do a a5 omitted. incorrect.
27, Sution Serlal Number (OSSN] duplicated,
24, Station Serial Nwnber (OSSN} Incorrectly prepared.
NARRATIVE (MANUAL AND OCR PROCESSING) 29. Julan dete lncomect.
6. Unauthorized plein langvege address. 30. Time of File (TOF) incorrect.
7. U or tavelid cha in heading or 31, Necord count over.

text,

32,

Record count short.

6. Heading/text single spaced.

3.

Start of roviing dgnsl Incorreet,

. Lower cuse lettars.

3.

End of routing signal omlitied or incorrect.

10.

More than 68 chursciers per line,

EOT record omiited.

Meseags Incomplete.

EOT record does not match beader information.

EOT record omits record count (WAG TAPE ONLY)

12, Corrections not inttlabed. 37.
13. “MINIMIZE CONSIDERED" omitied, 34. Incotrect end of memsage (unction.
14. Redeasery sigmature omitted, 30, EOT signal miseing or Incorrect.

165,

Poge number block omlited or incorrectly entered.

40,

Lmproper spacing (/ieid iocation} im beader format.

16,

Date-time group block omitied ot incarrectly entered.

41,

1mproper epacing (field locetion) ln LOT format.

17. Iaformation andfor exempt addresmser omitted or 42. Carda best or mutilated.
incomrectly entered, 43, Dropped punches,
44. Oft-punched cards.
45, Invalid punches ot codes.
NARRATIVE (OCR PROCESSING ONLY) 48, Invelid sddremes routing indicator,
18, U A foat, 47, M. tic tape (wiit not
19. U or used,
20. Typed unciear or by OCR.
21. Margin incorrectly oot for OCR use,
22. Form lmproperly aligned (shcwed) in typewriter,
AEMARKS

OFFICE OF ORMIGIN

MESSAGE |DENTIFICATION (NARRATIVES ™

ORIGINATING STATION ROUTING INDICATOR:

Fi vd

CONTENT tNDICATOR CODE:

OF FICE $YMBOL OATE-TIME GROUP STATION SERIAL NUMBER:
OATE-TIME FILED:
DD FORM 1 503 €OITION OF 1 NOV 64 1S OSSOLETE. .
t TFES Y BU.I. E.P.0. tred-ar1-gi6/atat
:
Figure 3-1
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CHAPTER 4

TELETYPEWRITER MESSAGES

SECTION I
RULES

401. General Rules. The following rules apply to the
preparation of teletypewriter messages.

a. Teletypewriter messages will be prepared in either
PLAINDRESS, ABBREVIATED PLAINDRESS, or CODRESS formats as
specified in paragraph 302 and Annex C.

b. Teletypewriter messages may be prepared in DATA
PATTERN (paragraph 302.d.) format only by mutual agreement
between the message originator and all addressees, provided
the message contains minimum format lines prescribed for
teletypewriter messages.

c. The text of messages will be prepared for
transmission as written. No changes are authorized
subsequent to approval and signature of the releasing
official except as specified in subparagraph h below and
paragraph 452.c.

d. The message header must be accurately prepared.
Back spacing, lettering out, double spacing, or the use of
two or more FIGURES and LETTERS functions in sequence will
cause the ASC to reject the message during attempted
transmission from the originating station.

e. Each line of a teletypewriter message, including
format line 2, is limited to 69 characters and shall end with
two carriage returns and one line feed (2CR)(1lLF).

f. Teletypewriter messages prepared for card delivery
(LMF TC or AC) may contain 80 characters per line in the text
of the message.

g. To insure acceptance and transmission of the first
character of the message header, it will be preceded by at
least six blanks and six letters functions with five level
Baudot code (LMF T) or at least six NULLS and six deletes
functions with ASCII code (LMF A).

h. The FIGURES (upshift) key will always be depressed
after the space separatlng groups of figures or uppercase
characters in a series except in the message header. The
LETTERS (downshift) key will also be depressed after the last
digit of the EOM validation number in format line 15 prior to
the end-of-message function.
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401. (Continued)

i. The bell signal will not be inserted on originated
ECP or FLASH messages. The ASC will generate the bell signal
on ECP and FLASH messages transmitted to Modes II, IV and V
tributary stations. Those stations operating in Modes I and
III will receive both the high precedence alarm and bell
signal.

j. All punctuation and symbols available on US
military teletypewriter equipment may be used in US networks.
However, the following punctuations will apply when a message
contains other than US routing indicators in format line 2:
ety 2, e, " (), "o, and ",". If an originator has used
one of the authorized abbreviations laid down in the ACP 121
series instead of a symbol, the abbreviation will not be
changed by the communications center.

k. Messages assigned a dual precedence will indicate
the higher precedence in format line 2 and both precedences
in format line 5. When a dual precedence of ECP or FLASH and
a lower precedence is assigned, the originating station will
make separate transmissions; i.e., one transmission to the
station(s) serving the ACTION addressee(s) with ECP or FLASH
precedence in format line 2, and the other to the station(s)
serving the INFORMATION addressee(s) with the lower
precedence in format line 2. Only one transmission will be
made to a station serving both ACTION and INFO addressees.

1. Identical date-time groups (format line 5) will not
be assigned to two or more messages by the same originator
unless the message can be further identified by office symbol
or cite/reference numbers in the text. The date—time group
may be the same as, earlier or later than the filing time.

m. Tributary station operating procedures will insure
that a record is made of the time-of-file (TOF) and the time
available for delivery (TAD). These times will be used when
determining message processing times; the TOF may or may not
correspond to the message header file time depending upon
whether the message preparation was manual or automated
means.

402. Rules Regarding Messaqge Lengths.

a. To facilitate reproduction of incoming messages by
distribution centers, all messages exceeding a total of 20
lines of heading and text, beginning with format line 5, will
be divided into pages for transmission.

(1) Each page will consist of not more than 20
lines.
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402.a. (Continued)

(2) Line count for the first page shall begin with
format line 5 of the message heading and continue for a total
of 20 lines including succeeding lines of the heading.

(3) Second and succeeding pages shall be identi-
fied by the page number, the routing indicator of the station
of origin and the station serial number. The number sign (#)
will not be used preceding the station serial number. When
message text is transmitted in plain language, the security
classification, Special Category Term (SPECAT) and SPECAT
designator; i.e., SPECAT SIOP-ESI, or Special Handling
Designation; i.e., US-UK EYES ONLY, or the abbreviation
UNCLAS shall be included as part of the page identification
of second and succeeding pages. One space shall be inserted
following each letter of the security classification and
EFTO. Page identification shall appear on a separate line,
and shall not be included in the line count as in (1) above.
Example: Page 2 RUEDABAO123 CONF I DE N T I A L (2CR)(1LF).
Under no circumstances will paging identification exceed one
line of 69 characters.

(4) Machine functions used between pages shall be
2CR and 4LF.

(5) The number of pages of message text in any
transmission shall not exceed five; a page consisting of part
heading and part text shall not count as a textual page.
Messages which exceed five pages of message text shall be
divided into transmission sections.

(a) At a convenient point on the last
permissible page of a transmission section, the originator’s
text shall be separated. This normally will be at the end of
a sentence or cryptopart.

(b) Each section shall be numbered. The
section identification shall be inserted in plain language at
the beginning of the text following the classification or
abbreviation UNCLAS (ard Special Handling Designation if usad
by the originator). For example, when a message is divided
into two sections, the first section shall be identified as
Section 1 of 2, and the second as Final Section of 2. For
example:

UNCLAS SECTION 1 OF 2

(c) In long encrypted messages, when a
transmission section commences with a new cryptopart, the
designation of the cryptopart shall follow the designation of
the transmission section.
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402.a. (6) (Continued)

(6) Each section shall bear a separate station
serial number, but the same date-time group and filing time
shall be used on all sections. 1In addition, each section
shall include the appropriate address elements (See Annex C).
All information preceeding the subject line/delimiter on
PLAINDRESS messages will be contained in each section.

(7) When a numerical group count is associated
with an off-line encrypted message and indicated in format
line 10, it shall indicate the number of groups in the text
section being transmitted, not the number in the complete
message. Transmission section and page identification shall
not be included in the group count. The cryptopart
identification shall be included.

b. Teletypewriter messages originated in card format
for teletypewriter delivery (LMF CT or CA), the page
identification lines and teletypewriter format heading lines
will be formed and transmitted as separate cards which must
be included in the message record count.

C. Some message originators have unique or special
requirements for repeated preparation and transmission of
messages longer than one section, e.g., intelligence
summaries, press releases, operations plans or orders, etc.
These originators may prepare messages containing a maximum
of 40,000 characters including header provided the following
conditions are met:

(1} Prior coordination is effected with each
addressee terminal for acceptance of these messages.

(2) No transfer to any teletypewriter network will
occur.

(3) Paging is accomplished as specified in
paragraphs a. (1), (2) and (3).

d. One hundred lines of text without paging is
permitted in statistical and meteorological (weather)
messages where inclusion of paging information would disrupt
processing by the user. Such messages, however, shall be
divided into transmission sections if they exceed 100 lines
of text.

e. Paging rules will not apply to long messages
originating with activities served by the Department of State
Telecommunications System. Such messages will be accepted
and processed as regular traffic. Long messages originating
with activities served by the DCS will, however, contain page
breaks except as permitted above and in paragraph 441.d.(2).
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403. Rules Regarding Transmission Identification (TI).

a. As a means of maintaining traffic continuity,
teletypewriter terminals (Modes II, IV, and V, as described
in paragraph 204) will prefix each message header with a
message transmission identification constructed as outlined
below. The transmission identification is constructed
without intervening spaces, and must be accurately prepared
without corrections. For example, a correctly prepared
transmission identification might appear as:
VZCZCJIJTA(FIGS)123(LTRS) (2CR 1lLF); the elements of the
transmission identification are as follows:

(1) The letter V ensures that the first character
of following intelligence is not lost or garbled.

(2) The letters ZCZC indicate the start of
message.

(3) Three station/channel designator letters.
(4) One FIGURES shift.

(5) A three-digit number to indicate the
sequential number of transmission. These numbers shall
commence with number 001 and continue consecutively through
000 (1000).

(6) One letter shift, two carriage returns and one
line feed.

b. Station/channel designators will vary for each
channel and will be constructed as follows:

(1) Minor relay or tributary station to a major
relay station: The first two alpha characters will consist
of the fifth and sixth letter of the station routing
indicator and the third alpha character will identify the
specific channel. Channel designators will commence with the
letter A, progressing alphabetically, and will be assigned to
connected channels. For example, a tributary station having
routing indicator RUWTABA will use station/channel designator
ABA for the first outgoing channel and ABB, ABC, etc., for
each additional outgoing channel.

(2) Major relay station to minor relay or
tributary station: The first two alpha characters will
consist of an inversion of the fifth and sixth characters of
the minor relay or tributary station’s routing indicator and
the third alpha character will identify the specific channel.
Channel designators will commence with the letter A3,
progressing alphabetically, and will be assigned to all
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403.b.(2) (Continued)

connected channels. For example, a tributary station with
routing indicator RUWTABA will receive station/channel
designator BAA for the first incoming channel, and BAB, BAC,
etc., for each additional incoming channel.

c. Transmission identification is not needed by Modes
I and III terminals. Most AUTODIN Mode II, IV, or V
terminals are equipped so that the message transmission
identification will be transmitted immediately preceeding the
AUTODIN paper tape header format. When these terminals do
not have automatic message transmission identification
devices, a paper tape tab may be prepared containing
transmission identification as prescribed above and
transmitted ahead of the standard AUTODIN paper tape header.
Caution must be exercised to insure no extraneous characters
exist between the TI line and format line 2.

d. All Mode II, IV, and V terminal stations having
relay responsibilities will insure that only one transmission
identification precedes each message transmitted.

€. ASC procedural validation of the transmission
identification line is described in paragraph 334.

404. Rules Regarding End-of-Messaqge (EOM) Validation.

a. End-Of-Message (EOM) validation (paragraph 316)
used in Department of Defense (DoD) networks to inhibit
suspected straggler messages will be provided by repeating in
format line 15 the four-digit SSN appearing in the message
header. The four-digit number used in format line 15 must be
preceded by the number sign (#). Example: #0123.

b. The EOM validation appearing in format line 15 and
the EOM functions (2CRs, 8LFs, NNNN, 12LTRs) in format line
16 must be prepared in uninterrupted sequence; i.e., figures
(upshift), number symbol, 4 digits, letters (downshift),
2CRs, 8LFs, NNNN, and 12LTRs. The lettering out correction
method will not be used within this sequence.

Example:
TEXT (2CR) (1LF)
BT (2CR) (1LF)
(1 FIGS)#1234 (1LTRS)
(2CR) ( BLF ) NNNN (12LTRS)
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404. (Continued)

c. Special attention must be given to applying the EOM
validation when performing such actions as message header
changes and message readdressals. The SSN used in the
heading of these messages must agree with the EOM validation
number in format line 15 (Paragraphs 419 and 441).

405. Rules Regarding Security Warnings.

a. Security warning will be provided by use of the
operating signals ZNR or ZNY as the first component of format
line 4.

b. The appropriate operating signal will always be
followed by a classification character repeated five times
except in those cases where a TRC is employed (See Chapter
7). The operating signal and classification characters are:

(1) ZNR UUUUU for unclassified, off-line encrypted
messages, and classified messages transmitted in the clear in
accordance with paragraph 326, ACP 121.

(2) ZNY EEEEE for unclassified EFTO messages.

(3) ZNY followed by CCCCC, SSSSS, or TTTTT for
CONFIDENTIAL, SECRET, or TOP SECRET messages.

c. Format line 4 must be prepared correctly. The
equipment must be downshifted immediately after the
end-of-routing signal in format line 2 followed by 2CR, 1LF,
ZNR/ZNY and repeated classification designators if the
message is routed only to US routing indicators, or three
repeated security characters and two position TRC if
addressed and routed to a regional defense organization or
foreign nation. If the US to US message is SPECAT, the five
redundant security characters followed by an oblique (/) and
AAAAA for SIOP-ESI or BBBBB for all other SPECAT messages
will appear. No extraneous functions, such as a downshift,
shall be inserted between the 2CR 1LF end-of-line functions
of format line 2 and the security warning operating signal
(ZNR/ZNY) in format line 4. Paragraph 413 contains
additional information pertaining to unique requirements
surrounding emergency action messages (EAMs).

406. Rules for Indicating Delivery Responsibility.

a. In multiple address or book message, delivery
responsibility of the stations called in format line 2 shall
be determined by:

(1) Inclusion of the routing indicator of the
station responsible for delivery preceeding each address
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406.a.(1) (Continued)

designation in format lines 7 and/or 8. NOTE: This rule is
not applicable when a collective address designator is used.

(2) Predetermined delivery responsibility.

(3) Specific transmission instructions in format
line 4. 1In these instances, any station responsible for
transmission and/or delivery as indicated in format line 4 is
also responsible for any delivery required under the
provisions of paragraphs (1) and (2). Paragraph 413 contains
additional information pertaining to unique requirements
surrounding emergency action messages (EAMs).

b. When delivery to an addressee of a multiple address
message has been accomplished prior to introducing the
message into the communications network, the station
preparing the message for original transmission shall
indicate such delivery by inserting the operating signal ZEN
preceeding the designation of that addressee. Routing
indicator delivery responsibility will not precede an
addressee if the remainder of addressees of a multiple
address message are ZEN.

c. Book messages will be processed in the same manner
as multiple address messages except that:

(1) Addressees of book messages to whom delivery
has been effected prior to introducing the message into the
communications networks, or who have been protected by
separate transmissions, need not be included in the message
heading.

(2) The operating signal ZEX shall be inserted in
format line 5 following the date-time group.

d. Certain messages are required to be delivered as
single address messages. When released by the drafter, these
messages will be stamped "DELIVER AS A SINGLE ADDRESS
MESSAGE". When releascd for transmission via the AUTODIN,
the messages are transnitted as multiple address messages and
the operating signal ZYQ will appear in format line 5.

Example:

(TI)

RTTUZYQW RUWJABA1234 1542000~-UUUU--RUEDTFA.
ZNR UUUUU

R 03193072 JUN 92 2YQ

Remainder of format lines
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406. (Continued)

e. In single address messages, the routing indicator
of the station responsible for delivery will not be included
in format line 7 or 8. The station called in format line 2
is automatically responsible for delivery.

f. When information in the Special Instructions block
of a Joint Message Form (DD Form 173) assigned IMMEDIATE
precedence indicates that immediate delivery is required to
addressees served by Department of State Diplomatic
Telecommunications Service (DTS) facilities, the operating
signal ZZK shall be inserted in format line 4 followed by the
routing indicator(s) or addressee(s) for whom immediate

delivery is required. The addressees will be identified on
the DD Form 173 in the Special Instructions block by the
notation "IMMDELREQ". The ZZK operating signal shall be

inserted immediately following the security warning group.
Example:
ZNY CCCCC ZZK RUMJIBT RUQMHR RUDKBT RUDKSNQ

407. Rules Reqgarding Transmission Instructions.

a. Transmission instructions consist of the prosign T
included in format line 4 as a separate component following
the security redundancy.

b. Transmission instructions are normally required on
messages which contain a Collective Address Designator (CAD)
or Address Indicating Group (AIG). In other instances, a
message may be routed to another network station who is not
included in the ASC routing table, thereby requiring refile
action by the called station. 1In this case, the routing
indicator of the addressee will be inserted in format line 4
immediately following the prosign T.

Example:

RTTUZYUW RUCIBDA1234 2621400-UUUU--RUFLFDA.
ZNR UUUUU T RXFEC
Remaining format lines

c. The message header (format line 2) may be removed
or altered, as appropriate, by the refiling station and a new
heading prepared as required.

d. When transmission instructions are essential in
multiple call messages, the routing indicator of the station
having transmission responsibility will immediately precede
the prosign "T", separated by one space, and followed by the
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407 .d. (Continued)

identification of the addressee. If more than one called
station has transmission responsibility, separate line
listings composed as above will be included.

e. Paragraph 413 contains additional format line 4
information pertaining to unique requirements surrounding
emergency action messages (EAMs)

408. Rules for Routing Messages.

a. Routing of messages will be accomplished by use of
authorized routing indicators and in accordance with the
instructions contained in the appropriate routing indicator
publication (ACP 117 series) and as prescribed by the record
traffic on-line cryptographic operation policy contained in
ACP 121 US suUpP-1.

b. When two or more addressees of a message are to be
served by a single station, the routing indicator of that
station will appear only once in format line 2 irrespective
of the number of times it appears in format lines 7 and/or 8.

Example:

RTTUZYUW RUCLFEA1234 2801330-UUUU--RUCLBEA RUWTKBA.
ZNR UUUUU

R 071300z OCT 92

FM NAVAL AIR STA MAYPORT FL

TO RUCLBEA/NAVAL SHIPYARD CHARLESTON SC
RUCLBEA/NAVY REGIONAL FINANCE CEN CHARLESTON SC
INFO RUWTKBA/NAVAL AIR STA KINGSVILLE TX

BT

TEXT

BT

#1234

NNNN

409. Rules Regarding Use of Address Designations.

: a. Plain language designations, routing indicators,
call signs or address groups may be used in message headings
to indicate originators and addressees. However, for any
given addressee, plain language address designations shall
not be used in conjunction with call signs or address groups
in the address component of any message. Tactical call
signs, with the exception of task organization call signs,
shall not be used in message headings.

b. Collective Address Designators (CADs) other than

AlGs; e.g., general message address designators, collective
call signs, etc., shall be treated as follows:
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409.b. (Continued)

(1) In PLAINDRESS messages, the designation of the
originator shall appear in format line 6, the CAD(s) in
format line 7 and/or 8, and exempted addressees, if any, in
format line 9. ACTION or INFORMATION addressees not included
in the CAD shall be in format line 7 or 8, as approriate.

(2) In CODRESS messages, the address component
(See Annex C) is encrypted in the text. The CAD(s) and
exempted addressee(s), if any, may appear in the external
heading (format line 4). To avoid defeating the purpose of
CODRESS, they should not be placed in format line 4 unless
essential.

(3) Paragraph 413 contains additional format line
4 information pertaining to unique requirements surrounding
emergency action messages (EAMs}).

c. AIGs shall be treated as follows:
(1) In PLAINDRESS messages:

(a) Format line 6 shall be used even though
the AIG composition includes an originator.

(b) The plain language or address group
designator for an AIG shall be used in format line 7.

(c) When a message is addressed to an
authority(ies) not included in the AIG selected, the
additional addressee(s) shall be included in format lines 7
and/or 8, as appropriate.

(d) When an AIG is used by other than the
permanently listed originator, and the permanently listed
originator is an addressee of the message in question, the
permanently listed originator shall be listed as an
additional addressee in format line 7 or 8, as appropriate.

(e) Addressees exempted from an AIG shal.. be
included in format line 9.

(2) In CODRESS messages:

(a) The address group representing the AIG,
additional addressee(s), and/or exempted addressee(s) shall
appear in format line 4 only when one or more of the stations
called in format line 2 is required to pass on the message in
its encrypted form.
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409.c. (2) (Continued)

(b) The address designator used in the
encrypted text shall be the AIG number rather than the
address group representing the AIG. Additional, and/or
exempted addressees, if any, shall be indicated in the text
by use of plain lanqguage designators.

d. Where non-US addressees are included in the address
composition of the message (a through c above) and the ,
message is routed to other than a US routing indicator, an
appropriate TRC is required.

410. Rules Regarding Voluntary Correction of Transmitted
Messages.

a. When an originating station subsequently detects an
error after transmission of a message has been completed, a
voluntary correction message will be prepared and sent to the
addressee station(s).

b. Voluntary correction messages will only be used in
US networks to correct those errors determined by competent
authority to be significant enough to affect the substance of
the original message.

c. Voluntary corrections may be in the form of a brief
service message, or a repunched and retransmitted message,
dependent upon message length, whether tabulated or off-line
encrypted, etc.

d. All voluntary correction messages will be
distinctly identified by use of either the abbreviation "VOL
CCN" or the prosign "C".

Example 1:

RTTUZYVW RUADAFA1234 2621245-UUUU--RUWJFAA.

ZNR UUUUU

BT

UNCLAS SVC VOL CCN RUADAFA1229 2621200 191145%Z SEP 92
FIFTH GR NOT IMI NOT

BT

#1234

NNNN
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410.d. (Continued)
Example 2:

RTTUZYVW RUADAFA1234 2621245-UUUU--RUWJFAA.

ZNR UUUUU

BT

UNCLAS SVC VOL CCN RUADAFA1229 2621200 191145Z SEP 92
" (REPUNCHED MESSAGE OR PORTION OF TEXT)"

BT

#1234

NNNN

Example 3:
RTTUZYVW RUHHAFB1549 2621115-UUUU--RUEDGFA.
ZNR UUUUU
R 190315Z SEP 92
BT
UNCLAS SVC C RUHHAFB1540 2621100 191030Z SEP 92 IN TEXT
LINE 7 CHANGE DURING TO HOURS TO READ DURING THE
EVENING HOURS
BT
#1549
NNNN

411. Rules Regarding Message Header Changes - Tributary
Stations.

a. Message header changes are applied to PLAINDRESS,
ABBREVIATED PLAINDRESS, and CODRESS messages for the purpose
of providing special handling and transmission instructions.
Message header changes with appropriate TRC will also be
applied to DATA PATTERN traffic addressed and routed to a
regional defense organization or foreign nation.

b. Message header changes are normally performed by
substituting the appropriate communication action identifier
(Table III, Annex B) in the Content Indicator Code (CIC)
field of format line 2 and adding the appropriate
communication operating signal (ACP 131) to format line 4 of
the original message. However, if tlie CIC in the original
format line 2 is other than ZYUW, the CIC will not be changed
and the appropriate operating signal will be added to format
line 4 of the original transmission. Paragraph 413 contains
additional format line 4 information pertaining to unique
requirements surrounding emergency action messages (EAMs).

c. Message header change procedures and format

examples are contained in appropriate paragraphs throughout
this chapter.
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SECTION II

HEADER AND EOM FORMAT

412. General.

a. The rapid and accurate exchange of traffic via
AUTODIN requires that message headings and endings be
prepared in standard format to insure uninterrupted
transmission between originating and addressee stations.

b. The basic teletypewriter header format is described
in detail in paragraphs 413 through 425. Each separate
element of the header is described in the sequence in which
it appears in the header. The field used is identified in
parentheses in each paragraph heading. An example of the
prescribed header format is shown in paragraph 426.

413. Precedence (Position 1).
a. Four categories of precedence, as prescribed in ACP
121 US SUPP-1, are authorized for use. Precedence is

assigned by the originator, and shall not be altered by
operating personnel. The following prosigns are used in
Position 1:

Z FLASH
0 IMMEDIATE
P PRIORITY
R ROUTINE
b. In addition to the four prosigns above, the letter

"Y" is designated for use on certain time-sensitive command
and control emergency action messages. The letter "Y"
indicates a message that has a FLASH preemption capability
designated Emergency Command Precedence (ECP) which will be
processed ahead of all other traffic and interrupt lower
precedence traffic already in processing in the AUTODIN
system. Only the National Command Authority (NCA) and
certain designated commanders of Unified and Specified
Commands are authorized to use the EXP -apability of the
AUTODIN system and, then, only for certain designated
emergency action command and control messages.

c. Emergency action messages assigned emergency
command precedence (Y) and introduced into AUTODIN for
delivery to addressees served by the Fixed Submarine
Broadcast System (FSBS) must contain the following elements:

(1) Be "Y" Precedence.
(2) Contain the Content Indicator Code (CIC)
"DGGC".

4-14 ORIGINAL



JANAP 128(J)

413.c. (Continued)

(3) The last item in format line 4 must be a
separate line listing of the operating signal "ZKA" repeated
four times, each followed by two spaces, e.g., where "-"
(Hypen) equals space:

ZNR UUUUU
RUIYOHA T COMSUBRON TEN
ZKA--ZKA~--ZKA--ZKA~-

414. Lanquage Media and Format (Positions 2 and 3).

a. The language media and format (LMF) consists of two
alphabetical characters. The LMF of the originating station
is place in Position 2, and the LMF of the preferred output
device of the addressee is placed in Position 3.

b. Th LMF character A (ASCII) or T (5 level Baudot
Code) will be in Position 2 on all teletypewriter messages.
See Annex A for authorized LMF pairings.

415. Classification (Position 4). The classification or
special handling to be afforded a message is indicated by the
appropriate letter designator from the list below:

TOP SECRET

SECRET

CONFIDENTIAL

RESTRICTED (not authorized for US use)
UNCLASSIFIED EFTO

UNCLASSIFIED

o Qwn3

416. Content Indicator Code/Communication Action Identifier
(Positions 5 through 8). The content indicator code/
communication action identifier consists of four alphabetical
characters or three alphabetical characters and one numerical
character. The appropriate content indicator code/
communication action identifier will be selected from Annex
B. When Position 8 contains a numeric, the dowrshift
(letters) will appear before the separator contained in
Position 9.

417. Separator (Position 9). A separator (space) will be
placed in this position.

418. Originator (Positions 10 through 16). The appropriate
routing indicator of the originating station will be placed
in these positions. This field must contain seven
appropriate alpha characters.

4-15 . ORIGINAL



JANAP 128(J)

419. station Serial Number (Positions 17 through 20).

a. Station Serial Numbers (SSNs) are used for two
purposes:

(1) In combination with the originating station’s
routing indicator, they provide positive identification for
each transmission, and

(2) As the EOM validation number appearing in
format line 15, they provide a means by which the ASCs can
check for the existence of straggler messages.

b. The SSN is expressed in four numeric characters
beginning with 0001 and continuing consecutively through
9999. On completion of each series of 9999 numbers, a new
series begins.

c. Originating stations may identify local activities,
channels, or positions within the station by assigning blocks
of numbers to the activities concerned. Blocks of SSNs must
contain sufficient numbers to preclude their reuse within one
week of normal message activity. SSNs assigned in blocks
will be consecutive; when the entire block has been used, the
numbers will be repeated beginning with the first SSN of the
block.

420. Separator (Position 21). A separator (space) will be
placed in this position.

421. Date (Positions 22 through 24). The Julian date is the
date on which the message was received from an originator by
the communications center for transmission. The first day of
the calendar year is Julian 001, and each day is numbered
consecutively thereafter.

422. Time Filed (Positions 25 through 28). The time filed
is the time (GCT) the message was received from an originator
by the communications center for transmission. Each filing
time must contain four numerical characters.

423. Classification Redundancy (Positions 29 through 33).
For security reasons, the classification designator used in
Position 4 (paragraph 415) will be repeated in these
positions. Position 29 will be filled with a hyphen as a
sentinel, and the classification designator in Position 4
will be repeated in Positions 30 through 33, except when TRCs
are required. When TRCs are required, the security field
will be split to show the security classification and the
TRC; i.e., CCBB (Confidential message addressed to the United
Kingdom). Rules regarding the use of TRCs are outlined in
Chapter 7.
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424. Routing (Positions 34 through As Required). The
positions reserved for routing are comprised of two sections,
the start-of-routing signal, and the addressee routing
indicators.

a. The start-of-routing signal consists of two
consecutive hyphens and will always precede the first
addressee’s routing indicator.

b. Addressee routing indicators are listed immediately
following the start-of-routing signal. A maximum of 500
routing indicators can be listed in these positions. 1In
multiple call messages, all routing indicators associated
with the first four letters of the relay station will be
grouped together, but need not be in alphabetical order.
Example: RUEBPBA, RUEBABA, RUEDROA, RUEDCAC, etc. Each
routing indicator must be separated by a space. If a message
contains 501 or more routing indicators, thus requiring two
separate transmissions, all routing indicators pertaining to
a given four-letter routing indicator will be on one
transmission. Routing indicators will not be split between
lines; i.e., RUFT, 2CR, 1lLF, ABC.

425. End-of-Routing Signal (Position As Required). The
end-of-routing signal consists of a period (.) and is
inserted in the position immediately following the last
addressee’s routing indicator.

NOTE: The use of a format line 4 is required on all
narrative messages. Format line 4 must be accurately
prepared; if not, the transmission will be rejected on
input by the connected ASC. The LETTERS (downshift)
key must be depressed immediately following the
end-of-routing signal (.) in format line 2 and
preceding the end-of-line functions, 2CR and 1LF. The
insertion of extraneous machine functions, such as a
downshift or space, between the 2CR 1LF end-of-line
function and the security warning, operating signal
characters (ZNR/ZNY), and the TRC/SPECAT characters is
prohibited. Format line 4 commences with a security
warning operating signal (ZNR/Zli¥) followed by five
redundant security characters; e.g., SSSSS, if the
message is routed only to US routing indicators, other
operating signals, procedure signal "T" and address
designators or routing indicators. When a message is
addressed and routed to a regional defense organization
or foreign nation, the redundant security designator
composition is modified to reflect a two-letter TRC in
the fourth and fifth position; e.g., SSSBB. SPECAT
messages will include an oblique (/) and five repeated
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(Continued) N

SPECAT designators (AAAAA SIOP-ESI and BBBBB for all
others) immediately following the five redundant
security designators; e.g., ZNY TTTTT/AAAAA. Rules
regarding the use of TRCs and SPECAT designators are
outlined in Chapter 7. Paragraph 413 contains
additional information pertaining to unique
requirements surrounding emergency action messages
(EAMs) .
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Teletypewriter Header Format.

Leader (paragraph 40l.g.) -——---mmmmmmmmem -
PrecedenCe ——— e mm o e e e
Language Media and Format -—--——---—mmmommmmmm
Classification, as appropriate —-—=—-ee—mmmmmemeo
Content Indicator Code/Communication

Action Identifier ——e o
Originator ——————— e
Station Serial Number ——————cemmee e
Separator ———————— -
Julian Date ———— e ————— e
Time Filed ——-e e
Classification Redundancy =—=—=———m=m—mom oo
Start-of-Routing Signal ~=—=——————————mmmmm ———
AdAressee —— e e
End-of-Routing ————— e
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427. End-of-Message (EOM) Format. The EOM format (format
line 16) will consist of two carriage returns, eight line
feeds, NNNN, and twelve letters (with five level Baudot code)
or twelve delete functions (with ASCII). See paragraph
404.b. The unique group of four Ns must not appear in the

text of any message.
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SECTION III

MISROUTED AND MISSENT MESSAGES

428. Misrouted Messages. A misrouted message is one which
contains an incorrect routing instruction.

a. A misroute condition will occur when the
originating communications center assigns incorrect routing
indicators during message header preparation.

b. A misrouted message will be processed until it
reaches the communications center of the called routing
indicator. A tributary station in receipt of a misrouted
message will:

(1) If possible, obtain the correct routing
indicator from the applicable ACP 117 series publication.

(2) Apply a header change to the misrouted message
and retransmit to the correct routing indicator (See sub-
paragraphs 428.d, e., and h.).

(3) Transmit a service message to the originating
station advising of the reroute action and correct routing
indicator. The service message will also contain the actual

Time-Of-Transmission (TOT) of the rerouted message (with any
reason for delay), which should satisfy any tracer actions
for excessive delay. The operating signal ZEQ3 will be used
in the text.

c. If the correct routing indicator cannot be
determined due to insufficient address information or lack of
station delivery responsibility (paragraph 406) in format
lines 7 or 8, or reroute cannot be effected due to receipt of
garbled or incomplete copy or the receiving station does not
have a receive tape capability, the originating station will
be notified by service message. The operating signal ZEQ4 or
ZEQS5, as appropriate, will be used in the text. On receipt
by the originating station of a ZEQ4 service message, the
entire message will be retransmitted, adding the operating
signal ZEQ6 to format line 4 to indicate that the delay was
the result of misrouting the message.

d. When applying a header change to a misrouted

message, substitute the following in format line 2 of the
original message:
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428.4d. (Continued)

(1) Own first position LMF designator, if
necessary.

(2) The communication action identified ZOVW if
the CIC is ZYUW. If the CIC is other than ZYUW, it will not

be replaced.
(3) Own OSRI.

(4) SSN of message being rerouted.
(5) Own Julian date and time filed.

(6) Correct routing indicator of the station to
effect delivery or refile.

(7) If the message requires rerouting to a non-US
routing indicator, the redundant security characters in
format line 2 and 4 will be changed to reflect the
appropriate TRC (See Chapter 7).

e. In addition to the action required in subparagraph
d, the following will be added to format line 4 of the
original message:

(1) Operating signal ZOV.

(2) Routing indicator of the station preparing the
header change.

(3) SSN of the station preparing the header
change. '

(4) The words "Reroute of" followed by the OSRI,
SSN and Julian date and time filed as appearing in format
line 2 of the original message.

(5) In the case of multiple address messages, the
prosign T preceded by routing indicator(s) (when required)
and followed by the addressee(s) address designator(s).

(6) Paragraph 413 contains additional information
pertaining to unique requirements surrounding emergency
action messages (EAMs).

f. A station receiving a multiple address message
bearing a header change containing transmission instructions,
shall effect delivery to only the addressee(s) whose
designator(s) appears following the prosign T in the message
header change. Delivery responsibility appearing in the
message address shall be ignored.
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428. (Continued)

g. When messages involving mobile units require
rerouting for delivery or further relay, they shall be
treated as misrouted messages except that the originating
station need not be advised.

h. Examples:

(1) Example of a single call message received as a
misroute:

RTTUZYUW RUEDABA6725 1831330-UUUU--RUCLAKA.

ZNR UUUUU

R 021315Z JUuL 92

Remaining format lines

Example of above message after header change
performed:

RTTUZOVW RUCLAKA6725 1831410-UUUU--RUEBALA.

ZNR UUUUU ZOV RUCLAKA1294 REROUTE OF RUEDABA6725
1831330

R 0213152 JuL 92

Remaining format lines

Example of service message to originating station
advising of reroute action taken above:

RTTUZYVW RUCLAKA6803 1831430-UUUU-RUEDABA.
ZNR UUUUU

BT

UNCLAS SVC ZEQ3 RUEDABA6725 1831330
021315Z JUL 92 RUEBALA 021415%.

BT

#6803

NNNN

(2) Example of a multiple address message received
as a misroute:

PTTCZYUW RUENAAA5432 1831625-CCCC~--RUEDBDA.
ZNY CCcCcC

P 021605z JUL 92

FM CNO WASHDC

TO RUEDBDA/35ADIV HANCOCK FIELD NY

INFO RUEDBDA/DCASO GENELCO SYRACUSE NY
RUEFHQA/CSAF

Remaining format lines

Example of above message after header change
performed:
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(Continued)

PTTCZOVW RUEDBDA5432 1831640-CCCC--RUEDGAA RUEDGJA.
ZNY CCCCC ZOV RUEDBDA1234 REROUTE OF RUENAAAS5432
1831625

RUEDGAA T 35ADIV HANCOCK FIELD NY

RUEDGJA T DCASO GENELCO SYRACUSE NY

P 0216057z JUL 92

FM CNO WASHDC

TO RUEDBDA/35ADIV HANCOCK FIELD NY

INFO RUEDBDA/DCASO GENELCO SYRACUSE NY
RUEFHQA/CSAF

Remaining format lines

Example of service message to originating station

advising of reroute action taken above:

RTTUZYVW RUEDBDA2341 1831700-UUUU--RUENAAA.

ZNR UUUUU

BT

UNCLAS SVC ZEQ3 RUENAAAS5432 1831625 0216052 JUL 92
RUEDGAA/35ADIV HANCOCK FIELD NY AND RUEDGJA/DCASO
GENELCO SYRACUSE NY 0216507Z.

BT

#2341

NNNN

(3) Example of service message to originating

station advising to protect delivery of misrouted message:

RTTUZYVW RUFTLBA3249 1830825-UUUU--RUCIBAD.

ZNR UUUUU

BT

UNCLAS SVC ZEQ4 RUCIBAD2419 1830750 020730Z JUL 92
GARBLED.

BT

#3249

NNNN

(4) Example of a misrouted message requiring

application of « TRC.

RTTUZYUW RUFTABA1647 0131749-UUUU--RUFLFDA.
ZNR UUUUU

R 131745z JAN 92

Remaining format lines
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428.h. (4) (Continued)
Example of above message after TRC application:

RTTUZOVW RUFLFDA1647 0131802-UUXX--RGFAB.

ZNR UUUXX

Z0V RUFLFDA(0872 REROUTE OF RUFTABAl647 0131749
R 1317452 JAN 92

Remaining format lines

(5) Example of a single address message received
as a misroute with CIC other than ZYUW:

PTCUDJBD RUDONBAO124 1471242-UUUU--RUFTDEA.
ZNR UUUUU

P 261237Z MAY 92

FM CINCUSNAVEUR LONDON UK

TO DISA EUR VAIHINGEN GE

Remaining format lines

Example of above message after header change
performed:

PTCUDJBD RUFTDEAO124 1471427-UUUU--RUFTDCA.

ZNR UUUUU ZOV RUFTDEAl1479 REROUTE OF RUDONBA0O124
1471242

P 261237Z MAY 92

FM CINCUSNAVEUR LONDON UK

TO DISA EUR VAIHINGEN GE

Remaining format lines

A service message to the originating station advising of
reroute action taken will be the same as the example in
paragraph 428.h.(1).

(6) Example of a misrouted message originated in
ACP 127 format and received in JANAP 128 format:

RFTUZYUW RXCACAA0639 0161812-UUUU--RUEJDCA.
DE RXFPSX 0088 0161705

ZNR UUUUU

R 1617052 JAN 92

FM NICS COA

TO DISA EUR VAIHINGEN GE

BT

TEXT

BT

NNNN
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428.h. (6) (Continued)
Example of the above message after header change:

RTTUZOVW RUEJDCA1214 0161915-UUUU--RUFTDCA.
ZNR UUUUU ZOV RUEJDCA4217 REROUTE OF RXFPSX 0088
0161705

R 161705Z JAN 92

FM NICS COA

TO DISA EUR VAIHINGEN GE

BT

TEXT

BT

#1214

NNNN

A service message to the originating station advising of
reroute action taken will be the same as the example in
paragraph 428.h.(1).

429. Missent Messages. A missent message is one which
contains a correct routing indicator but is transmitted to a
station other than the one represented by the routing
indicator.

a. Missent message may be caused by:
(1) Equipment malfunction.
(2) Incorrect switching.
(3) Operator error.
b. A tributary station in receipt of a missent message
will:
(1) Reintroduce the message as a suspected

duplicate. A message header change (paragraph 411) will be
applied to a missent message.

(2) Forward a service message to the originating
station if the message is received 1ncomplete or garbled. The
operating signal ZEQ2 will be used in the text.

(3) Forward a routine service message to the
connected ASC citing the complete header, time of receipt,
and advise that message has been protected. The operating
signal ZEQl will be used in the text.
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429. (Continued)
c. Examples:

(1) Example of missent message as received at
RUWTAAA from relay station RUWT:

RTTUZYUW RUEBAAB1349 1811545-UUUU-~-RUWJBBB.
ZNR UUUUU

R 0315202 JUL 92

Remaining format lines

(2) Example of above message after header change
pexrformed:

RTTUZFDY RUEBAAB1349 1811545-UUUU--RUWJBBB.
ZNR UUUUU ZFD RUWTAAA

R 031520z JUL 92

Remaining format lines

(3) Example of service message sent by RUWTAAA to
relay station RUWT:

RTTUZYVW RUWTAAA(Q0123 1811555-UUUU--RUWTCSA.

ZNR UUUUU

BT

UNCLAS SVC ZEQl RUEBAAB1349 1811545 031520Z JUL 92
1811550

Remaining format lines

(4) Example of service message sent by RUWTAAA to
RUEBAAB:

RTTUZYVW RUWTAAA(Q01234 1811556-UUUU--RUEBAAB.

ZNR UUUUU

BT UNCLAS SVC ZEQZ RUEBAAB1349 1811545 0315202 JUL
92 INCOMPLETE TEXT.

d. An ASC receiving a service message missent
notification will perform a search to determine the cause of
the missent message. If the cause is due to ASC equipment
malfunction or program deficiency, all details will be
documented and forwarded by message to DISA for evaluation
and necessary corrective action. The appropriate DISA area
center and communications headquarters (CDRUSAISC,
COMNAVCOMTELCOM, or AFCC) will be included as information
addressees.
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429. (Continued) N
€. Messages assigned ECP.

(1) The collective routing indicators RUCRYYY
(ALSIOP) and RUCRJCA (RESFOR) are used to route messages in
conjunction with the ECP designator "y" (See paragraph
413.b.).

(2) RUCRYYY and RUCRJCA are strictly controlled
within AUTODIN and, therefore, the possibility of their
receipt by a station not included in the collective routing
indicator composition is extremely remote. However, should
such a station receive a message bearing the collective
routing indicators RUCRYYY or RUCRJCA, the following
procedures will apply to the stations and the involved ASC.

(a) Stations directly connected to AUTODIN
ASCs. TImmediately notify connected ASC by telephone and/or
FLASH precedence service message of the RUCRYYY or RUCRJCA
message receipt. Reporting service message will cite
transmission identification, if applicable; OSRI; SSN; Julian
date-time filed; and message time of receipt. In addition,
service message will include statement "REQUEST URSTA PROTECT
TRANSMISSION WE ZOB.".

(b) ASCs. Immediately upon receipt of the
above notification, the message involved will be retrieved )
and following actions taken:

1 TImmediately verify that ASC collective
routing indicator tables are correctly established. 1If
tables are incorrect, take appropriate corrective action and
reprotect transmission of reported ECP message.

2 If ASC records indicate that the
reporting station is to receive RUCRYYY or RUCRJCA messasges,
as appropriate, a FLASH service message will be forwarded to
that station stating that "ASC records indicate your station
is a recipient of the referenced message. If messane still
not intended your station, request you service originating
station accordingly.".

3 Ascertain if a switch processing
failure occurred; i.e., software, hardware, personnel error,
and take corrective action to reprotect transmission of
reported message, as well as the cause of the switch
processing failure.
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429.e.3 (Continued)

(c) In the event an originating station is
advised by a FLASH service message regarding the receipt of a
RUCRYYY or RUCRJCA message without known delivery responsi-
bility, the message will be retrieved and reprotected to
correct station and transmission cancelled to the reporting
station. Action will also be initiated to correct the
collective routing indicator composition.

(3) ALSIOP collective address messages
occasionally will have to be routed to Phase I/II AUTODIN
altroute stations, when terminal or line outages make
delivery direct to an addressee impossible. 1In those cases,
the altroute stations will receive the ALSIOP under a JANAP
128 format line 1 pilot calling the addressee(s) routing
indicator for which the message is destined, and display the
CIC zZGW in field positions 5 through 8. Delivery should be
in accordance with established procedures by the altroute
station. In the event that AUTODIN communications are
restored to the addressee station, the Phase I/II altroute
station may find it advantageous to protect the addressee by
reintroducing the message back into AUTODIN. Altroute
stations not conditioned to input ECP (Y) into AUTODIN, will
change the precedence to FLASH (Z); remove any line 1 pilots;
accomplish message header change as outlined in paragraphs
411 and 428 using the communications action identifier ZZGW
in place of the CIC, and replace the collective routing
indicator RUCRYYY or RUCRJCA with the routing indicator
contained in the routing indicator field of the pilot. If
the altroute station has the ECP capability and the ALSIOP or
RESFOR message requiring relay was received using the ECP (Y)
and precedence prosign, the reroute can be effected without
change of precedence. 1In no event, however, should the
message be reintroduced using either the RUCRYYY or RUCRJCA
CRI.

(a) Example of ECP message as received at
RUCLGBA alternate delivery station:

YTTUZZGW RUEKJCS1234 0011530 RUCL-UUUU--RUCLABA.
YTTUZYUW RUEKJCS1234 0011520-UUUU--RUCRYYY.

ZNR UUUUU

Y 011528Z JAN 92

Remaining format lines
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429.e.(3) (Continued)

(b} ECP messages that must be re-entered into
the AUTODIN system by an alternate delivery station not
conditioned to input ECP (Y) messages will require a ZOV
header change in accordance with Section III, paragraph 428.
The precedence of the re-entered message will be FLASH.

Example of the above ECP message after header
change performed:

ZTTUZOVW RUCLGBA1234 0011534-UUUU--RUCLABA.

ZNR UUUUU ZOV RUCLGBA2144 REROUTE OF RUEKJCS1234
0011530

Y 0115282 JAN 92

Remaining format lines

NOTE: ECP messages received by an alternate station with the
operating signal "ZKA" in format line 4 will, when header
change is performed, contain as a separate and final line
listing of the new format line 4, the operating signal ZKA
repeated four times, each followed by two spaces (See
paragraph 413.c.).

(4) If the ASC or the Phase I/II AUTODIN altroute
station cannot effect delivery of an ECP message to the
addressee, the originator of the message will be informed by
the AUTODIN facility holding the message that it could not be
delivered to the addressee.
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SECTION IV

SUSPECTED DUPLICATES

430. Suspected Duplicate Procedure.

a. When a station has cause to suspect that a message
may have been previously transmitted, but definite proof of
prior transmission cannot be readily determined, the message
shall be forwarded as a "suspected duplicate" by applying a
header change.

(1) Example of message presumed to have been
previously transmitted by an originating station:

PTTSZYUW RUKKAFA1275 1911820-SSSS--RUWMABA.
ZNY SSSSS

P 101810z JUL 92

Remaining format lines

(2) Example of above message after suspected
duplicate header change applied (NOTE: OSRI, SSN and TOF must
be exactly the same as the original transmission in order to
process as a suspected duplicate in automated communications
centers):

PTTSZFDY RUKKAFAl1275 1911820-SSSS-~-RUWMABA.
ZNY SSSSS ZFD RUKKAFA

P 101810z JUL 92

Remaining format lines

b. Messages will not be reintroduced as "suspected
duplicates" at the request of the originator because the
addressee(s) failed to reply or take action on the message.
In those instances, new messages must be generated by the
originator.

c. Messages recovered by an ASC as the result of a
retransmission request or when an acknowledgment for an EOM
is not received will contain a siuspected duplicate pilot (See
paragraph 528.d.(1)).

(1) Example of message as originally transmitted
by an ASC to a tributary station:

RTTUZYUW RUCIABA2405 1911345-UUUU--RUHHBFA.
ZNR UUUUU

R 101330z JUuL 92

Remaining format lines

4-31 : ORIGINAL




JANAP 128(J)

430.c. (Continued)

(2) Example of above message recovered by an ASC
and transmitted as suspected duplicate:

RTTUZFDY RUCIABA2405 1911345 RUHH-UUUU--RUHHBFA.
RTTUZYUW RUCIABA2405 1911345-UUUU--RUHHBFA.

ZNR UUUUU

R 101330z JUL 92

Remaining format lines

d. When a station receives a message marked as a
suspected duplicate, that station will:

(1) File the message if it was previously received
and delivered to the addressee.

(2) Forward the message, marked as a "SUSPECTED
DUPLICATE", to the addressee if there is no indication that
it was previously received and delivered.

431. Receipt of Unmarked Duplicate Messaqges.

a. Duplicate messages received without the appropriate
marking (2FDY, 2FGY, ZFD, ZFG) are primarily caused by
operator error and, in some cases, by equipment/ASC operating
program malfunctions. Stations receiving unmarked duplicate
transmissions will:

(1) Immediately forward a routine precedence
service message to the originating station (OSRI in format
line 2) citing the complete header format of the duplicate
message, including the time of receipt of the original and
duplicate transmissions.

Example service message to originating station:

RTTUZYVW RUHHABA1234 1881130-UUUU--RUMLDFA.

ZNR UUUUU

BT

UNCLA{, SVC ZUI RUMLDFA3124 1881010 DUPED TOR 1881035
AND 1881120 HEADER FOLLOWS

RTTUZYUW RUMLDFA3124 1881010-UUUU--RUHHABA.

BT

#1234

NNNN
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431.a. (Continued)

(2) File the message if initial copy was delivered
to the addressee.

b. The originating station upon receipt of the
addressee station’s service message will:

{1) Check transmit records to determine the
validity of the duplication report.

(2) Insure in-station procedures are adequate to
guide operating personnel in retransmission of messages for
which confirmed transmission is in doubt.

(3) Have maintenance accomplish equipment checks
if equipment malfunction is suspected to be cause of
duplication.

(4) Advise connected ASC by a routine service
message if only one transmission can be accounted for. The
service message to the ASC will cite the complete header,
time of transmission, and the routing indicator of the
station reporting the receipt of duplicate transmission, and
the times of receipt of both transmissions.

Example service message to ASC:

RTTUZYVW RUMLDFA1263 1881215-UUUU--RUMLCSA.

ZNR UUUUU

BT

UNCLAS SVC ZUI RUMLDFA3124 1881010 TOT 1881015 UNMARKED
DUPE TO RUHHABA TOR 1880135 AND 1881120. HEADER FOLLOWS
RTTUZYUW RUMLDFA3124 1881010-UUUU--RUHHABA RUMMFDA.

BT

#1263

NNNN

€. An ASC recelving notification of duplicate
transmission will:

(1) Search records to determine if message was
received in duplicate.

(2) If a duplicate message was received,
investigate further to determine why ASC records indicate
duplication and the connected station’s records indicate one
transmission.

(3) If the message was not received in duplicate,

it will be traced on a station-to-station basis to determine
point of duplication.
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431. (Continued)

d. If the investigation reveals the duplicate
transmission was caused by equipment malfunction or program
deficiency at the AUTODIN switching center, all details will
be documented and forwarded by message to DISA for evaluation
and necessary corrective action. The appropriate DISA area
center and communications headquarters (CDRUSAISC,
COMNAVCOMTELCOM, or AFCC) will be included as INFORMATION
addressees,

e. If the investigation reveals the duplication was
caused by addressee terminal malfunction, the station will:

(1) Coordinate with applicable activity; i.e.,
maintenance, programming, etc., to determine if deficiency
can be corrected locally.

(2) Request command assistance if problem cannot
be resolved locally.
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SECTION V

RETRANSMISSION

432. Requesting Retransmission.

a. Requests for retransmission of messages received at
a station either incomplete, garbled or mutilated will be
forwarded to the originating station by service message as
prescribed in paragraphs 434 and 435. Request for
retransmission of theater tactical originated messages routed
by Section IV, ACP 117 CAN-US SUPP-1 must be forwarded within
4 days of the original time of transmission.

b. Requests for retransmission of messages wherein the
originating station is unidentifiable will be forwarded to
the connected ASC using the same precedence as the garbled
messages. Each request for a retransmission will include, as
accurately as possible, the approximate time of receipt of
garbled message.

Example (Mode II, IV, and V):

(TI)

PTTUZYVW RUEDBDA1237 2121330-UUUU-~--RUEDCSA.

ZNR UUUUU

BT

UNCLAS SVC DBA560 IMI DBA560 ZES2 APPROX TOR 2121315
UNABLE TO IDENTIFY ORIGINATING STATION

BT

#1237

NNNN

Example (Mode I):

RTTUZYVW RUMOADA1274 2171300-UUUU--RUMOCSA.

ZNR UUUUU

BT

UNCLAS SVC REQUEST RETRANSMISSION OF TRAFFIC BETWEEN
FOLLOWING MESSAGES ON CIRCUIT (Number).

LAST GOOD MSG RTTUZYUW RUWTLGA1786 2171235-UUUU--RUMOADA.

TOR 2171238

NEXT GOOD MSG RTTUZYUW RUMOFDA1276 2171240-UUUU-~RUMOADA.

TOR 2171244

REASON: GARBLED MSG(S), PAPER, JAM, ETC. (Give exact
reason).

BT

#1274

NNNN
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432.b. {(Continued)

NOTE: Mode I terminals will not cite test or quality control
messages containing all zeros as the station serial number in
the last good - next good message received. The last good -
next good messages cited must be actual messages and must
include the complete format line 2 as received.

c. Requests for retransmission of missing, incomplete,
garbled or mutilated Joint General Messages transmitted by
collective routing (JAFPUBs, ALMILACTs, etc.) will be
forwarded to the connected ASC and include the general
message title as part of the message identification
(Reference ACP 121 US SUPP-1).

d. Messages recovered at the ASC as the result of a
retranmission request will contain suspected duplicate
pilots.

e. An originating station, upon receipt of a
retransmission request, will retransmit the message involved
by applying a message header change (See paragraph 435 for
examples of service messages).

f. Each station is responsible for the establishment
of in-station procedures and safeguards to determine
definitely that all requests are promptly and correctly
handled.

g. Replies to requests for retransmissions from a
regional defense organization or foreign nation
communications center or terminal must employ TRCs (See
Chapter 7).

433. Open Channel Sequence Numbers.

a. The responsibility for the continuity of received
channel sequence numbers rests with the station rece1v1ng the
traffic. It is the responSLblllty of the receiving operator
to ensure that a transmission is received under each number
and that numbers are not duplicated or omitted.

b. When an open number; i.e., a sequential number for
which no transmission was received at a Mode II, IV, or V
tributary station, is discovered, the connected ASC will be
so advised by an IMMEDIATE precedence service message. The
service message will report the number(s) open, the exact
time-of-receipt, if available, of the message preceding the
open number, and the time-of-receipt of the message following
the open number. The service message will not contain a
request for retransmission. After appropriate record is
made, the matter shall be considered closed insofar as the
reporting station is concerned.
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(Continued)
Example (one message):

OTTUZYVW RUEODLA1234 2201400-UUUU--RUEOCSA.
ZNR UUUUU

BT
UNCLAS SVC ZFX LDA327 IMI LDA327. TOR PRE AND FOIL MSG

2201350 2201400.
BT

#1234

NNNN

Example (two or more messages):

OTTUZYVW RUMMAFA1234 2201630-UUUU--RUMMCSA.

ZNR UUUUU

BT

UNCLAS SVC ZFX FAAl27 THRU FAA130 IMI FAA127 THRU
FAA130. TOR PRE AND FOL MSG 2201615 2201630.

BT

#1234

NNNN

c. Upon receipt of a report of an open number, the ASC
determine whether or not a transmission has been made
that number. If not, no further action will be taken.

the transmission shall be retransmitted with a suspect

duplicate pilot affixed.

Example of RUCLBDA reporting one open number to

RUCLCSA.

OTTUZYVW RUCLBDA1249 2201520-UUUU--RUCLCSA.

ZNR UUUUU

BT

UNCLAS SVC ZFX BDA124 IMI BDAl124. TOR PRE AND FOL MSG
2201510 2201520.

BT

#1249

NNNN

RUCLCSA, after ascertaining that a transmission was

made under BDA124, retransmits.

PTTUZFDY RUHHABA1279 2201430 RUCL-UUUU--RUCLDBA.
PTTUZYUW RUHHABA1279 2201430-UUUU-RUCLDBA.

ZNR UUUUU

P 091400z AUG 92

Remaining format lines
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SECTION VI

SERVICE MESSAGES

434. General.

a. Service messages are short concise messages used by
communications personnel to exchange information and
instructions concerning conduct of communications; e.g., to
expedite traffic, corrections, retransmissions, verifi-
cations, acknowledgments, tracer actions and other matters
relative to network management and operation.

b. Service messages will normally be assigned the same
precedence as the message being serviced and will normally be
prepared in abbreviated PLAINDRESS format (paragraph 302.b.
using CIC ZYVW). Authorized operating signals will be used
to the greatest extent possible. However, clarity will not
be sacrificed for brevity.

c. Service messages may be assigned sequential
reference numbers. The service message number will
immediately follow the abbreviation SVC in the message text.
If used, sequential service reference numbers may continue
throughout the remainder of the calendar year.

d. When replying to a service message received with a
reference number, the text of the reply shall make reference
to the number.

Example:
UNCLAS SVC ZUI SVC 0245 RUEDCSA1234 1921600.

e. The abbreviation COSIR (Cite Our Service In Reply)
may be used as the last word after the service message text.

f. The text of all service messages will begin with an
indication of security as first word of text followed by
abbreviation SVC unless the service message is one requiring
special handling. 1In this case, the abbreviation SVC will
follow the Special Handling Designator (SHD): e.g., UNCLAS
SVC or S E C R E T SPECAT SIOP-ESI SVC. Whenever a service
message requires classifying because of the inclusion of part
or all of the message being serviced, all the information in
the classification portion of the original message
(everything between the BT in format line 11 and the
delimiter SUBJ in format line 12G) must be included in the
classification portion of the service.
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434. (Continued)

g. If a service message quotes the textual content of
a classified message or refers to the classified message in a
manner which reveals text content, the service message must
be assigned the same classification as the classified message
being serviced.

h. Off-line encrypted service messages will be
identified as a service message only within the encrypted
text. The content indicator code/communication action
identifier will be used for these messages.

i. Service messages which reference messages for
reasons other than tracer actions will include the following
items extracted from the message referenced:

(1) OSRI, SSN, Julian date and time filed (format
line 2).

(2) OSRI and SSN when appearing immediately after
the operating signal ZOV (format line 4).

(3) Message date-time group (format line 5).

j. Service messages pertaining to messages containing
LMF KA, LA, NT, FT will be addressed to the originating
station shown in the DE line (ACP 127 format line 3) that
appears following the AUTODIN header. The number sign (#) if
used in the ACP 127 format line 3, will be omitted when
referencing the OSRI and SSN.

k. Service messages addressed to a routing indicator
of a regional defense organization or foreign nation must
contain a TRC in format lines 2 and 4 (See Chapter 7).

l. When it is necessary to show action and information
status in multiple address service messages, the routing
indicators of the called stations shall be used in format
lines 7 and 8, however, format line 6 shall not be used.

m. Each station is responsible for the establishment
of in-station procedures and safeguards to determine
definitely that all service message requests and replies are
promptly and correctly handled.

n. Examples and the action to be taken upon receipt of

ASC automatically generated service messages are prescribed
in paragraph 329.
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435. Examples of Service Messages.

: a. Tributary Station - A tributary station receiving a
transmission which is incomplete, or in a garbled or
mutilated condition will transmit the following service
message to the originating station:

RTTUZYVW RUMOAFAl1234 2691115-UUUU--RUEBFDA.
ZNR UUUUU

BT
UNCLAS SVC 147 RUEBFDA1569 2690930 2609152 SEP 92 ZES2

BT
#1234
NNNN

b. Originating Station - An originating station in
receipt of above service message will respond by performing a
header change as follows:

RTTCZDKW RUEBFDA1569 2691130-CCCC--RUMOAFA.

ZNY CCCCC RUEBFDA1725 ZUI SVC 147 RUMOAFA1234 2691115 ZDK
R 2609152 SEP 92

Remaining format lines

NOTE: 1If format line 4 of the original message
contains the operating signal "ZKA", the provisions of
paragraph 413.c. may apply.

c. Tributary Station - A tributary station requesting
retransmission of a specific portion of a message will
transmit the following:

PTTUZYVW RUWJADA1234 2731330-UUUU--RUDOLTA.

ZNR UUUUU

BT

UNCLAS SVC INT ZDK RUDOLTA0249 2731115 301100Z SEP 92
PAGE 1 LINES 3 AND 4

BT

#1234

NNNN

d. Originating Station - An originating station in
receipt of above service message will respond as follows:

PTTUZDRKW RUDOLTA1426 2731420-UUUU--RUWJADA.

ZNR UUUUU

BT

UNCLAS SVC ZUI RUWJADA1234 2731330 ZDK RUDOLTA0249
2731115 301100z SEP 92 PAGE 1 LINES 3 AND 4

(TEXT OF PAGE 1 LINES 3 AND 4)

Remaining format lines
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435.d. (Continued)

NOTE: If format line 4 of the original message
contains the operating signal "ZKA", the provisions of
paragraph 413.c. may apply.

436. Tributary Stations Follow-Up Action.

a. The responsibility of providing a retransmission
promptly is placed upon the station to which the transmission
request is routed. Elapsed time allowed between the first
and succeeding requests is determined by such factors as:
Precedence of the message involved, indication of previous
delay, nature of the request, speed of service between
originating and terminating station, operative hours of the
station to which the service is destined, if known, and any
indication of abnormal traffic/circuit conditions which may
exist. When no reply is received to a service request within
times prescribed below, as influenced by factors stated
above, another request will be originated.

IMMEDIATE 2 hours
PRIORITY 8 hours
ROUTINE 16 hours
b. When a reply to a service request for a
retransmission is not received within time criteria specified
in paragraph a., a second request will be sent to the

originating station. This request will be so identified by
the use of the operating signal ZAR2.

Example:

PTTUZYVW RUWJADA2341 2732130-UUUU--RUDOLTA.

ZNR UUUUU

BT

UNCLAS SVC ZAR2 INT ZDK RUDOLTA02498 2731115 3011002
SEP 92 PAGE 1 LINES 3 AND 4.

BT

#2341

NNNNN

c. When no reply is received to a second or subsequent
request within the time criteria specified in paragraph a.,
an official message will be sent to the terminal operating
organization/activity requesting a response to the previous
service message transactions.

437-439. Reserved.
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SECTION VII

READDRESSING MESSAGES

440. General.

a. Circumstances may arise in which it becomes
necessary to readdress a message to additional authorities
not originally included in the address.

b. Readdressed messages are new messages and are
processed accordingly. Readdressal requests are prepared and
submitted to the communications centers in accordance with
appropriate Service/Agency directives.

441. Rules for Readdressing Messages.

a. If the message being readdressed is held in the
files of the communications centers serving the additional
addressees, the readdressal may be accomplished by a service
message containing appropriate operating signals.

b. If the message being readdressed is not held in the
files of the communications centers serving the additional
addressees, it will be processed as follows:

(1) A supplementary heading will be prepared
including format lines 1 through 10, as appropriate, and
inserted in front of the original header. All format lines
before line 5 will be removed from the original heading.
Paragraph 413 contains additional format line 4 information
pertaining to unique requirements surrounding emergency
action messages (EAMS).

(2) Under no circumstances will the original
date-time group be deleted or altered.

(3) The precedence indicated by the readdressing
authority shall be used in the supplementary heading.

(4) The originating station routing indicator and
station serial number in the supplementary heading will be
used for identification by the receiving terminal station(s)
if retransmission or corrections are required.

(5) The filing time (format line 2) appearing on
the readdressed message will be the time of receipt of the
readdressal request in the communications center.

(6) A new date-time group will be assigned by the

readdressing authority and will appear in format line 5 of
the supplementary heading.
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441.b. (Continued)

(7) The designator of the readdressing authority
(new originator) will appear in format line 6 of the
supplementary heading.

(8) The addressee to whom the message is
readdressed will appear in format lines 7 and/or 8 as
appropriate.

(9) If the communications center serving the
readdressal authority no longer holds a copy of the messaqge
in question, the readdressal authority must either furnish a
copy of the message to be readdressed, or accomplish the
readdressal by preparing a new message. Users served by
communications centers equipped with OCRE must prepare a new
message.

c. Special attention must be given to applying the EOM
validation procedure when performing a readdressal action.
The station serial number appearing in the header must always
correspond to the EOM validation number appearing in format
line 15. This may be accomplished by changing the EOM
validation number (format line 15) in the original message to
agree with the SSN used in the readdressal heading, or using
the incoming original SSN in the readdressal header.

d. The following rules apply when readdressing
multiple page messages:

(1) The page identification will normally be
changed to be in agreement with the originating station
routing indicator and station serial number appearing in the
header (format line 2) of the supplementary heading.

However, when time or equipment capability does not permit,
such messages may be relayed with the page identifications as
they were originally received.

(2) If the message being readdressed was
originated by a non-DoD activity and does not contain page
identification information and line functions, the
appropriate page identification information associated with
the readdressal will be inserted if a new tape must be
prepared. However, if a tape copy of the original trans-
mission is available, the page identification information and
line functions need not be inserted.
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441. (Continued)

e. When preparing readdressals of multiple address or
book messages, the routing indicators or operating signal ZEN
preceding the original address designators will not be
inserted if a new tape must be prepared. However, if a tape
copy of the original transmission is available, the routing
indicators or ZEN need not be deleted.

f. Off-line encrypted messages shall not be
readdressed without prior reference to the cryptocenter.

g. When preparing readdressals of multiple address
messages originated in the theater networks, the routing
indicators contained in the address component of the original
heading will be deleted.

h. When a readdressed message is to be processed as a
book message, all addressees except the readdressing
authority may be deleted from the original heading.

i. 1In some cases, the readdressal authority may
include the originator or other addressees of the original
message as addressees in his readdressal request to the
communications center. Notification of readdressal action
may be accomplished by service message and use of operating
signal ZFH or by inclusion of addressees in the supplementary
heading. Use of latter procedure to inform an originating
station of a misroute is prohibited.

j. Messages readdressed and routed to a regional
defense organization or foreign nation addressee must contain
the proper TRC in format lines 2 and 4.

442. Examples of Readdressed Messaqges.

a. As received by original addressee:

PTTUZYUW RUADLKA1275 2271430-UUUU--RUEOFMA.
ZNR UUUUU

P 151400Z AUG 92

FM US ARMY JAPAN CAMP ZAMA JAPAN

TO RUEOFMA/LETTERKENNY ARMY DEPOT CHAMBERSBURG PA
INFO RUEDEIA/FORT MONROE VA

BT

TEXT

BT

#1275

NNNN

b. As readdressed to a new addressee served by a
communications center which holds the original message in its
file:
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442, (Continued)

RTTUZYVW RUEOFMA2480 2281330-UUUU--RUEOEIA.
ZNR UUUUU
R 161320Z AUG 92

BT

UNCLAS SVC Z0G2 RUADLKA1275 2271430
151400Z AUG 92 CGUSCONARC

FM LETTERKENNY ARMY DEPT CHAMBERSBURG PA
BT

#2480

NNNN

c. As readdressed by an original addressee to a new
addressee served by a communications center which did not
receive the original transmission:

RTTUZYUW RUEOFMA11?9 2291130-UUUU--RUWJSHA.
ZNR UUUUU

R 161100Z AUG 92

FM LETTERKENNY ARMY DEPOT CHAMBERSBURG PA
TO DEFENSE DEPOT TRACY CA

P 151400Z AUG 92

FM US ARMY JAPAN CAMP ZAMA JAPAN

TO RUEOFMA/LETTERKENNY ARMY DEPOT CHAMBERSBURG PA
INFO RUEDEIA/FORT MONROE VA

BT

TEXT

BT

#1149

NNNN

d. As readdressed and routed to a regional defense
organization or foreign nation which did not receive the
original transmission:

RTTUZYUW RUEOFMA1616 3500825-UUXX--RGFAB.
ZNR UUUXX

R 171800Z DEC 92

FM LETTERKENNY ARMY DEPOT CHAMBERSBURG PA
TO MOD GERMANY

R 031420Z DEC 92

FM DA WASHDC

TO LETTERKENNY ARMY DEPOT CHAMBERSBURG PA
BT

TEXT

BT

#1616

NNNN
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SECTION VIII

TRACER ACTION

443. Definition. Tracer action is the process by which an
investigation is conducted to determine the reason for
inordinate delay or non-delivery of a message.

444. Rules for Tracer Action.

a. Normally, requests for tracer action will be
initiated by a message originator or addressee. However,
should circumstances so dictate, tracer actions may be
initiated by an originating communications station, relay
station, or addressee communications station.

b. Time limits.

(1) Theater Tactical - Tracer action requests for
messages originated by or destined for a theater tactical
network addressee will be initiated as soon as the
discrepancy is discovered, but no later than 4 days after the
original time of transmission. (NOTE: A reduced retention
time may become necessary due to the tactical situation).

(2) All others - Tracer action requests will be
initiated as soon as the discrepancy is discovered, but no
later than 30 days from the original time of transmission.

€. Separate tracer action logs and individual case
files will be maintained at all communications facilities
involved. Case files will be retained for at least six
months.

d. Tracer actions shall maintain continuity throughout
the system beginning with the originating station. The
originating station will be advised of all transactions as
the tracer action progresses through the system. Inter-
mediate stations, who have completed tracer action on a
message, should not be made an information addressee on
tracer services as the message is traced through succeeding
communications stations.

e. The originating station will formulate a final
report, composed in nontechnical language and summarizing the
investigation and the remedial actions taken or required to
prevent recurrence. The final report will be submitted
through command channels to the originator of the tracer
action request and the appropriate Service/Agency head-
quarters for final disposition.

f. Tracer actions concerning FLASH messages will be
handled as expeditiously as possible.
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444. (Continued)

g. Delay tracer actions will be discontinued as soon
as station-to-station reporting has accounted for the
excessive delay claimed.

h. PLAINDRESS headings will be used on tracer messages
addressed to Navy Afloat and Mobile Units.

i. Delay or nondelivery tracer actions which were
caused by equipment malfunction or software deficiency at the
ASC will be completely documented and forwarded by message to
DISA for evaluation and corrective action. 1In addition, any
message of IMMEDIATE and above precedence that experiences
inordinate delay or nondelivery attributed to action taken by
DISA ACOCs in the course of operational direction or traffic
management of the AUTODIN network will also be reported. The
appropriate DISA area center and communications headquarters
(CDRUSAISC, COMNAVCOMTELCOM, or AFCC) will be included as
INFORMATION addressees.

445, Tracer Action Procedure.

a. Delayed Message.

(1) Prior to initiating tracer action, the
communications center serving the addressee will carefully
examine records, logs, and the message heading to determine
if the cause of delay can be ascertained and adequately
explained prior to advising the originator to commence tracer
action. Consideration must be given to any adverse circuit
conditions, in-house backlog conditions, terminal outage
(demand or preventive maintenance), ASC outage, or a message
header change which could be pertinent to the reason for
delay. After all efforts have been exhausted, the
addressee’s communications center will advise the originator
of the delay message including the exact amount of delay
claimed (hours and minutes).

(2) Upon receipt of a tracer action request for
excessive delay, the communicat’ons center serving the
originator will carefully examine its logs and records to
determine if the cause of delay can be ascertained and
adequately explained. Special emphasis will be placed on
in-house backlog conditions, elapsed time between the TOF and
the actual time of transmission, circuit or equipment outage,
ASC outage, or service action taken on the message being
traced; e.g., ZDK furnished, invalid TI, etc., NOTE: Use of
the releaser’s time and the TOF will compensate for the loss
of accuracy resulting from variations in the means used by
manual and automated tributary stations in message header
preparation.

4-47 _ ORIGINAL



JANAP 128(J)

445.a. (Continued)

(3) If the cause of delay cannot be locally
established, delay tracer action will normally be initiated
by routine message to the directly connected relay station,
citing the exact amount of delay being claimed.

Example of delay tracer to the first relay by
originating station:

RTTUZYVW RUEDABA1481 0751630-UUUU--RUEDCSA.

ZNR UUUUU

BT

UNCLAS SVC T-104 ZUI RUEDABA1127 0711835 121747% JUL 92
TOR RUDOALA 0720722 12 HRS 47 MINS DELAY TOT TO RUED
0711925. 50 MIN DELAY FOR NORMAL MESSAGE PROCESSING.
INT ZDN

BT

#1481

NNNN

(4) Upon receipt of an excessive delay tracer, each
station will examine its records for time of receipt and time
of transmission or delivery of the message being traced.

This information will be compiled and transmitted to the next
station in the transmission path. The originator will be
included as an INFORMATION addressee on all service messages
pertaining to the message being traced. Any station
responsible for any portion of the delay will include the
reason for the delay and the corrective action taken to
prevent a recurrence.

Example of relay station report on an excessive
delay tracer:

RTTUZYVW RUEDCSA9423 0751845-UUUU-~RUEDABA.

ZNR UUUUU

BT

UNCLAS SVC ZUI RUEDABA1127 0711835 1217472 JUL 92. TOR
0711925 TOT RUDO 0720705. DELAYED 11 HRS 40 MINS
THISTA DUE TO ON-LINE PROGRAM PROBLEM WHICH PROHIBITED
A SYSTEM RECOVERY. PROBLEM HAS BEEN DOCUMENTED AND
FORWARDED IN ACCORDANCE WITH PARA 444.i., JANAP 128.
BT

#9423

NNNN
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445. (Continued)
b. Nondelivered Message.

(1) Upon notification of a nondelivery claim the
originator’s communications center will retransmit the
message as a duplicate to the address claiming nonreceipt
unless the originator prefers to cancel it. 1If a duplicate
transmission is made, substitute the communications action
identifier ZFGY for the CIC ZYUW in format line 2 of the
original message and add the operating signal ZFG to format
line 5. No CAI substitution will be made when the CIC is
other than ZYUW. Any message bearing ZFG in format line 5
will be delivered to the addressee.

(2) The originator’s communications center will
carefully examine its in-station records to determine if the
original transmission of the message was, in fact, properly
transmitted to the addressee claiming nonreceipt.

(3) If the message was properly transmitted, a
service message of equal precedence will be forwarded to the
communications center serving the addressee. The service
message will properly identify that particular message,
requesting verification of receipt or nonreceipt. If the
addressee’'s communications center advises the message was not
received, formal tracer action will be initiated by the
communications center serving the originator.

(4) The communications center serving the
originator will transmit a service message to the first relay
station involved in the original transmission. The service
message will contain appropriate header information, channel
sequence number, if applicable, routing indicator of station
claiming nonreceipt and time of transmission, and
identification of service message in which the addressee
communications center concerned verified nonreceipt

Example of nondelivery tracer to the first relay by
originating station:

(TI)

RTTUZYVW RUEDBDA1234 0771830-UUUU--RUEDCSA.

ZNR UUUUU

BT

UNCLAS SVC T-0197

RUDOALA CLAIMS NONRECEIPT OF RUEDBDA0990 0751315

R 161236Z MAR 92. ZDQ RUED CSN BDA143 AT 0751445%Z.
INT ZDN. RUDOALAZ2345 0771730 VERIFIED NONRECEIPT AT
ADDEE COMMCEN.

BT

#1234

NNNN
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445.b. (Continued)

(35) The tracer action shall maintain continuity
throughout the system, progressing from relay to relay, until
the point of loss or nondelivery of the message occurred. If

a nondelivery has occurred, the responsible station will
conduct an investigation to determine the cause and
corrective actions taken to prevent a recurrence and notify
the originating station accordingly.

(6) In-station records, files, logs, and tapes
will be retained beyond the 30 day limit if a tracer action
is in progress prior to the expiration date.

¢. Tracer actions involving notification or requesting
action from communications centers of a regional defense
organization or foreign nation must contain the proper TRC in
format line 2 and 4 of the service message (See Chapter 7).
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SECTION IX

FILING MESSAGES WITH INTERNATIONAL
TELECOMMUNICATIONS CARRIERS
(AGENCIES)

446. General.

a. International telecommunications service as
furnished by private enterprises or Government telegraph
agencies is provided by several electrical means of
transmission; i.e., radio, cable and land-line telegraph,
including TWX (Teletypweriter Exchange Service) and TELEX
(International Teleprinter Network).

b. Messages may be filed over these facilities in two
ways:

(1) By physical delivery of a copy of the message
to a communications center of the carrier or agency.

(2) By electrical transmission of a copy of the
message to a communications center of the carrier or agency.
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SECTION X

MODE II OPERATING PROCEDURES

447. General. The operating procedures prescribed in this
section are applicable between ASCs and their Mode II
tributary stations. These procedures augment applicable Mode
IT procedures contained in Chapter 4.

448. Receipting for ECP and FLASH Messages.

a. Tributary Station - Service message receipting for
received ECP or FLASH messages will be assigned an IMMEDIATE
precedence and routed to the ASC CSA position within 10
minutes of receipt. The service message will cite the three
station/channel designator letters, three digit channel
sequence number, originating station routing indicator,
station serial number, and Julian date-time filed.

Example:

(TI)

OTTUZYVW RUADLGA8137 0971143-UUUU--RUADCSA.
ZNR UUUUU

BT

UNCLAS SVC R Z GLA901 RUAOABA0315 0971130
BT

#8137

NNNN

The condition of the ECP or FLASH message does not
relieve the receiving station of its responsibility to
acknowledge receipt.

b. ASC - the ASC will provide an automatic receipt for
ECP or FLASH messages, indicating "HI PREC ACC". If ASC
receipt is not received within 10 minutes, the message will
be retransmitted by the tributary station as a suspected
duplicate over the same circuit or any alternate route. The
ASC will be contacted by any means available to determine the
cause for non-receipting on the original transmission.

449. 1Iransmission Identification (TI). A TI will be
assigned each message in accordance with paragraph 403.

450. Ensuring Continuity of Traffic.

a. Responsibility for continuity of received channel
numbers rests with the station receiving the traffic. Open
channel numbers will be reported as they occur direct to the
ASC CSA position. Service messages reporting open numbers
will be assigned an IMMEDIATE precedence and handled in
accordance with paragraph 433.
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450, (Continued)

b. The ASC will automatically transmit a channel check
to tributary stations when traffic is not received for 30
minutes.

c. Tributary stations will transmit a PRIORITY
precedence self-addressed (routed) service providing a
channel check when traffic has not been received from the ASC
for 30 minutes. Immediate follow-up action will be taken if
the channel check is not returned by the ASC within 10
minutes.

d. Tributary stations will contact the ASC traffic
section (not the technical control) to determine status of
their traffic.

e. Immediate notification will be made to the ASC,
by alternative means if necessary, when equipment or
transmission line failures occur at the Mode II terminal.

451. Stop and Go Ahead Notices.

a. When required, the tributary station operator will
stop the sending ASC by transmitting an IMMEDIATE precedence
service message to the CSA position, citing operating signals
and identity of last good message received; e.g., text to
read: "UNCLAS QRT (reason) ZID ATAl42 PTTUZYUW RUKKDBA1234
1191230-UUUU-~-RUKKAAA, TOR 1191250.".

b. A subsequent start notice (GO AHEAD) will be
transmitted (by telephone or other alternative means) to the
ASC CSA position by the station originating the stop notice;
e.g., text reading: "UNCLAS QRV ZID (last good message
identification)" as in subparagraph a.

452. Retransmission Requests. Retransmission requests will
be handled in accordance with paragraph 432.

453. Tributary Station Messages Rejected and Serviced by
ASC. Messages will be rejected and serviced autcmatically by
the ASC to the connected tributary station, when header
format or EOM validation errors occur. Paragraph 329
contains examples of ASC automatically generated service
message error notifications and corresponding actions
required by the receiving station. The word "reject" is
abbreviated "REJ" in such services. "Reprotect"” as used

in the examples means "Correct identified error and re-
transmit message."

4-53 ORIGINAL



JANAP 128(J)

454. Message Quality Control Tests. Tributary stations will
periodically transmit a self-addressed (routed) test message
to the connected ASC to check transmission and equipment
integrity in accordance with paragraph 341.

455. Crypto Operations. On circuits secured by a crypto
unit equipped with a No Transmission Alarm (NTA), the NTA
should be switched off. Under this condition, any failure of
the tributary station receive line will be indicated by a
continuous garble condition. When garbling is observed, the
tributary station operator should immediately notify ASC
operations.

456. Monitoring Check of Channels. The patch and test
facility of an ASC, having Mode II channels, should provide a
monitoring check to determine operational status as
frequently as working conditions permit. When operational
status is found to be questionable, corrective action should
be taken.
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SECTION XI

EFFECTIVE TRANSMISSION RATE (ETR) PROCEDURES

457. General. Inherent within all CONUS ASCs is a program
for improved channel efficiency defined as ETR. Subscribers
electing this service derive the benefit of reduced end-of-
message delays thus improving channel efficiency. Terminals
utilizing this service must be connected to AUTODIN with 1200
baud access lines or higher operating in a continuous mode.
The operating procedures prescribed in this section are
applicable to terminals connected to ASCs using the ETR
feature.

458. Transmission Identification.

a. As a means of maintaining traffic continuity,
terminals will prefix each message header with a message
transmission identification constructed as outlined below.
The transmission identification will be accurately con-
structed without corrections or intervening spaces. Trans-
mission identification differs from the normal procedures
utilized by Mode II, IV and V terminals that do not utilize
ETR. The elements of the transmission identification for ETR
are as follows:

(1) The letter "C" to indicate start of message.
(2) Three station/channel designator letters.

(3) A four-digit number to indicate the sequential
number of the transmission. These numbers shall commence
with number 0001 and continue consecutively through 9999.

(4) 1In preparation of transmission identification,
appropriate machine functions associated with terminal
devices will be utilized.

b. Station/channel designators will be constructed
from the fifth and sixth position of the station routing
indicator and the third alpha character will identify the
specific channel. Channel designators will commence with the
letter A, progressing alphabetically, and will be assigned to
all connected channels. For example, a tributary station
having the routing indicator RUEOABA will use the station/
channel designator ABA for the first outgoing channel and
ABB, ABC, etc., for each additional outgoing channel.

AUTODIN ASCs will not utilize transmission identification to
the ETR tributary.

c. ASC validation procedure for the transmission
identification line is prescribed in paragraph 466.
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458, (Continued)

d. Dump and acknowledge. Stations operating with the
ETR feature will not encounter a message reject. The switch
will dump and acknowledge a faulty transmission; i.e.,
invalid header will be accepted by the switch, the message
destroyed and a service message sent to the tributary
advising of the condition. The tributary must take action to
reprotect the message.

459. Ensuring Continuity of Tributary Transmitted-Traffic.

a. Responsibility for continuity of traffic utilizing
ETR rests with the tributary station.

b. The following conditions will cause automatic
service actions by the ASC.

(1) CSN higher than the expected CSN - The ASC
will accept the message, and a ZFX at IMMEDIATE precedence
and expect the next message to be one greater than the last
processed.

(2) CSN lower than the expected CSN - The ASC will
accept the message, send a ZFX at IMMEDIATE precedence, set
the suspected duplicate indicator on input message, and
expect the next message to be one greater than the last
processed.

(3) CSN equal to last processed CSN - The ASC will
dump and acknowledge the message, send an IMMEDIATE
precedence service message to notify the tributary that he is
repeating the CSN number. The service message will cite the
repeated number.

(4) CSN is garbled - The ASC will accept the
message and send an IMMEDIATE precedence invalid CSN message
to the tributary. The next message transmitted must be two
numbers greater than the last good CSN. Example: 0923 last
good CSN; 0924 garbled CSN; 0925 next number expected. See
paragraph 462 for examples of service messages involving CSNs
for ETR.

NOTE: Receipt of a valid response from the ASC or an
EOM sequence does not insure that ASC processor has accepted
the message. It is, therefore, possible that an acknow-
ledgment could be followed by a service message requesting
retransmission.

460. Retransmission Requestes. Retransmission requests will
be handled in accordance with paragraph 432.
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461. Tributary Station Messages Rejected and Serviced by
ASC. In addition to those automatically generated service
messages described in paragraph 459.b., messages will also be
serviced automatically by the ASC to the connected tributary
station, when header format, invalid routing indicator or EOM

validation errors occur. Under these conditions, the ASC
will employ the dump and acknowledge method (See paragraph
458.d.). Paragraph 329 contains examples of ASC automati-

cally generated service messages other than those contained
in paragraph 462 for ETR, together with the error notifi-
cations and corresponding actions required by the receiving
station.

462. Automatically Generated Service Messages - ETR.

a. The ASCs, upon detection of certain faulty CSN
conditions described in paragraph 459, will advise the
violating station by means of an automatically generated
service message.

b. All ASCs automatically generated service messages
are identified by use of the letters "CSD" appearing as the
5th, 6th, and 7th letters of the OSRI; i.e., RUCICSD or
RUEOCSD.

c. Listed below are examples of ASC automatically
generated service messages along with the reason(s) for the
generation and action to be taken upon receipt.

(1) Invalid Channel Sequence Number.

PTTUZYVW RUEBCSD0001 1241624-UUUU--RUEBABC.
ZNR UUUUU

UNCLAS SVC RUEBABAQOO1l 1231624

INVALID CSN EXPECTED ABA(0001 RCVD ABA0002 ACC
#0001

NNNN

Reason:

(a) Generated when the received CSN is either
non-numeric or out of sequence.

: {b) Message will be accepted for processing
and a ZFX sent at IMMEDIATE precedence.

(c) Precedence of service message will be
equal to that of the message in question.
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462.c.(1) (Continued)
(d) applicable to ETR tributaries only.
(e) See paragraph 459.b.

Action Required:

(a) Check for possible equipment/software
malfunction.
(b) Protect open numbers as required.
(2) Duplicate Channel Sequence Number.

OTTUZYVW RUEOCSD0623 1641800-UUUU--RUEODEA.
ZNR UUUUU

UNCLAS SVC RUEODEAQ0222 1641759

DUPE CSN EXPECTED DEAO124 REC DEAQ0123 ACC/REJ

#0623
NNNN
Reason:
(a) Generated when the received CSN is a
duplicate.

(b) ECP/FLASH traffic will be accepted for
processing and the CSN counter will be incremented by one.

(c) Precedence of service message will always
be IMMEDIATE.

(d) Applicable to ETR tributaries only.
(e) ©See paragraph 459.b.
Action Required:

(a) Check for possible equipment/software
malfunction.

(b) Reprotect the message in question.

(c) Suspected duplicate procedures are not
required.
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462.c.
(3) Invalid Channel Designator.

PTTUZYVW RUCICSD0812 1961700-UUUU--RUCIPBA.

ZNR UUUUU

UNCLAS SVC RUCIPBA0826 1961658 INVALID CD EXPECTED
PBA0246 RCVD BBA0246

#0812

NNNN

Reason:

(a) Generated when the three-letter station/
channel designator is received invalid.

(b) Message will be accepted for processing
and a ZFX sent at IMMEDIATE precedence.

(c) Precedence of service message will be
equal to that of the message in question.

(d) Applicable to ETR tributaries only.

Action Required:

(a) Check for possible equipment/software
malfunction.
(b) Applicable to ETR tributaries only.
(4) Open Channel Sequence Number.

OTTUZYVW RUWTCSDO0554 3120801-UUUU--RUWTLFA.
ZNR UUUUU

ZFX LFA0001 THRU LFAQ0003

$0554

NNNN

Reason:

(a) Generated when an open number is
detected; i.e., a sequential number for which no transmission
was received.

(b) Precedence of service message will always
be IMMEDIATE.

Action Required: Determine if a transmission(s)
was involved. If a transmission(s) was involved, the
message(s) will be retransmitted as suspected duplicate(s).
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CHAPTER 5

DATA PATTERN MESSAGES

SECTION 1
RULES

501. General Rules.

a. DATA PATTERN messages will normally be prepared in
the format specified in paragraph 302.d. and Annex C. Only
messages that are authorized the record count field in the
header will be considered DATA PATTERN messages. This limits
DATA PATTERN messages to those containing an originating
station LMF of B, C, D, or I. Examples of these formats are
shown in paragraph 541.

b. DATA PATTERN messages consist of 80 character
lineblocks of data or line blocks of up to 79 characters of
data and end with a special control character. When the
special control character is used between magnetic tape data
records and the last line block of the record contains 80
data characters, the special control character will be placed
in a line block by itself. For the purposes of this
publication, a line block is defined as the accumulation of a
number of characters, not to exceed 80, to be transmitted as
a block or unit. Details of line block construction to
AUTODIN are specified in the DCS AUTODIN interface and
control criteria.

c. The normal DATA PATTERN message consists of format
lines 2, 12, and 16 (header, text, and EOT record). The
originating agency will provide sufficient information in
these lines to ensure positive identification of the intended
addressee and thereby accurate delivery at the end telecom-
munications facility. Text header cards will be included by
the originating agency except in those cases where the
addressee and type traffic are clearly identifiable through:

(1) The addressee routing indicator;

(2) The originator-assigned content indicator
code; and,

(3) Prearrangement between the originator and the
addressee in the case of direct input, data/record,
computer-to-computer transactions. When applicable, text
header cards will be included by the originating agency.
When applicable, text header cards will include as a minimum
a "FM" and "TO" element (format lines 6 and 7) to facilitate
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501.c.(3) (Continued)

identification of the intended addressee, and will be placed
behind the communications header record and will be included
in the record count.

d. DATA PATTERN messages transmitted via message
switching facilities are limited to 500 line blocks.
However, additional line blocks used to pilot messages
constitute an exception to the maximum length and will be
accepted by message switching facilities.

e. Messages containing more than 500 line blocks will
be transmitted as two or more transmission sections and each
section assigned a separate station serial number. For
procedures to maintain continuity of multiple section
messages see appropriate Service/Agency instructions.

f. The message header (format line 2) must be
accurately prepared. ASC functions depend on the correct
sequence of characters and elements comprising the header
format. 1If the message header is inaccurate, it will be
rejected by the ASC.

502. Rules Regarding End-Of-Messaqge (EOM) Validation.

a. An EOM validation (paragraph 316) is performed by
the ASC upon receipt of each DATA PATTERN message.

b. Special attention must be given to applying the EOM
validation when performing such actions as message pilots.
The SSN used in the heading (format line 2) of these messages
must agree with the EOM validation number (SSN) in the EOT
record.

503. Rules Regarding Single Card Messages.

a. A single card message can be produced by a
variation of the basic message header format.

b. Since the entire message consists of only one
record, a record count indication is not required.

c. Single card messages are limited to a single

addressee, and the end-of-routing signal will appear
immediately following the addressee routing indicator.
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503. (Continued)

d. Classified single card messages are not authorized,
therefore, the classification redundancy provisions of
paragraph 533 are not required. The start-of-routing signal
will immediately follow the time filed, in positions 29 and

30.

e. Single card messages will be duplicated by the
receiving communications facility; the duplicate will be
retained as a communications record, and the original
delivered to the addressee.

f. Example of a Single Card Message (unclassified
only):

PSCUZYVW RUWTAAA1234 1051320--RUWTCSA. (TEXT) N

NOTE: Positions 39 through 79 will be used for the
message text. Positions not used for message
text will be filled with separators (spaces).
The EOT signal (N) will always appear in
position 80.

504. Rules Regarding Message Pilots - Tributary Stations.

a. Message pilots (format line 1) are applied to DATA
PATTERN messages for the purpose of providing special
handling and transmission instructions, except as stated in
subparagraph 302.d.

b. Message pilots normally consist of a single card
preceding the original message header (format line 2).

c. The appropriate communication action identifier
(Table III, Annex B) will be used in the CIC field, and the
abbreviation PLTS (pilot) will be used in the record count
field of the pilot card.

d. Except as specified in subparagraph c. above and
pacagraph 542.e., all other elements of the pilot through the
start-of-routing signal will be identical to those contained
in format line 2 of the original message.

e. Message pilot procedures and format examples are
contained in appropriate paragraphs throughout this chapter.

f. Messages will not contain more than one pilot

(format line 1) except messages containing ASC generated
pilots as specified in paragraph 328.

5-3 . ORIGINAL



JANAP 128(J)

504. (Continued)

g. Single card messages will not be piloted except
messages requiring ASC generated pilots as specified in
paragraph 328.

505. Rules Regarding DATA PATTERN Messagqge Addressing. DATA
PATTERN message originators are responsible for providing
accurate address information. Except in those cases outlined
below where the addressee and type traffic is clearly
identifiable through the addressee routing indicator,
originator assigned CIC and/or originator prearrangement with
the distant end telecommunications center and addressee, text
header cards will be incorporated into each message.

a. Text header cards will include:

(1) A "FM" and "TO" (format lines 6 and 7) element
including geographical locations.

(2) Other identifying data which would enhance
delivery to the intended recipient, beyond that provided by
the originator assigned CIC.

b. Text header cards are not required when:

(1) Addressee is assigned a seventh letter routing
indicator derivative.

(2) Messages are pro-forma type (DAAS, JUMPS,
etec.).

(3) Arrangements have been made between
originator, addressee and respective telecommunications
centers to process traffic by CIC or other appropriate means.

506. Rules Regarding Message Batching. Message batching, or
comingling, is defined as the storing of a number of DATA
PATTERN messages, composed of one or more DATA PATTERN record
transactions, for one geographical location and the for-
warding of such stored messages as one message transmission
with one AUIODIN transmission header card, and one EOT card.
DATA PATTERN message originators may batch DATA PATTERN
records of differing subject/content provided that:

a. The message is addressed to an addressee who by
prearrangement has agreed to accept responsibility for
separating and/or distributing the records to the activities
of primary interest. Receiving telecommunications facilities
will not be required to separate and distribute batch
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506.a. (Continued)

processed DATA PATTERN transactions to other than the
addressee specified by the prearranged CIC assignment or
other appropriate means, or the "TO" element of the text

header information.

b. The batched message is assigned only one
precedence, which will apply to all of the records and
messages in the batch, and a classification equal to that of

the highest classified material included therein.

c. No more than 500 cards or records are included in
each transmission section.

d. The overall card and record message batch is
assigned a single, general purpose CIC by the originator,
that will accommodate the general subjective content of the

batched transmission.

507-509. Reserved.
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SECTION II

OPERATING INSTRUCTIONS

510. Originated Traffic.

a. Message originators having automatic capabilities
may deliver DATA PATTERN messages with prepared
communications header (format line 2), text, including
complete text header information (format line 12), and EOT
formats (format line 16) containing all the necessary
information. However, other message format lines may be used
in accordance with the rules contained in paragraph 501.c.
and 505. SSNs may be assigned on a preallocated basis. The
Julian date and time entered in format line 2 of DATA PATTERN
traffic by message originators will not normally be the time
that the message was filed (TOF) into the serving AUTODIN
telecommunications center for processing as an outgoing
message. If the header and EOT cards are prepared by the
telecommunications center, the true TOF will be entered in
the Julian date-time field. The actual message processing
time will be determined from the record of the TOF and the
Time Available for Delivery (TAD) made in accordance with
paragraph 401.n.

b. Originating stations may identify local activities,
channels, or positions within a station by assigning blocks
of SSNs to the activities concerned. Blocks of SSNs must
contain sufficient numbers to preclude their reuse within one
week of normal message activity. SSNs assigned in blocks
will be consecutive; when the entire block has been used, the
numbers will be repeated beginning with the first SSN of the
block.

C. Message originators may deliver header cards to the
communications facility with all header information contained
on a punched header card format except for the SSN if the
provisions of paragraph b. are not used. Blank columns will
be filled in by the communications facility.

d. DATA PATTERN message originators who do not prepare
the header format for transmission will deliver the message
text to the commmunications facility along with a completed
DD Form 1392, DATA MESSAGEFORM (See paragraph 513).
Addressees and their geographical location must be entered on
this form in plain language; coded addressees and APO/FPO
numbers will not be used.
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510. (Continued)

e. Communications personnel will verify the message
record count provided by the originator except when magnetic
tape messages are prepared by computers. When the header or
any part of the header and/or EOT record is provided or
prepared by other than the communications station, its
completeness and accuracy will be verified by the
communications station personnel. Any errors noted in these
originator-produced header and/or EOT records will be
reported to the originator by use of DD Form 1503 (See
paragraph 512).

f. Communications personnel will time-stamp or
otherwise log messages when received from the originator.

g. Criteria for retention of messages:

(1) Each DATA PATTERN message (including complete
header and text) will be maintained intact for a period of at
least ten days. When storage space or other operating
considerations preclude compliance with the ten day retention
period, Services/Agencies may grant exceptions to specified
stations in accordance with the following rules:

(a) All messages must be retained and be
available for a period of not less than 72 hours except:

1 Magnetic tape DATA PATTERN formatted
messages transmitted by HARPS.

2 Card DATA PATTERN messages which
contain a master data base that is updated on a daily basis.

(b) For those messages meeting the criteria
in (a)l and (a)2, coordination must be effected with the
originator to assure that a request for retransmission can be
honored, by the originator making the message in its original
form available for retransmission on a timely basis, or a
determination that the required messace is outdated and
should not be retransmitted. Time delays encountered in
providing such retransmissions are not accountable as
communications handling time.

(2) After the mandatory retention period, the
header and text may be separated. The text may be destroyed
or diverted to other uses as dictated by local policy. The
header will be retained for a period of not less than 30 days
as a communications record. Header and text information will
be retained beyond the specified retention periods for the
completion of tracer or other investigative actions on hand.
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510.g. (Continued)

(3) DD Form 1392 will be filed with and disposed
of in the same manner as the header card.

h. Tributary stations operating procedures will ensure
that a record is made of the TOF. This time will be used
when determining message processing times; it may or may not
correspond to the message header file time depending upon
whether the message preparation was by manual or automated
means.

i. Communications personnel will ensure that DATA
PATTERN messages addressed and/or routed to non-US routing
indicators contain a TRC in format lines 2 and 4. Messages
designated SPECAT must contain format line 4 with appropriate
SPECAT designators. See Chapter 7 for rules regarding use of
TRCs and SPECAT designators.

511. Terminated Traffic. All received DATA PATTERN messages
addressed to agencies served by the communications facility
will be processed as follows:

a. Endorse the header card to indicate the time that
the message was received. Time of receipt is defined as the
time of receipt of the EOT record. Automated terminals which
receive printed journal entries indicating receipt and time
of receipt of the message are exempt from this requirement.

b. Verify the message record count if MTMS does not
appear in the trailer card record count field. If the record
count is incorrect, request retransmission from the
originating station. Such messages will be delivered marked
"subject to correction" pending receipt of corrected copy and
the addressee will be advised of the discrepancy.

c. Remove the header card and file as a communications
record for a period of not less than 30 days. For those
terminals which receive a header printout or a journal
printout, either of these records may be retained as a
communications record in lieu of the header caru. Text and
EOT records will be delivered to the addressee. The message
header card may also be delivered if a system generated
header printout or journal printout is maintained. Tributary
stations operating procedures will insure that a record is
made of the time available for delivery (TAD). This time
will be used when determining message processing times. An
appropriate form, such as a message delivery register, may be
used to validate message delivery to the addressee(s).
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d. Headers of cancelled messages will be logged on an
appropriate form and will be filed as a communications
station record in accordance with paragraph 510.g.(2).

e. Messages received with the letter "U" in the
classification field of the header and the word "CLEAR" as
the first word of the text will be handled in accordance with
the procedures contained in paragraph 326, ACP 121.

512. Data Message Form (DD Form 1392).

a. The DATA MESSAGEFORM is designed to provide the
originating communications facility with information to
prepare header cards for transmission.

DD Form 1392

PRECEDENCE

DATA
MESSAGE FORM

CLASSIFICATION

ADDRESSEE (Clear Text)

CARD COUNT
(Detail cards)

QORIGINATOR'S IDENTIFICATION (RCS,
{follow-up, status, etc.)

CONTENT IND RELEASING OFFICER'S SIGNATURE OFFICE SYMBOL &

EXT.

REMARKS

FOR COMMUNICATIONS CENTER USE ONLY

ORIGINATOR'S ROUTING INDICATOR

STATION SERIAL NUMBER

DATE-TIME (Time filed)

TOTAL CARD COUNT

ADDRESSEE ROUTING INDICATOR

SUPERVISOR'S SIGNATURE

OPERATOR'S SIGNATURE

TIME TRANSMITTED

CLASSIFICATION

Figure 5-1

b. This information is required in the originating
communications facility for retransmission actions, tracer
actions, authentication purposes, and analysis of station
activities by management.

513-519. Reserved.

ORIGINAL
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SECTION III

HEADER AND END-OF-TRANSMISSION (EOT) FORMATS

520. General.

a. The accurate preparation of message header and EOT
formats is mandatory. ASC functions depend on the correct
sequence of characters and elements comprising the header and
EOT format.

b. The DATA PATTERN header format is described in
detail in paragraphs 521 through 536. It is prescribed for
use on all DATA PATTERN messages transmitted within AUTODIN,
except for those special variations specifically authorized
herein. Each separate element of the header is described in
the sequence in which it appears in the header. The field
used is identified in parentheses in each paragraph heading.
Example of the prescribed header format is shown in paragraph
537.

521. Precedence (Position 1). Four categories of precedence
as prescribed in ACP 121 US SUPP-1 are authorized for use.
Precedence is assigned by the originator, and shall not be
altered by operating personnel. The FLASH preemption
capability, designated ECP, of the AUTODIN system is not
applicable to DATA PATTERN messages (See paragraph 413.b.).
The following prosigns are used in Position 1:

7 FLASH

0 IMMEDIATE
P PRIORITY
R ROUTINE

522. Language Media and Format (Positions 2 and 3). The LMF
consists of two alphabetical characters. The LMF of the
originating station is placed in position 2, and the LMF of
the preferred output device of the addressee is placed in
position 3. See Annex A for authorized LMF pairings.

523. _Classification (Position 4). The classification or
degree of security to be afforded a message is indicated by
the appropriate letter designator from the list below:

TOP SECRET

SECRET

CONFIDENTIAL

RESTRICTED (not authorized for US use)
UNCLASSIFIED EFTO

UNCLASSIFIED

cCHImowng
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524. Content Indicator Code/Communication Action Identifier
(Positions 5 through 8). The content indicator
code/communication action identifier consists of four
alphabetical characters or three alphabetical characters and
one numerical character. The appropriate content indicator
code/communication action identifier will be selected from

Annex B.

525. Separator (Position 9). A separator (space) will be
placed in this position.

526. Originator (Positions 10 through 16). The appropriate
routing indicator of the originating station will be placed
in these positions. This field must contain seven
appropriate alpha characters.

527. Station Serial Number (SSN) (Positions 17 through 20).

a. SSNs are used for two purposes:

(1) In combination with the originating station’s
routing indicator they provide positive identification for
the transmission, and

(2) As the EOM validation number appearing in
format line 16, they provide a means by which the ASCs can
check for the existence of straggler messages.

b. The SSN is expressed in four numeric characters
beginning with 0001 and continuing consecutively through
9999. On completion of each series of 9999 numbers, a new
series begins.

528. Separator (Position 21). A separator (space) will be
placed 1n this position.

529. Date (Positions 22 through 24). The Julian date is the
date on which the message was received from an originator by
the communications center for transmission. The first day of
the calendar year is Julian 001, and each day is numbered
consecutively thereafter.

530. Time Filed (Positions 25 through 28). The time filed
is the Greenwich Mean Time (GMT) the message was received
from an originator by the communications center for trans-
mission. Each filing time must contain four numerical
characters.
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531. Separator (Position 29). A separator (space) will be
placed in this position.

532. Record Count (Positions 30 through 33). The record
count is the total number of 80-character records in the DATA
PATTERN message, including the heading and EOT records. Left
most positions are filled with zeros when they do not contain
other numerics. Messages may use the alphabetical characters
"MTMS" in the field with the actual record count placed in
this field in the EOT record. 1In the event an ASC must
reduce the record count of a message through routing line
segregation and compression, the record count field in format
line 2 will be overlaid, on output to the tributary, with
"MTMS" and a true record count will be placed in this field
in the EOT.

533. Classification Redundancy (Positions 34 through 38).
For security reasons, the classification designator used in
position 4 (paragraph 523) will be repeated in these
positions. Position 34 will be filled with a hyphen (-) as a
sentinel, and the classification designator in position 4
will be repeated in positions 35 through 38, except in those
cases where a TRC is required. When TRCs are used, the
security field will be split to show the security classifi-
cation and the TRC; e.g., CCBB (CONFIDENTIAL message
addressed and/or routed to the United Kingdom). The TRC must
be the same as the TRC used in format line 4 (See paragraph
702).

534. Routing (Positions 39 Through As Required). The
positions reserved for routing are comprised of two sections,
the start-of-routing signal, and the addressee routing
indicators.

a. Start-of-Routing Signal. The start-of-routing
signal consists of two consecutive hyphens (--) and will
always precede the first addressee’s routing indicator.

b. Addressee routing indicators are listed immediately
fOllOWlng the start-of-routing SLgnal. A maximum of 500
routing .ndicators can be listed in these positions. 1In
multiple call messages, all routing indicators associated
with the first four letters of a relay station will be
grouped together, but need not be in alphabetical order.
Example: RUEBPBA, RUEBABA, RUEDROA, RUEDCAC, ETC.,. Each
routing 1nd1cator will be separated by a space. If a message
contains 501 or more routing indicators thus requiring two
separate transmissions, all routing indicators pertaining to
a given four-letter routing indicator will be on one
transmission. Routing indicators will not be split between
two cards (records).
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534. (Continued)
c. The first addressee station is identified beginning
in position 41. Additional addressees are contained in

subsequent positions, separated by a space. On output to a
tributary the ASC uses routing line segregation and
compresses the routing indicator field. The receiving
telecommunications center will normally receive only those
routing indicators for which it has a responsibility. Blank
cards should not be received and the end-of-routing signal
would immediately follow the last routing indicator received.

535. End-of-Routing Signal (Position As Required). The
end-of-routing signal consists of a period (.) and is
inserted in the position immediately following the last
addressee’'s routing indicator.

536. Separators (As Required). Unused positions in the DATA
PATTERN headers are filled with separators (spaces) or
terminated with the special control character.

NOTE: Format line 4 is required on all data traffic
that is addressed and/or routed to a regional
defense organization or foreign nation. Format
line 4 is also required on all data traffic that
is designated SPECAT. Rules for the use of
TRC/SPECAT designators are outlined in Chapter 7.
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DATA PATTERN Header Format.

PrecedenCe ———— e
Language and Media Format -—=---——eemcmemmmm e
Classification as appropriate ——-—-—c—mmmmmmmmeeo
Content Indicator Code/Communication

Action Identifier —————— e

SeparatOor —-———----mmm - e
Originator ———— = e e e e e
Station Serial Number ---—-—--—cmmmmmmmm

Separator ———---cmmme e e

Julian Date —=—-—m e

Time Filed ————---mmmm e

Separator —--—---emmm e

Record Count —-----mrmmmm o

Classification Redundancy —--————-cmmmmmm

Start-of-Routing Signal ——=-=-—mmmmmmmm

AdAressee e

End-of-Routing Signal -——————c—mmmmmmm
Positions unused in header are filled with
separators (spaces) or terminated with the
special control character. ——————cmmmmmmm e
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538. End-of-Transmission (EOT) Format. The final record of
a DATA PATTERN message is used to identify the originating
station and other associated transmission information to the
addressees after the header (format line 2) is stripped from
the message by the communications facility. The EOT is an
80-position record for card and magnetic tape. The EOT
consists of a repeat of all header (format line 2)
information starting with the precedence, including all
intervening elements, and ending with the character before
the start-ofrouting signal. When MTMS is used in the record
count field of format line 2 the actual record count must be
placed in the EOT record. The remaining positions are filled
with separators (spaces) up to the positions required for the
End-of-Transmission Signal (EOTS).

539. End-of-Transmission Signals (EOTS). The appropriate
EOTS described below will be used to terminate a DATA PATTERN

message :

a. In a series (multiple) record transmission (three
or more records) the EOTS consists of the letter "N" repeated
four times, in positions 77 through 80 of the EOT record.

The unique group of NNNN must not appear in the text of any
message.

b. The EOTS used in a single record message is a single
letter "N" appearing in the 80th position of the record.
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EOT Record Format.

Precedence ——me——eem e
Language and Media Format —-—--—-———mmme o _____
Classification as appropriate ————e—m—mm o ____

Content Indicator Code/Communication
Action Identifier —-——eeem————o— .

Separator —--emmmm .

Originator =—=m——mmm e

Station Serial Number ——e————eem o ___

Separator ——-ee e

Julian Date —--emmommmm e

Time Filed —-=-—ommmmme

Separator ——— e

Record Count =—-e—emmmm e

Classification Redundancy —————emmeme o ______

Separators ——e——memme

End-of-Transmission Signal —-————-——mmmmmmo_
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541. Examples of DATA PATTERN Messages.

a. In addition to the normal DATA PATTERN message
format as shown in paragraph 302.d., the following examples
of DATA PATTERN message formats using the LMFs CT/CA are
illustrated below.

Originated using LMFs CT or CA:

RCTUDEAA RUWTFHA1234 3571104 0050-UUUU-RUFLAFA.
ZNR UUUUU

R 2311042 DEC 92

FM SAC OFFUTT AFB NE

TO 2188 COMM SQ MORON AB SPAIN

BT

TEXT - 42 CARDS

BT

RCTDEAA RUWTFHA1234 3571104 0050-UUUU NNNN

Delivered in teletypewriter format:

RCTUDEAA RUWTFHA1234 3571104-UUUU--RUFLAFA.
ZNR UUUUU

R 23110472 DEC 92

FM SAC OFFUTT AFB NE

TO 2188 COMM SQ MORON AB SPAIN

BT

TEXT - 42 LINE BLOCKS

BT

#1234

NNNN

NOTE: The ASC will insert 2CR and 1LF at the end of
each format line, insert the EOM validation
number, and replace the EOT record with an EOM
sequence.

b. For examples of data traffic formats employing
TRC/SPECAT designators see Chapter 7.
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SECTION IV

MISROUTED AND MISSENT MESSAGES

542. Misrouted Messages. A misrouted message is one which
contains an incorrect routing instruction. '

a. The condition above will occur when:

(1) Originators having mechanized capability
assign incorrect routing indicators during message header
preparation.

(2) The originating communications facility
assigns an incorrect routing indicator to the message when
preparing the message for transmission.

b. In both cases, the misrouted message will be
processed until it reaches the addressee (called station).
Addressees receiving a misrouted message will return the
message to the communications facility with the correct
address of the message. If the addressee cannot determine
the correct address, the communications facility will be
notified and the correct message references will be
furnished.

C. A communications facility unable to ascertain for
whom a misrouted message is destined, will notify the
originating station by service message and request that
delivery of message involved be protected. The operating
signal ZEQ4 will be used in the text.

(1) UNCLAS example of service message to
originating station advising to protect delivery of misrouted
message:

RCTUZYVW RUWMFDA1013 0061400 0007-UUUU~-RUHHBAA.

ZNR UUUUU

BT

UNCLAS SVC ZEQ4 RUHHBAAl264 0061320 UNABLE TO DETERMINE
CORRECT ROUTING

BT

RCTUZYVW RUWMFDA1013 0061400 0007-UUUU NNNN

(2) The originating station receiving a misrouted
service message notice as outlined in c.(1l) is responsible
for any further action required to correctly route or
otherwise protect the reported message.

d. A communications facility able to ascertain the
correct routing for the message will:
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542, (Continued)

(1) Apply a format line 1 pilot to the misrouted
message or perform a header change and transmit to the
correct routing indicator (See paragraphs 542.e., f., and

g.).

(2) Transmit a service message to the originating
station advising of the reroute action and correct routing
indicator. The service message will also contain the actual
TOT of the rerouted message (with any reason for delay),
which should satisfy any tracer actions for excessive delay.
The operating signal ZEQ3 will be used in the text.

e. When applying a format line 1 pilot for a misrouted
message, the following will be placed in the pilot card:

(1) Content Indicator Code/Communication Action
Identifier ZOVW.

{(2) Own OSRI.
(3) SSN of message being rerouted.
(4) Own Julian date and time filed.

f. A header change will be accomplished on those
misrouted messages requiring rerouting to a non-US routing
indicator. The appropriate TRC will be included in format
line 2 and a format line 4 prepared accordingly. See Chapter
7 for rules regarding use of TRCs and SPECAT designators.

g. Examples:

(1) Example of a single call message received as a
misroute:

RCCUDAAA RUCIABA0123 0061330 0050-UUUU-~RUMMTFA.
TEXT -~ 48 CARDS
RCCUDAAA RUCIABAO123 0061330 0050-UUUU NNNN

Example of above message after format line 1 pilot
applied:

RCCUZOVW RUMMTFA0123 0061400 PLTS-UUUU--RUMOABB.
RCCUDAAA RUCIABA0123 0061330 0050-UUUU--RUMMTFA.
TEXT - 48 CARDS

RCCUDAAA RUCIABAO123 0061330 0050-UUUU NNNN
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542.g.(1) (Continued)

Example of service message to originating station
advising of reroute action taken:

RCTUZYVW RUMMTFAl1432 0061410 0006-UUUU--RUCIABA.
ZNR UUUUU

BT
UNCLAS SVC ZEQ3 RUCIABA0123 0061330 RUOMABB 0061413

BT
RCTUZYVW RUMMTFA1432 0061410 0006-UUUU NNNN

(2) Example of a misrouted message requiring
application of a TRC:

RCTUZYUW RUCLACB1242 0130420 0050-UUUU~--RUMMTFA.
TEXT - 48 CARDS
RCTUZYUW RUCLACB1242 0130420 0050-UUUU NNNN

(3) Example of above message processed under
header change procedures and the addition of a format line 4:

RCTUZOVW RUMMTFA1242 0130513 0051-UUAA--RAMQC.
ZNR UUUAA ZOV RUMMTFA0255 REROUTE OF RUCLACB1242

0130420
TEXT - 49 CARDS
RCTUZYUW RUMMTFA1242 0130513 0051-UUAA NNNN

NOTE: The card count is changed to reflect the
addition of the format line 4 card.

543. Missent Message. A missent message is one bearing a
correct routing indicator but transmitted to a station other
than the one represented by the routing indicator.

a. Missent messages may be caused by:
(1) Equipment malfunction.
(2) Incorrect switching.

(3) Operator error.

b. A tributary station in receipt of a missent message
will:

(1) Reintroduce the message as a suspected

duplicate. A format line 1 pilot will be applied to a
missent message.
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543.b. (Continued)

{(2) Forward a service message to the originating
station if the message is received incomplete or garbled.
The operating signal ZEQ2 will be used in the text.

(3) Forward a routine service message to the
connected ASC citing the complete header, time-of-receipt
(TOR), and advise that message has been protected.

c. Examples:

(1) Example of a missent message as received at
RUFTABA from relay station RUFT:

RCCUDKAA RUEOLGA1234 0081720 0050-UUUU--RUFLDBA.
TEXT - 48 CARDS
RCCUDKAA RUEOLGA1234 0081720 0050-UuUuUU NNNN

(2) Example of above message after format line 1
pilot applied:

RCCUZFDY RUEOLGA1234 0081720 PLTS~UUUU--RUFLDBA.
RCCUDKAA RUEOLGAl234 0081720 0050-UUUU-~-RUFLDBA.
TEXT - 48 CARDS

RCCUDKAA RUEOLGA1234 0081720 0050-UUUU NNNN

(3) Example of service message as sent by RUFTABA
to relay station RUFT:

RCTUZYVW RUFTABA1104 0081740 0006-UUUU--RUFTCSA.

ZNR UUUUU

BT

UNCLAS SVC ZEQl RUEOLGA1234 0081720

BT

RCTUZYVW RUFTABA1104 0081740 0006-UUUU NNNN

(4) Example of service message as sent by RUFTABA
to RUEOLGA:

RCTUZYVW RUFTABA1105 0081741 0006-UUUU--RUEOLG2.

ZNR UUUUU

BT

UNCLAS SVC ZEQ2 RUEOLGA1234 0081720 GARBLED

BT

RCTUZYVW RUFTABA1105 0081741 0006-UUUU NNNN

d. An ASC receiving a service message missent notifi-
cation will comply with the provisions of paragraph 429.d.
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SECTION V

SUSPECTED DUPLICATES

544, Suspected Duplicate Procedure.

a. When definite proof cannot be readily determined
that a message has been previously transmitted, the message
shall be forwarded as a "suspected duplicate" by applying a
format line 1 pilot. However, in those instances wherein the
ASC does not acknowledge message receipt due to a determin-
able cause, the message will not be processed as a suspected
duplicate but will be corrected and reintroduced as an
original message.

(1) Example of a message presumed to have been
previously transmitted:

PCCUDHAB RUADFBA1643 0081240 0050-UUUU--RUWJAFA.
TEXT - 48 CARDS
PCCUDHAB RUADFBAl1l643 0081240 0050-UUUU NNNN

(2) Example of above message after suspected
duplicate format line 1 pilot applied:

PCCUZFDY RUADFBA1643 0081345 PLTS-UUUU--RUWJAFA.
PCCUDHAB RUADFBA1643 0081240 0050-UUUU--RUWJAFA.
TEXT - 48 CARDS

PCCUDHAB RUADFBA1643 0081240 0050-UUUU NNNN

b. Messages transmitted by an ASC as the result of a
retransmission request will contain a format line 1 suspected
duplicate pilot.

(1) Example of message as originally transmitted
by an ASC to a tributary station:

RCCUDFAA RUEOCABA1243 0121115 0050-UUUU--RUAOLDA.
TEXT - 48 CARDS
RCCUDFAA RUEOABA1243 0121115 0050-UUUU NNNN

(2) Example of above message transmitted by an ASC
as a suspected duplicate:

RCCUZFDY RUEOABA1243 0121115 RUAO-UUUU--RUAOLDA.
RCCUDFAA RUEOABA1243 0121115 0050-UUUU--RUAOLDA.
TEXT - 48 CARDS

RCCUDFAA RUEOABA1243 0121115 0050-UUUU NNNN

c. When a station receives a message marked as a
suspected duplicate, that station will:
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544.c. (Continued)

(1) File the pilot and header card as a communi-
cations record, if verified with addressee that the message
was previously received and delivered. The remainder of the
message (text and EOT card) will be destroyed.

(2) Forward the message with the top and bottom
cards marked in large red letters with the words "SUSPECTED
DUPLICATE" to the addressee if there is no indication that it
was previously received and delivered.

545. Receipt of Unmarked Duplicate Messages.

a. Duplicate messages received without the appropr-
iate marking (ZFDY, ZFGY) are primarily caused by operator
error and, in some cases, by equipment/ASC operating program
malfunctions. Stations receiving unmarked duplicate trans-
missions will:

(1) Immediately forward a routine precedence
service message to the originating station (OSRI in format
line 2) citing the complete header of the duplicated message
including the time of receipt of the original and duplicate
transmission.

Example of service message to originating station:

RCTUZYVW RUKKBAAl1065 0121720 0008-UUUU--RUEBDAA.
ZNR UUUUU

BT

UNCLAS SVC 0104 ZUI RUEBDAAR2136 0121650 DUPED TOR
0121700 AND 0121715 HEADER FOLLOWS

RCCUDFAZ RUEBDAA2136 0121650 0150-UUUU--RUKKBAA.

BT
RCTUZYVW RUKKBAA1065 0121720 0008-UUUU NNNN
(2) Coordinate with the addressee to determine if
delivery i1s desired. File the header card as a communi-

cations record if verified with the addressee that the message

was previously received and delisered. The remainder of the
message (text and EOT card) will be destroyed.

b. Originating stations notified by service message
(paragraph 545.a.(1)) of the receipt of an unmarked duplicate
transmission will comply with the provisions of paragraph
431.b.

c. ASCs notified by service message of the receipt of

an unmarked duplicate transmission will comply with the
provisions of paragraphs 431.c. and d.
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SECTION VI

RETRANSMISSIONS AND RESUBMISSIONS

$46. Requesting Retransmission.

a. Request for retransmission of a message received by
either the addressee or communications facility which cannot
be processed due to local circumstances; i.e., equipment
malfunction, dropped deck, etc., will be forwarded to the
originating station shown in the OSRI field of the header
card. Each request will identify the reason for the
requested retransmission.

Example of service message:

RCTUZYVW RUAOLDA1469 0161540 0007-UUUU--RUEOABA.
ZNR UUUUU

BT

UNCLAS SVC 1201 REQUEST RETRANSMISSION RUEOABA2179
0161515. REASON: EQUIP MALFUNCTION

BT
RCTUZYVW RUAOLDA1469 0161540 007-UUUU NNNN
b. Requests for retransmission of a number of card

messages due to local equipment malfunction will be forwarded
to the connected ASC. Each request will include, as
accurately as possible, the time of receipt of the last good
message received and the next good message received. Also,
reason for requested retransmission will be stated.

Example of service message:

RCTUZYVW RUWTBDA1642 0141550 0013-UUUU--RUWTCSA.

ZNR UUUUU

BT

UNCLAS SVC REQUEST RETRANSMISSION OF TRAFFIC BETWEEN
FOLLOWING MESSAGES ON CIRCUIT (NUMBER). LAST GOOD

MSG RCCUDGAZ RUMMFDA2173 0141420 0025-UUUU--RUWTBDA.
TOR 0141435. NEXT GOOD MSG RCCUDGAZ RUEBAFA1324
0141443 0150-UUUU--RUWTFBA. TOR 014147. REASON: CARD
JAM, EQUIP DROPPING PUNCHES, ETC. (GIVE EXACT REASON)
REMARKS: ONLY CARD TRAFFIC REQUIRED .

BT

RCTUZYVW RUWTBDA1642 0141550 0013-UUUU NNNN

NOTE: Stations will not cite test or quality control
messages containing all zeros as the station
serial number in the last good - next good
messages received. The last good - next good
messages cited must be actual messages and must
include the complete format line 2 as received.
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546. (Continued)

c. Requests for retransmission of missing, incomplete,
garbled or mutilated joint general messages transmitted by
collective routing (JAFPUBs, ALMILACTs, etc.,) will be
forwarded to the connected ASC and include the general
message title as part of the message identification,
reference ACP 121 US SuUpP-1.

d. Messages received at the ASC as the result of a
retransmission request will contain a format line 1 suspected
duplicate pilot (See paragraph 544.b.).

e. Each station is responsible for the establishment
of in-station procedures and safequards to assure that all
requests for message retransmission are promptly and
correctly handled.

f. Responses to retransmission requests from regional
defense organization or foreign nation communications centers
must contain a format line 4 together with the proper TRC
(See Chapter 7).

g. Unique routing indicators have been assigned to
data processing installations to insure that DATA PATTERN
messages are received by the serving TCC on designated output
devices. This service is disrupted when retransmissions are
made to the routing indicator of the TCC initiating the
retransmission request. To preclude this happening, TCCs
originating service messages requesting retransmission of
DATA PATTERN messages will insert within the service message
text, specific instructions to direct the response to the
unique routing indicator of the data processing installation.
Alternatively, the routing indicator of the data processing
installation can be employed in the OSRI field of the service
message requesting retransmission originating by the
servicing TCC.

Example of a service message originated by TCC
RUEOAGA for ultimate delivery of retransmitted message to
RUEOAGQ:

RCTUZYVW RUEOAGA0526 3552316 0007-UUUU--RUEOFUA.
ZNR UUUUU

BT

UNCLAS SVC INT ZDK RUEOFUA2222 3551815 DIR RUEOAGQ.
BATCH MISSING.

BT

RCTUZYVW RUEOAGA0526 3552316 0007-UUUU NNNN
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546.9g. (Continued)

Example of service message requesting retrans-
mission originated by TCC RUEOAGA substituting the data
processing installation routing indicator RUEOAGQ in the OSRI
field:

RCTUZYVW RUEOAGAO0526 3552316 0006-UUUU--RUEOFUA.

BT

UNCLAS SVC INT ZDK RUEOFUA2222 3551815 BATCH MISSING
BT

RCTUZYVW RUEOAGA0526 3552316 0006-UUUU NNNN

547. Providing Retransmission.

a. Receipt of retransmission requests by an originator
or communications facility need not be referred to the data
processor prior to providing the retransmission.

b. Upon receipt of a retransmission request, the
message involved will be retransmitted with a format line 1
pilot affixed.

Example of a piloted retransmission message:

RCCUZDKW RUEOABA2179 0161600 PLTS-UUUU--RUAOLDA.
RCCUDGAZ RUEOABA2179 0161515 0050-UUUU~-RUAOLDA.
TEXT - 48 CARDS

RCCUDGAZ RUEOABA2179 0161616 0050-UUUU NNNN

If the retransmission request required referencing a
service message (COSIR), the retransmission may contain an
additional card citing the service message; however, periods
will not appear in this card.

Example:

RCCUZDKQ RUEOABA2179 0161600 PLTS-UUUU--RUAOLDA.
ZUI SVC 0147 ZDK RUEOABA3215

RCCUDGAZ RUEOABA2179 0161600 0050-UUUU--RUAOLDA.
TEXTN - 48 CARDS

RCCUDGAZ RUEOABA2179 0161600 0050-UUUU NNNN

548. Resubmission.

a. A message resubmission is the transmission of a new
message by the originator as the result of a specific request
from the addressee.
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548. (Continued)

b. A message resubmission request received by an
originator implies that the accuracy of the message is in
doubt and it could not be processed as originated. The
originating data processor then must reconstitute the
original message, making certain that all of the data
submitted is in the correct format and that his equipment is
working so that the reconstituted message contains no
double-punched cards, offset punches, etc.,.

c. Messages requesting resubmissions will cite the
OSRI, SSN, and Julian date and time filed of the message
involved.

d. Messages transmitted as a result of a resubmission
request will be handled as a completely new message with a
new SSN and Julian date and time filed.

549. Reserved.
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SECTION VII

SERVICE MESSAGES

550. General.-

a. Service messages are short concise messages used by
data communications personnel to exchange information and
instructions concerning conduct of communications; e.g., to
expedite traffic handling, message corrections, retrans-
missions, verifications, acknowledgements, tracer actions and
other matters relative to network management and operation.

b. Service messages normally will be assigned the
precedence of the message being serviced.

¢. A record of file of service messages should be
maintained and should reflect the date and time received or
transmitted. Coordination conducted in technical control
facilities via technical control coordination facilities is
not identified as a service message. Conversely, service
messages will not be exchanged via technical control coordi-
nation facilities.

d. If a service message quotes the textual contents of
a classified message or refers to the classified message in a
manner which reveals text content, the service message must
be assigned the same classification as the classified message
being serviced.

551. Service Message Preparation.

a. Service messages will be prepared as either a
single or series card message.

b. The content indicator code/communication action
identifier ZYVW will be used on service messages.

c. Authorized operating signals (ACP 131) will be used
to the greatest possible extent.

d. Service messages may be assigned sequential
reference numbers. The service message number will immedi-
ately follow the abbreviation SVC in the message text. If
used, sequential service reference numbers may continue
through out the remainder of the calendar year.

e. When replying to a service message received with a

reference number, the text of the reply shall make reference
to the number.
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551. (Continued)

f. The abbreviation COSIR may be used as the last word
of the service message text.

g. Service messages which reference messages for
reasons other than tracer actions will cite the OSRI, SSN,
and Julian date and time filed extracted from the header of
the referenced message.

h. Manually prepared service messages will use the
appropriate LMF designator "A" or "T" in the second position
as determined from ACP 117 CAN-US SUPP-1.

i. Each station is responsible for the establishment
of in-station procedures and safeguards to determine
definitely that all service message requests and replies are
promptly and correctly handled.

j. Examples and the actions to be taken upon receipt
of ASC automatically generated service messages are
prescribed in paragraph 329.

k. Service messages addressed to a routing indicator
of a regional defense organization or foreign nation must
contain a format line 4 with a proper TRC reflected in format
line 2 and 4 of the service message.

552. Tributary Stations Follow-up Action.

a. The responsibility of providing a retransmission
promptly is placed upon the station to which the trans-
mission request is routed. Elapsed time allowed between the

first and succeeding requests is determined by such factors
as: precedence of the message involved, indication of
previous delay, nature of the request, speed of service
between originating and terminating station, operative hours
of the station to which the service is destined, if known,
and any indication of abnormal traffic/circuit conditions
which may exist. When no reply is received to a service
request within times prescribed below, as influenced ly
factors stated above, another request will be originated.

IMMEDIATE: 2 hours
PRIORITY: 8 hours
ROUTINE: 16 hours

b. When a reply to a service request for a retrans-
mission is not received within time criteria specified in
paragraph a., a second request will be sent to the
originating station. This request will be so identified by
the use of the operating signal ZAR2.
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SECTION VIII

TRACER ACTION

555. Definition. Tracer action is the process by which an
investigation is conducted to determine the reason for
inordinate delay or non-delivery of a message.

556. Rules for Tracer Action.

a. Normally, requests for tracer action will be
initiated by a message originator or addressee. However,
should circumstances so dictate, tracer actions may be
initiated by an originating communications station, relay
station, or addressee communications station.

b. Tracer action requests will be initiated as soon
as the discrepancy is discovered, but not later than 30 days
from the original time of transmission.

c. Separate tracer action logs and individual case
files will be maintained at all communications facilities
involved. Case files will be retained for at least six
months.

d. Tracer actions shall maintain continuity through
out the system beginning with the originating station. The
originating station will be advised of all transactions as
the tracer action progresses through the system. Intermedi-
ate stations, who have completed tracer action on a message,
should not be made an information addressee on tracer
service as the message is traced onward through succeeding
communications stations.

e. The originating station will formulate a final
report, composed in nontechnical language and summarizing
the investigation and the remedial actions taken or required
to prevent recurrence. The final report will be submitted
through command channels to the originator of the tracer
action request and the appropriate Service/Agency head-
quarters for final disposition.

f. Tracer action concerning FLASH messages will be
handled as expeditiously as possible.

g. Delay tracer actions will be discontinued as soon

as station-to-station reporting has accounted for the
excessive delay claimed.
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h. Delay or nondelivery tracer actions which were
caused by equipment malfunction or software deficiency at the
ASC will be completely documented and forwarded by message to
DISA for evaluation and corrective action. In addition, any
message of IMMEDIATE and above precedence that experiences
inordinate delay or nondelivery attributed to action taken by
DISA ACOCs in the course of operational direction of traffic
management of the AUTODIN network will also be reported. The
appropriate DISA area center and communications headquarters,
(CDRUSAISC, COMNAVCOMTELCOM, or AFCC) will be included as
information addressees.

557. <Tracer Action Procedure.

a. Delayed Message.

(1) Prior to initiating tracer action, the
communications center serving the addressee will carefully
examine records, logs and the message heading to determine
if the cause of delay can be ascertained and adequately ex-
plained prior to advising the originator to commence tracer
action. Consideration must be given to any adverse circuit
conditions, in-house backlog conditions, terminal outage
(demand or preventative maintenance), ASC outage, or a
message header pilot which could be pertinent to the reason
for delay. After all efforts have been exhausted, the
addressee’s communications center will advise the originator
of the delayed message including the exact amount of delay
claimed (hours and minutes).

(2) Upon receipt of a tracer action request for
excessive delay, the communications center serving the
originator will carefully examine its logs and records to
determine if the cause of delay can be ascertained and
adegnately explained. Special emphasis will be placed on
in-house backlog conditions, elapsed time between the TOF and
the actual time of transmission, circuit or equipment outage,
ASC outage, or service action taken on the message being
traced. NOTE: Use of the TOF will compensate for the loss
of accuracy resulting from variations in the means used by
manual and automated tributary stations in message header
preparation.

(3) If the cause of the delay cannot be locally
established, delay tracer action will normally be initiated
by routine message to the directly connected relay station,
citing the exact amount of delay being claimed.
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Example of delay tracer to the first relay by the
originating station:

RCTUZYVW RUADBDA1279 0261750 0008-UUUU--RUADCSA.
ZNR UUUUU

BT
UNCLAS SVC 1064 ZUI RUADBDA1063 0260400 TOR RUWMAFA

0261600 12 HRS DELAY TOT TO RUAD 0260450. 50 MIN
DELAY FOR NORMAL MESSAGE PROCESSING. INT ZDN

BT
RCTUZYVW RUADBDA1279 0261750 0008-UUUU NNNN

(4) Upon receipt of an excessive delay tracer,
each station will examine its records for time of receipt and
time of transmission of the message being traced. This
information will be compiled and transmitted to the next
station in the transmission path. The originator will be
included as an information addressee on all service messages
pertaining to the message being traced. Any station
responsible for any portion of the delay will include the
reason for the delay and the corrective action taken to
prevent a recurrence.

Example of relay station report on an excessive
delay tracer:

RTTUZYVW RUADCSA2478 0261230-UUUU--RUADBDA.

ZNR UUUUU

UNCLAS SVC ZUI RUADBDA1279 0261750. TOR 0260450
DUE TO ON-LINE PROGRAM PROBLEM WHICH PROHIBITED A
SYSTEM RECOVER. PROBLEM HAS BEEN DOCUMENTED AND
FORWARDED IN ACCORDANCE WITH PARA 556H, JANAP 128()
BT

#2478

NNNN

b. Nondelivered message.

(1) Upon notification of a nondelivery claim, the
originator’s communications center will retransmit the
message as a duplicate to the addressee claiming nonreceipt
unless the originator prefers to cancel it. If a duplicate
transmission is made, a format line 1 pilot will be applied
with the communication action identifier ZFGY inserted in the
content indicator field. Messages received with ZFGY in
format line 1 of the pilot card will be delivered to the
addressee.
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(2) The originator’s communications center will
carefully examine its in-station records to determine if the
original transmission of the message was, in fact, properly
transmitted to the addressee claiming nonreceipt.

(3) If the message was properly transmitted, a
service message of equal precedence will be forwarded to the
communications center serving the addressee. The service
message will properly identify that particular message
requesting verification of receipt or nonreceipt. If the
addressee’s communications center advises the message was not
received, formal tracer action will be initiated by the
communications center serving the originator.

(4) The communications center serving the
originator will transmit a service message to the first relay
station involved in the original transmission. The service
message will contain complete header information, routing
indicator of station claiming nonreceipt, time of trans-
mission, and identification of service message in which the
addressee communications center concerned verified nonreceipt.

Example of nondelivery tracer to the first relay by
originating station:

RCTUZYVW RUEBLFA1376 0271830 0009-UUUU--RUEBCSA.
ZNR UUUUU

BT

UNCLAS SVC RUDOALA CLAIMS NONRECEIPT

RCCUDFAA RUEBLFAl1124 0251712 0050-UUUU--RUDOALA
RUADBOA.

ZDQ RUEB AT 0251732. INT ZDN RUDOALA2345 0271830
VERIFIED NONRECEIPT AT ADDEE COMMCEN.

BT

RCTUZYVW RUEBLFA1376 0271830 0009-UUUU NNNN

(5) The tracer action shall maintain continuity
through out the system, progressing from relay to relay,
until the pornt of loss or nondelivery of the message
occurred. If a nondelivery has occurred, the responsible
station will conduct an investigation to determine the cause
and corrective actions taken to prevent a recurrence and
notify the originating station accordingly.

(6) In-station records, files, logs, and tapes

will be retained beyond the 30 day limit if a tracer action
is in progress prior to the expiration date.
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c. Tracer actions involving notification or requesting
action from communications centers of a regional defense
organization or foreign nation must contain the proper TRC in
format lines 2 and 4 of the service message (See Chapter 7).
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CHAPTER 6

MAGNETIC TAPE TERMINAL STATION PROCEDURES

SECTION I
GENERAL

601. Introduction. Magnetic tapes are one of the principal
media used in EDPE systems. There are many different
applications of magnetic tape, all of which have a direct
bearing on the format of the recorded data. Magnetic Tape
Terminal Stations (MTTS) in the AUTODIN provide for rapid
exchange of large volumes of data in a relatively short
period of time. Terminals in CONUS which have compatible
equipment and circuit speeds and are connected to the same
ASC, may communicate directly via HARPS (See Chapter 3,
paragraph 343). Other terminals communicate via the MSU
which automatically performs the necessary speed, format and
code conversions.

602. Equipment Operating Procedures. MTTS basic operating
procedures are contained in the equipment operator’s manuals
for the types of equipment concerned. If any conflict of
procedures exists, the procedures prescribed by this
publication will apply.

603-604. Reserved.
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SECTION II
OPERATION

605. Modes of Operations. The basic mode of MTTS operation
for communication with other AUTODIN tributary stations is
usuaily full duplex and via the message switching store and
forward method provided by AUTODIN.

606. Operating Rules.

a. All received tape reels will be periodically
dismounted and made available for delivery. Dismounting
schedules will be established by coordinating with local EDPE
system managers.

b. All magnetic tape reels accepted by the communicat-
ions facility for transmission will be screened and arranged
for transmission order according to majority message
precedence levels contained on the reeils.

c. In-station procedures will be established to ensure
that reel accountability and message transmission has been
affected. Message header and EOT printouts are furnished by
the message originator with each reel of tape to be trans-
mitted. If a message cannot be transmitted, the MTTS
operator will return the reel to the originator, identifying
the message(s) that could not be transmitted and giving the
reason for the nontransmission, if known.

d. Communications terminal equipment will not be
utilized to change message media format for customer
convenience; i.e., converting magnetic tape messages to card
or narrative records.

€. MTTS’s will be operated in an attended status at
all times.

607. Operating Precautions. To insure reliable communications
with the MTTS, the following precautions must be observed:

a. Communications station master records, such as
history tapes and journal records, will remain within the
communications facility until destroyed. History tapes will
be appropriately labeled to preclude a possibility of their
being inadvertently delivered to addressees along with live
traffic tapes.
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607. (Continued)

b. Recorded information is very close to the edge of
the tape. Tape edge indentations caused by careless tape
handling will seriously affect the accuracy of magnetic tape
recordings.

c. Tape splices are not permitted in reels of tape
used for traffic.

608-609. Reserved.
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SECTION III

MESSAGE PREPARATION

610. Messaqge Formats.

a. Message formats used within the AUTODIN require
that each message contain a message heading, text, and EOT
record (See Chapter 5).

(1) The text material on magnetic tapes may
consist of a wide variety of information recorded in either
structured or non-structured formats depending upon the type
of associated EDPE system. EDPE magnetic tapes may contain
streams of binary signals in no common code or language,
regardless of the type of information used in the text (coded
or binary) and the format (structured or non-structured), the
arrangement of bits as recorded on the source tape is
preserved accurately. Bits may be added to the binary stream
to create ASCII characters for transmission; however, this
must be accomplished in a standard manner to allow the
receiver to strip these added bits and record on the receive
magnetic tape a mirror image of the bits as recorded on the
source tape.

(2) EOTS is either a single "N" or NNNN as
prescribed in paragraph 539,

b. The header, text and EOT records magnetic tape
messages are always transmitted in the AUTODIN common
language code (ASCII). This is accomplished by automatic
code conversion logic provided in the magnetic tape terminal.

c. The text of magnetic tape messages may be prepared
by the EDPE system in 80-character data record images, series
record images, or variable length record images. The length
of data records to be transmitted via AUTODIN may vary
according to user requirements. For general transmission of
data throughout the system, computerized terminals must have
the capability of transmitting records containing a minimum
of 18 characters and a maximum of 1200 characters. This
restriction is due to characteristics of existing terminal
equipment. Subscribers desiring to transmit messages
containing record length of less than 18 or more than 1200
characters must insure that the addressee is capable of
receiving such records prior to transmission. Typical line
formats of magnetic tape message records are described in
Annex A.
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611. Message Preparation Procedures.

a. Magnetic tape messages must be prepared in
accordance with Chapter 5. The elements of the message
header and EOT records are used to activate switching
functions, and for the processing of traffic to its correct

destination.

b. The preparation of magnetic tape messages, formats,
routing, contents and sequence on tape is the responsibility
of the message originator.

c. Magnetic tape messages prepared for transmission
are limited to a maximum of 40,000 data characters or 500
line blocks, which includes the header, text, and EOT
records.

. d. EDPE system generated messages will be accuracy
checked by the originator prior to delivery to the MTTS for
onward transmission.

e. Each tape must be blanked by a method compatible
with the associated EDPE system prior to recording information
for transmission into the AUTODIN.

f. Regardless of the number of messages recorded on
one tape for transmission, that tape must end with an EOTS
and end-of-tape mark.

g. Magnetic tape headers may contain either the
letters MTMS or the actual record count (80-character data
record equivalents) in the record count field (See Chapter
5, paragraph 532).

h. Each magnetic tape EOT must contain the actual
record count in positions 30 through 33.

i. LMF "BB" and "II" may be used when preparing
messages for like EDPE systems. However, messages containing
LMF "II" should not be prepared on the same tape reel as any
other LMF. If incompatible EDPE systems ave used, only LMF
"CC" or "DD" can be used.

j. Agencies responsible for magnetic tape message
preparation will furnish the MTTS operator a printout of the
header and EOT records for each message contained in the reel
of tape presented for transmission.
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611. (Continued)

k. Each message prepared for AUTODIN transmission will
contain an LMF. Detailed information concerning each LMF is
given in Annex A. LMF "sc", "cC", "BB", "DD", and "II" may
be transmitted via any combination.

1. Magnetic tape messages that may be addressed and
routed to a regional defense organization or foreign nation
must contain a format line 4, together with the proper TRC in
format lines 2 and 4 of the message.

612-614. Reserved.
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SECTION IV

SYSTEM PROGRAMMING REQUIREMENTS

615. Customer Recognition Requirements. In order to realize
maximum utilization of messages prepared by originators and
received by addressees, it is mandatory that MTTS or served
EDPE systems be programmed to perform and/or recognize

certain communications functions. They must:
a. Recognize the MTTS discard message signal.
b. Recognize the Exception Code sentinel "W", the

Corrected Copy sentinel "X", and the duplicate sentinel "Y"
in Column 8 of message headers, or preferably, to recognize
and react to each applicable communication action identifier
listed in Table III of Annex B.

c. Prepare AUTODIN message header formats.

d. Prepare AUTODIN message EOT formats.

e. Printout originated header and EOT formats.

f. Recognize and printout header and EOT formats for
terminated traffic. Where this function is performed by
EDPE, this printout will be provided the MTTS operator within
three working days from receipt of traffic.

g. Retrieve any single message or group of messages
for both originated and terminated traffic to provide for
retransmission or resubmission.

h. 1Insert the Duplicate sentinel in the content
indicator field of the header format when required by

retransmission procedures.

616-619. Reserved.
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SECTION V

MESSAGE AND TAPE REEL ACCOUNTABILITY

620. Tape Reel Accountability.

a. Each reel of tape presented to the MTTS operator
for transmission will bear a physical tape label containing
the following information:

(1) Reel number.

(2) Number of messages recorded on tape.
(3) Highest transmission precedence used.
(4) Highest security classification used.
(5) Date and time filed.

(6) Tape density.

(7) LMF in which the message(s) are recorded on
the tape.

(8) Beginning and ending station serial numbers.

(9) Time delivered to the MTTS operator for
transmission.

b. Each blank reel of tape furnished the MTTS operator
for mounting on the receive tape transport will bear a
physical tape label on which the following information will
be recorded in the sequence of handling:
(1) A statement that the reel of tape is blank.
(2) Reel number.

(3) Highest classification ever recorded.

(4) Time reel is mounted on the receive tape
transport.

(5) Time reel is removed from the receive tape
transport.

(6) Time reel is delivered to the addressee.

(7) Number of messages on the reel, type of
messages, etc., if known.
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621. Originated Tape Reel Retention. All originated tape
reels will be retained for not less than ten days. The
originated tape reel must be available to furnish retrans-
mission/resubmission service requests.

622. Logging Procedures.

a. The header and EOT printouts furnished the MTTS
operator for both originated and terminated traffic will be
maintained as a station communications record for not less
than 30 days. Other logs recommended for MTTS operation are
the Master Station Log and the Reel Delivery Log.

(1) The Master Station Log should reflect the
current operational status of the terminal equipments and
circuits, and should also reflect equipment/circuit outages
and their causes and the corrective actions initiated.

(2) The Reel Delivery Log will indicate the reel
number and the time delivered to the transmitting operator or
the addressee.

b. The information required by paragraph 620 will be
recorded on the printouts for both originated and terminated
traffic. Stamps may be prepared, which only require the MTTS
operator to insert the pertinent information.

623. Reserved.
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SECTION VI

SERVICE MESSAGE AND TRACER ACTION REQUESTS

624. Procedures.

a. When an MTTS is located on the same base, post,
station, etc., having compound terminal facilities, all
service messages and tracer action requests will be addressed
to the compound terminal in LMF "TT", "TA", "AA", or "AT", if
possible. Otherwise, LMF "SC" or "CC" will be used.

b. Compound terminal operators will deliver all
service messages and tracer action requests immediately to
the MTTS operators, regardless of the message precedence.

¢. Compound terminal operators will prepare and
transmit all service messages and tracer action requests for
the MTTS according to the information furnished by the
requester.

d. MTTS's receiving retransmission requests may
further request the connected ASC to furnish the retrans-
mission providing the message is not more than ten days old.

e. Service messages or tracer actions addressed to a
regional defense organization or foreign nation routing
indicator must contain a format line 4 together with proper
TRC in format lines 2 and 4 of the service message.

f. Service messages requesting retransmission of
magnetic tape messages destined for ultimate delivery to a
routing indicator other than the terminating TCC will be
processed as outlined in Chapter 5, paragraph 546.qg.
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CHAPTER 7

TRANSMISSION RELEASE CODE (TRC)/SPECAT PROCEDURES

701. General.

a. The TRC is a two-letter element which is inserted
in the message heading format in conjunction with the
redundant security character group to indicate authorization
for the transmission of any US DoD message to a regional
defense organization or foreign nation (international
traffic). TRCs are not employed on US to US national traffic
except as indicated below.

b. All messages exiting the AUTODIN system destined
for regional defense organizations or foreign nations will be
checked for proper TRC. Once transmission authorization is
determined by the ASC, the message will be converted to ACP
127 format, and format line 4 overlaid to depict five
redundant security characters vice the three security
characters and two position TRC placed on the message at the
point of origination. Therefore, messages received from the
AUTODIN by the regional defense organization or foreign
nation transfer stations will not contain a TRC.

c. A SPECAT designator is only used on US national
traffic to control messages during the electrical trans-
mission process. This will be accomplished by classmarking
the communications channels over which the message will pass.
The classmarking inhibits the delivery of a SPECAT message to
an unauthorized addressee by means of a comparative validation
check of the SPECAT designator symbol shown in the message
with the SPECAT designators authorized for the channel.

702. Rules Reqgarding Use of Transmission Release Codes (TRCs).

a. The TRC consists of two redundant letters which are
the same as the second letter of the assigned addressee
message routing indicator, except as noted in subparagraph c.
below.

b. The TRC will be assigned by the message
originator’s telecommunications facility. Assignments will
be based on the relationship of the routing indicators to the
regional defense organization or foreign nation activities
contained in the address portion of the message.

c. TRC designators must be listed in alphabetical

sequence to preclude rejection on input by the connected ASC.
TRCs will be assigned in this manner:

7-1 ORIGINAL



JANAP 128(J)

702.c. (Continued)

(1) US Addressees Only. TRCs will not be used on
DoD messages addressed only to US activities. Unclassified
traffic addressed to a US element served by a communications
facility of a regional defense organization or foreign nation
must contain the TRC (based on the routing indicator) of the
regional defense organization or foreign nation providing the
service.

(2) Addressees of One Regional Defense Organization
or Foreign Nation. Messages containing addressees of a
single regional defense organization or foreign nation or a
combination of US addressees and addressees of only a single
regional defense organization or foreign nation, will reflect
the TRC assigned to the regional defense organization or
foreign nation addressee; e.g., a message to a Canadian
addressee and routing indicator would use the TRC "CC".

(3) Addressees of Two Regional Defense Organizations
or Foreign Nations. Messages containing addressees of two
regional defense organizations or foreign nations, or a
combination thereof, with or without US addressees, will
reflect the TRC assigned to each of the regional defense
organization or foreign nation addressees; i.e., the TRC "BC"
would indicate a message addressed and routed to a United
Kingdom and a Canadian addressee. The TRC "BX" would
indicate a message addressed and routed to the United Kingdom
and Italy.

(4) Addressees of More Than Two Regional Defense
Organizations or Foreign Nations. If a message contains more
than two regional defense organizations or foreign nations
addressees, or combinations thereof, multiple transmissions
are required. As an example, a message addressed and routed
to Australia, Canada and NATO would be processed as follows:
The TRC "AC", "AX", or "CX" would be used on one transmission.
The second transmission then would contain the TRC "AA",

"CC", or "XX" as appropriate, dependent on what combination
was employed on the first transmission.

d. TRCs assigned for regional defense organizations

and foreign nations networks exchanging message traffic with
the US are as follows:
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702.d. (Continued)

(1) A - Australia

(2) B - British Commonwealth (less Canada,
RAustralia, and New Zealand).

(3) C - Canada

(4) U -~ United States. Used only on traffic
originated by an Allied/NATO terminal using JANAP 128 format.

(5) X - All traffic destined for the following
regional defense organizations or foreign nations.

(a)
(b)
(c)
(d)
(e)
(f)
(9)
(h)
(1)
(3)
(k)

Belgium

Denmark

France

Germany, Federal Republic of
Greece

Italy

Netherlands

Norway

Portugal

Turkey

NATO

(6) 2 - New Zealand

703. E:amples of Use of TRC.

a. Example of unclassified single address message

destined for Canada:
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b.
destined £

c.
destined f

JANAP 128(J)

(Continued)

PTTUZYUW RUEKJCS0123 2791744-UUCC--RCCPC.
ZNR UUUCC

P 0617302 OCT 92

FM OJCS WASHINGTON DC

TO CANFORCECOM OTTAWA CANADA

BT

TEXT

BT

#0123

NNNN

Example of a classified multiple address message
or the UK and NATO:

PTTCZYUW RUEJDCA0812 2801800-CCBX--RBDIC RXFPA.
ZNY CCCBX

P 0717592 OCT 92

FM DISA WASHINGTON DC
TO RBDIC/MODUK
RXFPA/SHAPE

BT

TEXT

BT

#0812

NNNN

Example of a classified multiple address message
or more than two regional defense organizations or

foreign nations (NATO, UK, CAN) which requires two trans-

missions:

(1)

RTTSZYUW RUEFHQA9871 2801754-SSBX--RXFAC RBDIC.
ZNY SSSBX

R 071750z oCT 92

FM CSAF WASHINGTON DC

TO RXFAC/SACEUR

RBDIC/MODUK

RCCPC/CANFORCECOM OTTAWA CANADA
BT

TEXT

BT

#9871

NNNN
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(Continued)

RTTSZUYW RUEFHQAS9872 2801754-SSCC--RCCPC.
ZNY SSSCC

R 071750Z OCT 92

FM CSAF WASHINGTON DC

TO RXFAC/SACEUR

RBDIC/MODUK

RCCPC/CANFORCECOM OTTAWA CANADA
BT

TEXT

#9872

NNNN

Example of a classified multiple address message

destined for Denmark and Germany:

e.

PTTCZYUW RUEKAAA6768 3351800-CCXX~--RDFAB RGFGA.
ZNY CCCXX

P 011746Z DEC 92

FM OJCS WASHINGTON DC
TO RDFAB/MOD DE
RGFGA/MOD GE

BT

TEXT

BT

#6768

NNNN

Example of unclassified message destined for a US

activity served by a communications center of a regional
defense organization or foreign nation:

RTTUZYUW RUWJHRA1616 2820420-UUXX--RGFDKJA.
ZNR UUUXX

R 090415Z OCT 92

FM CDRUSAISC FT HUACHUCA AZ

TO CDR552DARTYGP SOEGEL GE

BT

TEXT

BT

#1616

NNNN

NOTE: TRC authorized only on unclassified US national
messages when the serving routing indicator is other
than US.

f.

Example of a CONFIDENTIAL message destined for a

Canadian addressee:
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703.f. (Continued)

RTTCZYUW RUEAUSA1842 2811925-CCCC--RCCPC.
ZNY CCccCcC

R 081924z oOCT 92

FM DA WASHINGTON DC

TO CANFORCECOM OTTAWA CANADA

BT

TEXT

BT

#1842

NNNN

NOTE: In this instance the message would appear as a
US CONFIDENTIAL message. However, AUTODIN software
compensates for this and proper TRC checks are made.

g. In the AUTODIN, validation of the TRC against
addressee routing indicator would be made both at the input
ASC and the ASC serving the designated transfer point for
output. If a mismatch exists, the message would be rejected
and the originating station notified (See Chapter 3,
paragraph 329).

704. Rules Regarding Data Transmissions.

a. All traffic originated by a US DoD activity
employing the LMFs "CC", "BB", "DD", and "II" which is
addressed and/or routed to a regional defense organization or
foreign nation must contain a format line 4 with a TRC
appearing in format lines 2 and 4. Messages not containing
the proper release code will be rejected on input by the
AUTODIN switch.

b. Multiple address traffic (a mixture of US or
regional defense organization or foreign nation addressees
and/or routing indicators) must also contain the proper TRC
and format line 4. Two tranmissions are required if the
message is addressed and/or routed to more than two regional
defense organizations or foreign nations addressees, or
combinations thereof (See paragraph 702.b.(4)).

(1) Example of a single address card message
destined for Australia:

RCCCDAAA RUEOFBA1646 1741715 0050-CCAA--RAMQC.
ZNY CCCaa

TEXT ~ 47 CARDS

RCCCDAAA RUEOFBA1646 1741715 0050-CCAA NNNN
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704.b. (Continued)

(2) Example of a multiple address message destined
for MATO and the US:

RCCUDAAA RUEOJBA1898 3371747 0050-UUXX--RUEBAFA
RXPAC.

ZNR UUUXX

TEXT - 47 CARDS

RCCUDAAA RUEOJBA1898 3371747 0050-UUXX NNNN

705. Rules Regarding Use of SPECAT Designator and Special
Handling Designator (SHD).

a. Messages will indicate the true security in format
lines 2 and 4. 1In addition, the appropriate SPECAT desig-
nator or SHD repeated five times, preceded by an oblique (/)
will immediately follow the security characters appearing in
format line 4.

b. The SPECAT designator "A" will be used on those
SPECAT messages designated as SIOP-ESI. All other SPECAT
messages will use the designator "B".

c. The SPECAT designators "A" and "B" will only be
used in conjunction with the SPECAT designated routing
indicators listed in ACP 117 CAN-US SUPP-1, ACP 117 US
SUPP-2, and/or ACP 117 US SUPP-4. Examples of the use of
SPECAT for narrative traffic follows:

(1) Example of a SPECAT SIOP-ESI message at a TOP
SECRET security level:

OTTTZYUW RUEKJCS1676 3370650-TTTT--RUEFHQA.
ZNY TTTTT/AAAAA

O 030559Z DEC 92

FM OJCS WASHINGTON DC

TO HQ USAF WASHINGTON DC

BT

TEXT

BT

#1676

NNNN
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705.c. (Continued)

(2) Example of a SPECAT message other than SIOP at
a CONFIDENTIAL security level:

PTTCZYUW RUEJDCA7684 3361848-CCCC--RUFTECY.
ZNY CCCCC/BBBBB

P 021845% DEC 92

FM DISA WASHINGTON DC

TO DISA EUR VAIHINGEN GE

BT

TEXT

BT

#7684

NNNN

d. The SHD "F" will only be used on U.S. originated
classified messages addressed to activities of the United
Kingdom that contain the designation US-UK EYES ONLY. In
addition, the ON-LINE special routing indicator "RBOYST" will
be used on messages of the type indicated above addressed to
a UK activity. Multiple address messages of the type indi-
cated addressed to a UK activity and another nation may be
sent ON-LINE to the UK, but must be handled in accordance
with the general instructions outlined in ACP 117 CAN US
SUPP-1 for the remaining nation. Examples of a narrative
traffic that must be routed to "RBYOST":

(1) Example of a US originated message requiring
SHD, all classifications are permissible:

RTTSZYUW RUEFHQA0002 0950001-SSBB--RBOYST.
ZNY SSSBB/FFFFF

R 0500012 APR 92

FM HQ USAF WASHINGTON DC

TO MODUK

BT

TEXT

BT

#0002

NNNN

(2) Example of a US originated TOP SECRET message
without SHD:
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705.4.(2) (Continued)

PTTTZYUW RUEFHQA0001 0942359-TTBB--RBOYST.
ZNY TTTBB

P 042359Z APR 92

FM HQ USAF WASHINGTON DC

TO MODUK

BT

TEXT

BT

#0001

NNNN

e. The designator "L" will only be used on US
originated classified traffic addressed to NATO activities
and member nations that contain the SHD "ATOMAL". Those NATO
activities capable of receiving "ATOMAL" traffic on-line are
shown in ACP 117 CAN-US SUPP-1. Multiple address messages of
the type indicated, addressed to another NATO command or
member nation that does not have this capability, must be
handled in accordance with the general instructions outlined
in ACP 117 CAN-US SUPP-1 for the remaining NATO activity or
nation. Examples of the use of the SHD "L" and a TOP SECRET
narrative message follow.

(1) Example of a US originated message requiring
the SHD "L". All classifications are permissible.

RTTSZYUW RUENAAA1656 3051530-SSXX--RXFNB.
ZNY SSSXX/LLLLL

R 0115152 NOV 92

FM CNO WASHINGTON DC

TO CINCNORTH KOLSAAS NO

BT

TEXT

BT

#1656

NNNN

(2) Example of a US originated TOP SECRET message
without SHD:
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705.e.(2)

OTTZYUW RUENAAA1657 3051545-TTXX~~-RXFNB.
ZNY TTTXX

O 011514z NOV 92

FM CNO WASHINGTON DC

TO CINCNORTH KOLSAAS NO

BT

TEXT

BT

#1657

NNNN

f. The designator "P" will only be used on
US-originated classified traffic addressed to NATO activities
and NATO member nations that contain the special handling
designation exclusive. Those NATO activities capable of
receiving exclusive traffic on-line are shown in ACP 117 CAN
US SUPP-1. Messages marked exclusive are to be delivered
only to person(s) whose name(s) or designation(s) appear(s)
immnediately following the "EXCLUSIVE", or in the absence
of the person(s) so addressed, to the person(s) authorized
representative. These messages must be handled, only by
specially designated personnel, in accordance with the
procedures defined by the appropriate operating agency
agencies. All classifications are permissible. An example
of a US-originated message requiring the SHD "P" follows:

RTTSZYUW RUENAAA1405 1501630-SSXX--RXFNB.
ZNY SSSXX/pPPPPP

R 291600Z MAY 92

FM CNO WASHINGTON DC

TO CINCNORTH KOLSAAS NO

BT

TEST

BT

#1405

NNNN

g. The designator "Y" will only be used on US-originated
classified traffic addressed to NATO activities and NATO
member nations that contain the special handling designation
cryptosecurity. Those NATO activitijes capable of receiving
cryptosecurity traffic on-line are shown in ACP 117 CAN Uus
SUPP-1. Multiple address messages of the type indicated,
addressed to another NATO command or member nation that does
not have this capability, must be handled in accordance with
the general instructions outlined in ACP 117 CAN US SuppP-1
for the remaining NATO activity or nation. All classifi-
cations are permissble. An example of a US-originated
message requiring the SHD "Y" follows:
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705.9g. (Continued)

RTTSZYUW RUENAAA1406 1501650-SSXX-RXFNB.
ZNY SSSXX/YYYYY

R 2416052 MAY 92

FM CNO WASHINGTON DC

TO CINCNORTH KOLSAAS NO

BT

TEXT

BT

#1406

NNNN

h. The NATO special handling designations (including
ATOMAL, CRYPTOSECURITY or EXCLUSIVE) are not solely for US
use. Messages bearing these designations will be handled in
accordance with the appropriate cryptographic or
administrative instructions.

i. Data traffic utilizing the LMFs "CC", "BB", "DD",
and "II" that is designated SPECAT, must contain a format
line 4.

j. Example of a SPECAT SIOP-ESI message being sent
with LMF "CC":

RCCTDABA RUEBAFA1264 3451400 0050-TTTT-~RUELPFA.
ZNY TTTTT/AAAAA
TEXT - 47 CARDS
RCCTDABA RUEBAFA1264 3451400 0050-TTTT NNNN
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CHAPTER 8

OPERATING PROCEDURES FOR QUERY/RESPONSE (Q/R) SERVICE

801. General. OQuery/response (Q/R) service provides
subscribers utilizing the Defense Communications System
Automatic Digital Network (DCS AUTODIN) with the capability
to transmit short inquiries to a central computer or other
terminal facilities, also connected to the system, and to
receive responses to those inquiries, for the purpose of
rapid exchange of data.

802. Operating Procedure. Operating procedures for Q/R
service have been simplified for use by personnel with a
minimum amount of communications operating experience. This
chapter provides these operating procedures.

803. Concept of Operation. AUTODIN provides a Q/R service
whereby specially designated Q/R terminals or Hosts may input
a query or response message (abbreviated header, followed by
text and EOM sequence). The ASC will recognize the query or
response on input and convert the abbreviated Q/R header to a
standard JANAP 128 message header to permit the query or
response to transit the AUTODIN. ASC output of Q/R
originated messages to Q/R terminals or Hosts will have the
standard JANAP 128 message header stripped and replaced by
the abbreviated Q/R header prior to delivery of the query or
response. Queries and responses may also be addressed to
non-Q/R terminals or Hosts. The procedures and formats to be
used are described in this chapter.

804. Definition of Unique Terms Used for Query/Response

(Q/R) Service.

a. System Generated Header. The JANAP 128 format
message header generated by the ASC based on the abbreviated
header received from a Q/R terminal or Host. If the input is
from a Q/R terminal, part of the System Generated header may
be derived from pre-stored information.

b. Prestored Header. The message header information
contained in the ASC tables for a Q/R terminal. This
information is based on the user activity’s requirement and,
unless the terminal enters exceptions for specific fields, is
used to construct the System Generated Header.
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804. (Continued)

C. Query/Response (Q/R) Terminal. A directly
connected AUTODIN terminal restricted to the Q/R operating
mode. The Q/R Terminal can send messages only in the
abbreviated Q/R format. Q/R messages will be received in
abbreviated Q/R format; non-Q/R messages will be received in
JANAP 128 format. A Q/R Terminal may be Mode I, Mode II or
Mode V.

d. Query/Response (Q/R) Host. A directly connected
AUTODIN terminal capable of transmitting to the ASC in either
the Q/R mode with an abbreviated header or in JANAP 128
format. A Q/R Host must be Mode I. There are two types of
hosts, based on the manner in which they receive Q/R traffic.
These are:

(1) Normal Host. A normal Q/R Host receives Q/R
messages in abbreviated header format. Non-Q/R messages are
received in JANAP 128 format.

(2) Special Purpose Q/R Host or "Limited Host". A
Special Purpose or "Limited” Q/R Host receives all messages,
Q/R and non-Q/R, in JANAP 128 format.

e. Straggler Validation. Option chosen when the
terminal is established based on user requirements.

805. Security Operating Rules.

a. Required security protection will be afforded all
classified queries and responses through the DCS AUTODIN.

b. As each query or response is transmitted by an
originating Q/R Terminal or Host, the ASC will automatically
check and compare its security classification with that
authorized for the channel. TRC codes must be used whenever
a non-US activity is an addressee of a query or response.

TRC codes are not stored in the Prestored Header and must be
specified each time they are required. For Q/R terminals,
valid classifications other than the prestored classifi-
cations may be assigned queries and responses through
utilization of the exception field of the Q/R header provided
the classification does not exceed the security authorized
for the originator or the recipient. The ASC will
automatically check the security classification, whether
prestored or contained in the Q/R header as an exception
field, against the security classification of each addressee.
A security mismatch will occur for each addressee that does
not possess the necessary security level.
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c. If a security mismatch is detected by the
originating terminal or Host ASC, the following methods are
employed to request reprotection of the query or response to
the undelivered addressee:

(1) For the single call query or response, the ASC
will reject the query or response. A service message will be
received by the Terminal or Host.

(2) If the Q/R is from a Host and is multiple call
with no deliverable destinations due to security mismatch,
the ASC will reject the response. A service message will be
received by the originating Q/R Host.

(3) If the Q/R is from a Host and is multiple call
with at least one deliverable destination, the ASC will
accept the Q/R and make delivery to all valid destinations.

A service message will be transmitted to the originating Q/R
Host advising to reprotect for the addressee(s) unacceptable
due to security mismatch.

d. If a security mismatch is detected by a distant
ASC, an automatic system-generated service message is
transmitted to the originating Q/R Terminal or Host advising
to reprotect for the addressee(s) unacceptable due to
security mismatch. This method of protection is employed for
both single and multiple call queries and responses.

806. Security Rules. The DCS AUTODIN will ensure that the
security protection features outlined in paragraph 805 are
accomplished. Q/R customers must provide adequate protection
methods to prevent intrusion into their data files by illegal
means.

807. Terminal and Host Operational Modes.

a. Terminal Operational Modes. Four methods of
channel operation are available in AUTODIN for Q/R Terminals.

(1) Mode 1I.

(a) Mode I - Non-ETR (Effective Transmission
Rate). A full duplex operation with automatic error and
channel controls allowing independent and simultaneous
two-way operation. Non-ETR operates in either block-by-block
or continuous mode.
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(b) Mode I -~ ETR. A full-duplex operation
with automatic error and channel controls allowing
independent and simultaneous two-way operation. ETR Mode I
operates in block-by-block or continuous mode. Four digit
channel sequence numbers are required when utilizing the Q/R
ETR feature.

(2) Mode II. A full-duplex operation, normally
associated with teletypewriter equipment, allowing independent
and simultaneous two-way operation. There are no automatic
error and channel controls; message accountability is
maintained through channel sequence numbers and service
message actions.

(3) Mode V. A full-duplex operation, normally
associated with teletypewriter equipment, allowing
independent and simultaneous two-way operation. Message
accountability is maintained through channel sequence numbers
with automatic response through use of control characters by
the distant terminal or switching center.

b. Host Operational Modes. All Q/R Hosts, normal and
special purpose, must operate in Mode T (ETR or non-ETR).

c. Q/R Message Media. Q/R Terminals and Hosts can
originate and receive queries and/or responses in either
teletypewriter or card media. Teletypewriter operation may
be in either 5-level (ITA2/Baudot) or in 8-level (ASCITI) as
determined by terminal equipment. Magnetic tape messages
(See Chapter 6) may not be transmitted by Q/R Terminals and
may not be transmitted by Q/R Hosts with an abbreviated
format. A Q/R Host may originate magnetic tape messages
using standard JANAP 128 format.

d. Query/Response (Q/R) and Sequential Delivery
Service. (/R Hosts may be classmarked for sequential
delivery service in addition to Q/R service. NOTE: See
Chapter 9 for SDS (Sequential Delivery Service) procedures.

80¢. Routing.

a. Q/R Terminal Routing Indicators. Q/R Terminals are
authorized to designate a maximum of six prestored routing
indicators within CONUS and twenty-six overseas, however,
only one routing indicator is used per message. One routing
indicator will be the Q/R Host to whom Q/R messages are
normally addresssed (prestored RI). The optional
(designated) routing indicators may be used to address other
AUTODIN subscribers. If a message is to be transmitted to
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other than the Q/R Host indicated by the prestored RI, the
Q/R Terminal may select an optional addressee RI by use of
the appropriate two character combination "RX", where "X" is
an alphabetic character. A-Y (Overseas) and A-E (CONUS).
These combinations and the matching addressee RIs are chosen
when the Q/R Terminal becomes an AUTODIN subscriber. The
two-letter combination "RZ" will be used by the Q/R Terminals
to communicate with their respective ASC Traffic Service
Sections (TSS), and "ZZ" will be used to self-address
queries, responses, or test messages. Use of the optional,
TSS, or self-address routing indicators requires using the
exception method to address the query, response, or test
message.

b. Collective Routing Indicators (CRIs). Q/R
Terminals and Hosts will not normally transmit a collective
routing indicator into the system; use of a CRI must be
specifically authorized (See Chapter 3, Section II).

Stations authorized to originate collective messages are
listed in ACP 117 CAN-US SUPP-1, Section V. Q/R Terminals
and Hosts receiving a message bearing a CRI shall interpret
the message as addressed directly to them for distribution as
required; they will not reintroduce messages bearing a CRI
into the system.

809. Operating Procedures and Formats. The following rules
apply to the preparation and receipt of queries and
responses:

a. The query or response header must be accurately
prepared without corrections. Backspacing, lettering out,
doublespacing, the use of two or more figures or letters
functions in sequence or the use of lower case ASCII
characters within the query or response header will cause the
ASC to reject the query or response during attempted
transmission from the originating Q/R Terminal or Host.

b. All queries or responses originated by Q/R
Terminals will be single call transactions.

C. Queries or responses originated by Q/R Hosts may be
single or multiple call transactions. When the abbreviated
Q/R format is employed, complete RIs will be used; a maximum
of four RIs is permitted in each query or response.

d. Queries or responses containing more than 500 cards

or 40,000 characters will be transmitted as two or more
queries or responses.
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e. The format for the text is the responsibility of
the sender. The recipient of the query or response is
responsible for identifying the textual portion. The ASC
will not perform this identification. Q/R customers must
provide adequate protection methods to prevent intrusion into
their data files by illegal means.

f. Queries and responses are composed of three parts.
Part one is the header, part two the text, and part three the
EOMS. The following paragraphs will address the procedures
and formats to be used by Q/R Terminals and Hosts when
intiating queries and responses.

g. The use of ASCII paper tape media is illustrated in
this chapter. The same formats are used for card media,
except the machine functions will not be present in cards
(carriage return, line feed). The NNNN must appear in
Columns 77-80 of the EOT card and optional straggler number
in colums 17-20; text Q/R data will not be placed in the EOT
card. Appropriate letter and figure functions must be
included on ITA-2 queries and responses.

h. The formats that Q/R Terminals, Q/R Hosts, and
special purpose Q/R Hosts are capable of handling are
explained in paragraph 815.

i. Non-Q/R messages will be delivered to Q/R Hosts and
Terminals in JANAP 128 format.

(1) ©Q/R Terminal Elements and Formats - Mode I
Non-ETR, Without TI Line. Normal query or response to
predetermlned RI, using the pre-stored header information;
i.e., where no exceptions are required.

(a) Mode I non-ETR Q/R Terminals will
construct a Q/R preamble which consists of the sequence "QX"
where "Q" identifies the message as either query or response
and "X" is any alphabetic character, followed by a three-
digit sequence number. The Originating Station Routing
Indicator (OSRI) of the JANAP 128 header generated by AUTOIL'IN
will have its seventh letter set to this alphabetic character
"X". The sequence number will be converted by the ASC to a
four position Originating Station Serial Number in the System
Generated Header by insertion of a leading zero. No
extraneous characters may appear in the abbreviated header
input by the Q/R Terminal. The message destination is
determined by the predetermined RI contained in the Prestored
Header at the ASC.
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(b) After the Q/R preamble sequence described
in subparagraph (1)(a), the text is inserted.

(c) To end the transaction, two carriage
returns (2CRs), eight line feeds (8LF), and NNNN will be
used. This will indicate to the ASC that the query or
response is complete.

(d) An example of this format follows:

Elements End of Line Functions
QX123 (2CR) (1LF)

TEXT (NEW LINEBLOCK) (2CR) (1LF)

#0123 (2CR) (8LF)
- NNNN

Explanation:

QX = Q = Identification of message as a query or
response.
X = May be any alphabetic character. The OSRI

generated by AUTODIN will have its seventh
letter set to this alphabetic character.

123 = Sequence number of query or response.

TEXT = Actual intelligence of query or response.
Must begin in new lineblock.

# = Straggler sentinel.

0123 = Optional straggler number, required if
specified when terminal activated.

NNNN = Identification of end of query or response.

(2) Q/R Terminal Elements and Formats - Mode I
Non-ETR with TI LINE. Normal query or response to
predetermlned RI.

(a) Mode I non-ETR Q/R Terminals which use TI
lines will construct a header which consists of the letter
"C", the TI sequence (channel idontifier derived from the
last three letters of the OSRI), a three position sequence
number followed by the letter "Q". No intervening spaces
will appear in the header. This format will indicate to the
ASC that the message destination is determined by the
predetermined RI contained in the Prestored Header at the
ASC.

(b) After the start-of-message sequence
described above, the text is inserted.
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(c) To end the transaction, two carriage
returns (2CRs), eight line feeds (8LF), and NNNN will be
used. This will indicate to the ASC that the query or
response is complete.

(d) An example of the format follows:

Elements End of Line Functions

CABC123Q (2CR) (1LF)

TEXT (NEW LINEBLOCK) (2CR) (1LF)

#0123 (2CR) (8LF)

NNNN

Explanation:

c = Required character.

ABC = Channel identifier.

123 = Channel sequence number of query or response.

o] = Identification of message as a query or
response.

TEXT = Actual intelligence of query or response.
Must begin in new lineblock.

# = Straggler sentinel.

0123 = Optional straggler number, required if
specified when terminal activated.

NNNN = Identification of end of query or response.

(3) ©Q/R Terminal Elements and Formats - Mode I
ETR. Normal query or response to predetermined RI.

(a) Mode I ETR Q/R Terminals will construct a
header which consists of the letter "C", the TI sequence
(channel identifier derived from the last three letters of
the OSRI, and a four-position sequence number), followed by
the letter "Q". No intervening spaces will appear in the
header. This format will indicate to the ASC that the
message destination is determined by the predetermined

routing indicator in the Prestored Header of the ASC.

(b) After the start-of-message sequence
described above, the text is inserted.
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(c) To end the transaction, two carriage
returns (2CRs), eight line feeds (8LF), and NNNN will be
used. This will indicate to the ASC that the query or
response is complete.

(d) An example of the format follows:

Elements End of Line Functions

CABC0123Q (2CR) (1LF)

TEXT (NEW LINEBLOCK) (2CR) (1LF)

#0123 (2CR) (8LF)

NNNN

Explanation:

C = Required character.

ABC = Channel identifier.

0123 = Sequence number of query or response.

0 = Identification of message as a query or
response.

TEXT = Actual intelligence of query or response. Must
begin a new lineblock.

# = Straggler sentinel.

0123 = Optional straggler number, required if
specified when terminal activated.

NNNN = Identification of end of query or response.

(4) Q/R Terminal Elements and Formats - Modes II
and V. Normal query or response to predetermined RI.

(a) Modes II and V Q/R Terminals will
construct a header which consists of the start-of-message
sequence "VZCZIC", the TI sequence (channel identifier derived
from the last three letters of the OSRI, and three-digit
number indicating the channel sequence number of the
transmission), followed by the letter "Q". No intervening
spaces will appear in the header. The letter "V" is not
required for valid SOMS, but is desirable to insure against
loss of the following character. The three-digit sequential
numbers are numbered consecutively from 001 through 000
(1000). The sequential number will be converted to a
four-position number in the System Generated Header; e.g.,
"123" to "0123". The format will indicate to the ASC that
the message destination is determined by the predetermined RI
contained in the Prestored Header held at the ASC.

(b) After the start of the query or response
sequence described above, the text is inserted.
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(c)

To end the transaction, two carriage

returns (2CRs), eight line feeds (8LF), and NNNN will be
used. This will indicate to the ASC that the query or
response is completed.

(d) An example of the format follows:

Elements End of Line Functions

VZCZCAAA123Q (2CR) (1LF)

TEXT (2CR) (1LF)

#0123 (2CR) (8LF)

NNNN

Explanation:

v = Character to insure against loss of first SOMS
character.

ZCzZC = Indication of start of query or response.

AAR = Channel identifier.

123 = Channel sequence number.

Q = Identification of message as a query or
response.

TEXT = Actual intelligence of query or response.

# = Straggler sentinel.

0123 = Optional straggler number. Required if
specified when terminal activated.

NNNN = Identification of end of query or response.

(e)

Upon receipt of a Q/R message from a Mode

IT Q/R Terminal, the ASC will send an acknowledge message to
the terminal. An example of the acknowledge message follows:

ZCZCAAR431

OTTUZYVW RUEBCSD1636 1461331-UUUU--RUEBQRI.

ZNR UUUUU

UNCLAS SVC R O AAA123 RUEBQRIO123 1461331

#1636
NNNN

(5) OQO/R Host Elements and Formats - Mode I.

(2)

When using the abbreviated Q/R format,

the Q/R Host will specify all fields; i.e., precedence,
security, CIC, and destination RI, on every query or response
originated. The Q/R Host is required to use the complete RIs
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of the terminals or hosts to which the query or response is
addressed; Q/R Hosts are limited to a maximum of four RIs per
query or response. The EOMS or EOT card is the same as that
for Q/R Terminals.

(b) An example of Q/R Host Mode I non-ETR
without TI lines abbreviated Q/R format (multiple routing)
follows:

Elements End of LIne Functions
PX123 P SSSSS ZYUW RUEBCSA RUWTCSA. (2CR) (1LF)

TEXT (NEW LINEBLOCKS) (2CR) (1LF)
#0123 (2CR) (8LF)

NNNN

- Explanation:

Q = Identification of the message as a query or
response.
X = (May be any alphabetic character). The OSRI

generated by AUTODIN will have its seventh
letter set to equal the alphabetic character
in this position.

123 = Sequence number of query or response which
will be converted to a four-position number in
the System Generated Header; e.g., "123" to
"0123".

P = Precedence

SSSSS = Security level (may include TRC Code; e.g.,
SSSAA where SSS = security and AA = TRC).

ZYUW = CIC.

RUEBCSA RUWTCSA = Routing indicators of called stations.
. = End of routing signal; a period is required to
establish end of routing.

TEXT = Actual intelligence of query or response. Must
begin in new lineblock.

# = Straggler sentinel.

0123 = Optional straggler nurber, required if
specified when terminal activated.

NNNN = Identification of end of query or response.
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NOTE: A Q/R Host (or Terminal) Mode I non-ETR without
TI line can identify backside users by assigning an alphabetic
character to the second position of the abbreviated Q/R
header; such as QB123 vice QX123. The ASC builds the
standard JANAP 128 message header from the abbreviated Q/R
header. Therefore, Q/R messages delivered to a Q/R Host or
Terminal may contain any alphabetic character in the seventh
position of the originating station RI, as prescribed by the
originating Q/R Host or Terminal (Mode I non-ETR without TI
line).

(c) An example of Q/R Host Mode I non-ETR
with TI lines abbreviated Q/R format (multiple routing)
follows:

Elements End of Line Functions

‘CABC123Q P SSSSS ZYUW RUEBCSA RUEBQYA. (2CR) (1LF)

TEXT (NEW LINEBLOCKS) (2CR) (1LF)

#0123 (2CR) (8LF)

NNNN

Explanation:

C = Required Character.

ABC = Channel identifier.

123 = Channel sequence number of query or response.

Q = Identification of message as a query or
response.

P = Precedence.

SSSSS = Security level (may include TRC code; e.qg.,
SSSAA where SSS = security and AA = TRC).

ZYUW = CIC.

RUEBCSA RUEBQYA = Routing indicators of called stations.
. = End of routing signal; a period is required to
establish end of routing.

TEXT = Actual intelligence of query or response. Must
begin in new lineblock.

# = Straggler sentinel.

0123 = Optional straggler number, required if
specified when terminal activated.

NNNN = Identification of end of query or response.

(d) An example of Q/R Host Mode I ETR
abbreviated Q/R format (multiple routing) follows:
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Elements End of Line Functions

CABC0123Q P SSSSS ZYUW RUEBCSA RUEBQYA. (2CR) (1LF)

TEXT (NEW LINEBLOCK) (2CR) (1LF)
$0123 - (2CR) (8BLF)
NNNN
Explanation:
o} = Required character.
- .ABC = Channel identifier.
0123 = Sequence number ‘of query or response.
Qe = Identification of message as a query or
R response. -
P . = Precedence
SSSS = Security level (may include TRC code; e.g.,
SSSAA where SSS = security and AA = TRC).
- ZYUW = CIC.

RUEBCSA RUEBQYA = Routing indicators of called stations.
. End of routing signal; a period is required to
establish end of routing.

TEXT = Actual intelligence of query or response. Must
begin in new lineblock.

# = Straggler sentinal.

0123 = Optional straggler ntmber, required if
specified when terminal activated.

NNNN = Identification of end of query or response.

(6) Special purpose Q/R Host Elements and Formats.
Special purpose Q/R Hosts will use the same formats as
specified for Q/R Hosts for originated query or response
messages.

810. Prestored Header.

a. A terminal whose input channel is authorized for
Q/R will have a prestored header in the ASC program that
contains validated information pertinent to generating a
standard JANAP 128 message header (System Generated Header).
The System Generated Header is used for internal processing
within the AUTODIN system. Each element of the header is
described in the sequence in which it appears. Fields which
can be changed by the exception method are identified. Q/R
Hosts do not have a Prestored Header at the ASC; they must
use the standard JANAP 128 format, or the abbreviated format
by using all of the exception flelds on each query or
response originated.
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b. An example of a standard JANAP 128 header format
follows:

OCAUZYUW RUEBAAA(O123 1110001 MTMS—hUUU-RUEBQAA.
(1) Precedence (Position 1).

(a) Four categories of precedence are
prescribed in ACP 121 US SUPP-1. The four prosigns
authorized for use are:

oz FLASH

0 IMMEDIATE

. P.  PRIORITY
R ROUTINE

(b} In addition to the four prosigns above,
the letter "Y" (emergency command precedence) may be used by
Q/R Terminals and Hosts on certain time-sensitive command
control emergency action messages providing prior approval is
obtained from the JCS.

(c) The precedence level will be assigned by
the Q/R Terminal will be placed in the Prestored Header held
at the ASC. The precedence will remdin constant unless the
exception field is used, in which case it is changed in the
System Generated Header for one message only.

¢. Languaqe Media Format (LMF) (Positions 2 and 3).
The input LMF contained 1ln the Prestored Header held at the
ASC wlll be based on the characteristics of the line. The
output LMF will always be "A" for ASCII.

d. Classification (Position 4).
(1) The security classification or special

handling to be afforded is indicated by the appropriate
designator from the list below:

T TOP SECRET

S SECRET

Cc CONFIDENTIAL

E UNCLASSIFIED E F T O
U UNCLASSIFIED
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(2) The normal security of queries or responses
will be that security designated for storage in the Prestored
Header held at the ASC for the input host or terminal. The
stored security will be selected from those levels indicated
above. The security level will remain constant unless the
exception field is used, in which case it is changed in the
System Generated Header for one message only.

e. Content Indicator Code (CIC) or Communications
Action Identifier (Positions 5 through 8). The CIC or
communications action identifier consists of four
alphabetical characters. The designated CIC for each Q/R
Terminal will be in the Prestored Header held at the ASC and
called out for use in the System Generated Header.. The
appropriate CIC or communications'action idéntifier will be
selected from Annex B. CICs beginning with the letter "R"
will not be selected. The CIC will remain constant unless
the exception field is used, in which case it is changed in
the System Generated Header for one message only.

f. Separator (Position 9). A separator (space) will
be in this field. '

g. Originator (Positions 10 through 16). The
prestored RI of the OSRI will be placed in this field.

h. Originating Station Serial Number (OSSN) (Positions
17 through 20). O0SSNs in the System Generated Header are
based on the sequence number contained in the query or
response. Except for Mode I ETR (which use a 4-digit CSN), a
zero will be placed in the first position of the OSSN by the
ASC so that a four-position OSSN will appear in the System
Generated Header.

i. Separator (Position 21). A separator (space) will
be in this field.

j. Date (Positions 22 through 24). The Julian date is
the date on which the query or response was generated by the
Q/R Terminal. The first day of the calendar year is Julian
001, and each day is numbered consecutively thereafter. The
ASC will place this date in the System Generated Header. The
date is based on the start of the query or response into the
ASC. :
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k. Time Filed (Positions 25 through 28). The time
filed is the time (Greenwich Mean Time (GMT)) the query or
response was entered into the ASC. Each filing time will
contain four numbers and be placed into the System Generated

Header by the ASC.

l. Separator (Position 29). A separator (space) will
be in this field.

m. Record Count (Positions 30 through 33). The ASC
will insert the alphabetic characters "MTMS® in this field
for card media queries or responses. The record count field
is not present in queries or response originated in the
teletypewriter media.

n. Classification Redundancy (Positions 34 through
38). Position 34 will be filled with a hyphen (-) as a
sentinel. For security reasons, the classification
designator in position 4 will be repeated in positions 35
through 38. Use of the exception security field in the query
response header will cause this field to change accordingly
in the System Generated Header.

©. Routing (Positions 39 through 48). The positions
reserved for routing are composed of #hree sections: the
start-of-routing signal, the address routing indicator, and
the end-of-routing signal.

(1) Start-of-Routing Signal. This signal consists
of two consecutive hyphens (--) and will always precede the
called RI.

(2) Address Routing Indicator. The called
(predesignated) RI is listed immediately following the
start-of-routing signal. The routing field will remain
constant unless the exception field is used and then one of
the optional, TSS, or self-addressed RIs may be employed.

(3) End-of-Routing_Signal. The end-of-routing
signal consists of a period (.) immediately following the RI.
NOTE: The position numbers cited herein are used in
association with the example only. Actual positions numbers
will vary depending on the source media used (card or paper
tape).

pP. In addition to building a standard JANAP 128
message header for internal processing within the AUTODIN,
the ASC will build a format line 4. The format line 4 will
agree with the security field of the message header; e.gq.,

8-16 ORIGINAL



JANAP 128(J)

810.p. (Continued)

ZNR UUUUU, or ZNY XXXXX, where X = appropriate security
classification other than UNCLAS; e.g., TTTTT, SSSSS, CCCCC,
or EEEEE. This format line 4 will not be output unless the
query is output in standard (non-Q/R) JANAP 128 format.

g. ASC Output Formats. Output formats will be
determined by the ASC based on the type of Q/R Terminal or
Host being serviced.

(1) An example of an ASC output format for a Q/R
Terminal or Standard Host (when the query or response was
originally input in abbreviated format) follows:

PQ RUEBAAAO0123 SSSSS CICC ZFD RUEBQRI

Explanation:

P = Precedence

Q = Identification of message as a query or
response.

RUEBAAA = OSRI built from the input query or response.

The seventh character of the OSRI may be any
alphabetic character selected by the
transmitting terminal or host.

0123 = OSSN built from thf¥ input query or response.

SSSSS = Security level selected by input query or
response (may include the TRC code, e.g.,
SSSAA, where SSS = security and AA = TRC).

CIcCC = Content indicator code selected by input
query or response.

ZFD = Indicator used to identify query or response
as a suspected duplicate.

RUEBQRI = RI of destination station.

(2) For a Q/R Host or Q/R Terminal (when a message

was originally input in standard JANAP 128 format) or a
special purpose Q/R Host, the ASC output query or response
will be in standard JANAP 128 format.

r. Q/R Using "Exception" Method. Certain areas of the
Prestored Header may be changed by the Q/R Terminal. The
four fields of the Prestored Header that may be changed are
the precedence, routing, security, and CIC fields. It is not
necessary to use any exception field other than that which is
to be changed. Use of an exception field will be for that
query or response only. All Q/R Terminals must be able to
use the precedence and "RZ" or "ZZ" routing exception
technique. Following are examples of how the exception
method will be employed; the machine functions previously
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810.r. (Continued)
described are applicable when using the exception formats.
(1) Examples of Precedence Change.

Modes II and V Mode I Non-ETR Without TI Lines

VZCZCAAA123Q P QX123 p
TEXT TEXT (NEW LINEBLOCK)
NNNN NNNN

!, *
Mode I ETR Mode I Non-ETR With TI Lines i
CAAA0123Q P CAARI23Q P ‘
TEXT‘(NEW LINEBLOCK) TEXT (NEW LINEBLOCK) ’ !ﬂ
NNNN - NNNN ' : : )

The letter "Q" or the Seéquence number is followed by a space
and the letter "P", which causes the ASC to deliver the query
at a priority precedence vice the precedence assigned in the
normal Prestored Header.

(2) Examples of Routing Change.

Modes II and V Mode I Non-ETR Without TI Lines
VZCZCAAA123Q RC 0X123 RC

TEXT TEXT (NEW LINEBLOCK)

NNNN NNNN

Mode I ETR Mode I Non-ETR With TT Lines
CAAA0123Q RC CAAA123Q0 RC

TEXT (NEW LINEBLOCK) TEXT (NEW LINEBLOCK)

NNNN NNNN

The header uses the same format as the normal Q/R header,
followed by a space and the letters "RC", which cause the ASC
to deliver the query to called station designated as "RC"
vice the predetermined RI in the normal System Generated
Header. |

(3) Examples of Security Change.

Modes II and v Mode I Non-ETR Without TI Lines
VZCZCAAA163Q CCcAan QX163 cccaa

TEXT (NEW LINEBLOCK) TEXT (NEW LINEBLOCK)

NNNN NNNN
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810.r. (3) (Continued)

Mode I ETR Mode I Non-ETR With TI Lines
CARAAQ163Q CCCAA CAAAl163Q CCCAA

TEXT (NEW LINEBLOCK) TEXT (NEW LINEBLOCK)

NNNN NNNN

The header uses the same format as the Prestored Q/R header,
followed by a space and three "Ts", and "AA" which is the
TRC. The ASC is to deliver the Q/R at a security level of
"T" with TRC of "A" vice the security assigned in the normal
System Generated Header. TRCs must be assigned each time a
Q/R is transmitted to an addressee where a TRC is required
(See paragraph 805).

(4) Examples of CIC Change.

Modes II and V Mode I Non-ETR Without TI Lines

VZCZCAAA182Q ZZEZ QX182 ZZEZ

TEXT ) TEXT (NEW LINEBLOCK)

NNNN NNNN

Mode I ETR Mode I Non-ETR With TI Lines
CAARQ0182Q ZZEZ CAAA182Q ZZEZ

TEXT (NEW LINEBLOCK) TEXT (NEW LINEBLOCK)

NNNN NNNN

The header uses the same format as the normal Q/R header,
followed by a space and the CIC "ZZEZ", which causes the ASC
to deliver the query with the specified CIC vice the content
indicator assigned in the normal System Generated Header. 1In
the example of the CIC, "ZZEZ" means "No major category of
AUTODIN CIC has been assigned to cover the contents of this
message".

(5) Examples of Use of Multiple Exceptions.

Modes (I and V Mode I Non-ETR Without TI
Lines

VZCZCAAR182Q P RC TTTTT ZZEZ QX163 P RC TTTTT ZZEZ
TEXT (NEW LINEBLOCK) TEXT (NEW LINEBLOCK)
NNNN NNNN
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810.r. (5).
Mode I ETR Mode I Non-ETR With TI Lines
CAAA0128Q P RC TTTTT ZZEZ CAAAl128Q0 P RC TTTTT ZZEZ
TEXT (NEW LINEBLOCK) TEXT (NEW LINEBLOCK)

NNNN NNNN

The header uses the same format as the normal Q/R header, and
a space is inserted between each exception field used. It is

not necessary to enter the exceptions in any specific sequence.

In the above example the "p* changes the precedence, the "RC"
changes the RI, the "TTTTT" changes the classification, and
the "ZZEZ" changes the CIC.

811. Delayed Transaction. A query or response may be
delayed because of circuit or equipment outages. When the
ASC places the host or terminal out of service, a service
message will be sent to all Q/R Terminals or Q/R Hosts having
queries or responses queued for that host or terminal.
Additionally, the ASC will send an "out of service" message
for any subsequent query or response received for the
out-of-service host or terminal. The queries and responses
will remain on queue until service is restored. The host’s
or terminal’s response to these queued queries will indicate
that the host or terminal is again in service. The notifi-
cation service message will cite the OSRI (RUEBQAA) and SSN
(0124) of the query or response. The format (standard JANAP
128) of the service message follows:

OTTUZYVW RUEBCSD0174 0251627~UUUU--RUEBQAA.
ZNR UUUUU

UNCLAS SVC RUEBQAAQ124

RUXQSRI OUT OF SERVICE

#0174

NNNN

a. Traffic Acceptance. Q/R Terminals and Hosts must
accept queries and responses on queue at the ASC for their
stations. Stations that require any lockout feature must
provide it internally. The ASC will not accommodate this
feature.

b. Queries or Responses Rejected and Serviced by ASC.
When format errors occur, queries or responses will be
rejected and serviced automatically by the ASC to the
connected Q/R Terminal or Host.
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811. (Continued)

c. OQuery Identification. It is the responsibility of
the host to identify, in the text, the query message being
responded to, if necessary. The ASC will not perform this

function.

d. Misrouted Messages. A misroute condition occurs
when the originator assigns incorrect RIs during message
header preparation. The message will be processed until it
reaches the communications center of the called RI. A
tributary station in receipt of a misrouted message is
responsible for taking action as indicated below.

(1) ©Q/R Terminal Responsibilities. The Q/R
Terminal in receipt of a misrouted message will send a
service message in the format outlined below to the connected
ASC Traffic Service Section (TSS) using the exception method
for routing (exception Routing Designator "RZ").

Example of Service Message to the ASC TSS Advising
of Misrouted JANAP 128 Message:

VZCZCAAA168Q RZ

MESSAGE ABA267 RUCIABA0123 0061330 MISROUTED THISTA.
ADVISE ORIGINATING STATION OF ERROR AND REQUEST
REPROTECTION AND CORRECTIVE ACTION.

NNNN

Example of Service Message to the ASC TSS Advising
of Misrouted Query or Response.

VZCZCAAA169Q RZ

TRANSACTION ABA267 P RUCIACB0123 SSSSS ZYUW MISROUTED
THISTA. REQUEST CORRECTIVE ACTION.

NNNN

(2) Q/R Host Responsibilities. Hosts will process
a misrouted message in accordance with paragraph 428.

e. Operating Problems. If problems are encountered by
a Q/R Terminal or Host; i.e., continuous misroutes of either
JANAP 128 format messages or abbreviated queries and/or
responses, immediate telephonic coordination will be affected
to the connected ASC, who will in turn immediately coordinate
with the DISA ACOC so that expeditious corrective action can
be taken.
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811. (Continued)

f. Cancelling Transmissions. Q/R Terminals or Hosts
using a TI-line can cancel a message (CANTRAN) that has not
been completely transmitted prior to any further transmission
of another message. An example of the format follows:

VZCZCAAA131
TEXT IS NOT COMPLETED (2CR) (1LF)
EEEEETEEE AR (2CR) (8LF)

812. Automatically Generated Service Messages. For detailed
explanation of automatically generated service messages see
Chapter 3, paragraph 329.
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CHAPTER 9

OPERATING PROCEDURES FOR

SEQUENTIAL DELIVERY SERVICE (SDS)

901. General. Sequential Delivery Service (SDS) provides
users of the Defense Communications System (DCS) Automatic
Digital Network (AUTODIN) with the capability of SDS of bulk
data messages of unlimited lengths, which have been divided
by the originating terminal into variable length segments.

902. Operating Procedures. This chapter provides standard
operating procedures for terminals using SDS in the AUTODIN.
Except for paragraph 928.b., the examples of all SD service
messages shown in this chapter are single lineblock trans-
missions and do not contain carriage control characters
(carriage return and line feed) imbedded within them. When
the terminal receiving SD service messages is classmarked to
accept EM characters, the ASC may send short lineblocks
terminated by an EM character.

903. Concept of Operation.

a. The AUTODIN will process messages of unlimited
length which have been segmented by the originating terminal
into variable length segments of up to 550 line blocks
(44,000 characters) each. AUTODIN will provide the SD of
these multiple segments to the destination terminal.

b. SDS within AUTODIN is designed for use by any Mode
I terminal using the American Standard Code for Information
Interchange (ASCII) (7-bit plus parity code defined in
Federal Information Processing Standard (FIPS) Publication
Number 1). The originating and the destination terminals
must both be appropriately classmarked for SDS which operates
as a logical link across the AUTODIN between the originating
and destination terminals. There are two types of SD
operation. The originating terminal requests the type to be
used for each data transfer, and the destiration terminal
must give approval for the logical link to be established.
(An ASC may be both the entry and the destination ASC when
the originating and destination terminals are both connected
to the same ASC). The two types of SD operations are:
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903.b. (Continued)

(1) standard Sequential Delivery (SS). This
service allows the destination terminal in the logical 1link
to transmit and receive normal record and/or Q/R messages
interspersed between the receipt of SD segments. The
advantage of using the SS is that the logical link does not
have to be terminated should the destination terminal need to
receive a high-precedence message.

(2) Sequential Delivery Lockout (LL). This
service allows the originating terminal to establish a
logical link with the destination terminal and locks out the
receive side of the destination terminal. The rules
applicable to lockout operation are outlined in this chapter.

904. Sequential Delivery (SD) and Query/Response (0Q/R)
Service. Q/R hosts may be classmarked for SDS in addition to
the Q/R service. NOTE: See Chapter 8 for Q/R service
procedures.

905. Security. Required security protection will be
afforded all classified sequential data messages transmitted
through the AUTODIN. The use of Special Handling Designators
(SHDs) will not be authorized. The use of Transmission
Release Codes (TRCs) will be authorized in sequential data
messages.

906. Precedence. Use of FLASH pPrecedence or Emergency
Command Precedence (ECP) for SDS is not authorized.
IMMEDIATE precedence is the highest authorized, since the
service is provided for transfer of data files. All SD
control and special service messages within the AUTODIN are
processed at the IMMEDIATE precedence, except the link
request message which has the true precedence of the message
displayed.

907. Routing Indicator (RI) Assignment. Terminals using SDS
must have a separate seven-letter RI assigned, one for each
ASC to which the terminal is connected. The first four
letters of the seven-letter RI mus® be derived from the ASC
RI.

908. Collective Routing Indicators (CRI). A CRI cannot be
used as a destination RI on a sequential data message.
However, a CRI can be used on traffic interspersed between
the sequential segments, providing the appropriate channel is
classmarked to allow collectives.
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909. Alternative Routing (ALTROUTE). Alternative Routing
(ALTROUTE) of sequential delivery Link Requests (LRs) and
sequential data segments within the AUTODIN (between ASCs) is
authorized; however, destination ASCs are not allowed to use
ALTROUTE or Contingency Alternate Routing Program (CARP) for
delivery of LRs or sequential data segments to the
dest.nation terminal. If the destination terminal has dual
access and the access line being used for a sequential data
transfer fails, the originating terminal must reestablish the
logical link using the second destination RI to take
advantage of the second access line.

910. ASC Classmarking for Sequential Delivery Service (SDS).
Each terminal using SDS must be appropriately classmarked in
the ASC tables. The terminal must specify the maximum number
of logical links allowed on the receive channel simultane-
ously; terminals connected to a leased (CONUS) ASC (including
Honolulu ASC) can establish up to 26 links and terminals
connected to a government onwed (overseas) ASC, up to 15
links. All terminals can establish a maximum of 26 logical
links on their transmit channel simultaneously. The
originating terminal may establish as many types of logical
links; i.e., all lockout or a mixture of lockout and
standard, as the terminal is capable of operating, up to a
maximum of 26.

911. AUTODIN Standard JANAP 128 Message Format. Standard

JANAP 128 message formats are not required on SD requests,

sequential data segments, and certain other sequential data
transactions, as specified in this chapter.

912. Data Transparency. SDS formats do not provide for the
use of LMF, nor does the AUTODIN perform message or media
exchange. Once a logical link is established, the
originating terminal can transmit card, magnetic tape, or
paper tape to the destination terminal. Each segment of a
particular logical link may contain any select character
(except "A") as assigned by the originating terminal; e.g.,
segment 001 could be "D" select, segment 002 could be "H"
select, etc., and the select character is preserved by the
AUTODIN and transmitted to the destination terminal.

913. Multiple Linked Channels. A terminal with multiple
linked channels to the same ASC can have only the prime link
of the channels classmarked for SDS. The maximum number of
logical links that can be established simultaneously on a
prime link is 26 (leased ASC) or 15 (government owned ASCs)
on the receive and 26 on the transmit. The SD requests,
sequential data segments, and all related control and service
messages will be transmitted and received on the prime
channel.
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914. Logical Link Lockout Operation. The following rules
apply for establishing and using a logical 1link in the
lockout mode of operation.

a. Establishment of Logical Link.

(1) When a standard logical link is in effect, the
destination terminal cannot accept a link lockout.

(2) Neither the originating nor the destination
terminal can establish or accept a link lockout if either is
classmarked for the sequential delivery positive acknowledge-
ment method.

(3) A link lockout cannot be established if the
originating or destination terminal has linked channels.

(4) While operating in the link lockout mode, the
destination terminal cannot request any type of logical 1link.

b. Message Transmission.

(1) During the link lockout period the destination
terminal is prohibited from receiving messages other than ECP
and those sequential data segments for which the link lockout
was established.

(2) The link lockout will be interrupted whenever
an ECP message is placed on queue, the ECP message will be
delivered, and the link lockout will remain in effect; i.e.,
no automatic termination of the link lockout. If a segment
is being transmitted, it will be interrupted and after the
ECP message is transmitted, the entire segment will be
retransmitted.

(3) All messages (except ECP and those sequential
data segments for which the link lockout was established) are
held on queue at the destination ASC until the established

link lockout is terminated.

(4) The destination terminal is required to
provide alternate delivery of FLASH precedence messages
during the link lockout period. The ASC will not interrupt
the link to deliver FLASH messages if an alternate delivery
station has not been designated.

(5) The destination terminal may transmit messages
during the lockout. However, if the ASC rejects a message
for any reason, the resulting service message will not be
delivered until the link lockout is terminated.
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915. Acknowledgment of Sequential Data Segments. End-to-end
acknowledgment of each sequential data segment is provided.
If any problem causes an ASC timeout, the originating
terminal is responsible for retransmission of the
unacknowledged segments upon the request of the entry ASC.
There are two methods of acknowledgment available for use
between the destination ASC and destination terminal;
classmarking at the destination ASC is required to specify
the desired method.

a. Standard EOM-OUT-ACK Acknowledgment. The first
method of acknowledgment is based on the standard EOM-OUT-ACK
channel coordination functions between the ASC and the
terminal. This method allows the destination ASC to
immediately release the segment when the end of each segment
is transmitted to the destination terminal and the standard
EOM-OUT-ACK (ACK 1 or ACK 2) is received. The sequential
segment accountability between the originating and desti-
nation terminal continues.

b. Positive Acknowledgment. The second method is the
acknowledgment message formatted as a "GO" message specifying
the last good segment received at the destination terminal.
In this case, receipt of the "GO" message relieves the
destination ASC of the segment table space. However, the
sequential segment accountability between the originating and
destination terminal continues.

916. Straggler Validation. WNormally, straggler validation
rules are not applied to sequential delivery service.
However, an optional classmark allows the use of straggler
validation. When the straggler validation classmark is set
on the channel, then all messages transmitted to the ASC on
that channel must use the straggler validation rules (except
messages used for establishing, controlling, and terminating
sequential data transfers). Intermediate segments of these
messages require straggler validation numbers.

917. Suspected Duplicate Sequertial Data Segments. The ASC
protects the destination terminal against receipt of suspected
duplicate segments. Normally, suspected duplicate segments
will be detected by the destination ASC, scrubbed, and not
delivered to the destination terminal. However, failure of

an ASC or certain conditions occurring at the terminal or on
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917. (Continued)

the access line can cause delivery of a duplicate segment.
The destination terminal must allow for possible receipt of a
suspected duplicate segment and determine whether it was
previously received. Also, the destination ASC will flag as
suspected duplicates (ZFD) retransmission (rerun) segments
that had previously been delivered, but not acknowledged by
the destination terminal.

918. MINIMIZE. Normally, sequential data transfers will not
be authorized where MINIMIZE has been imposed. However, this
limitation is not intended to restrict those subscribers who
have valid requirements for sequential data transfers during
periods of MINIMIZE. NOTE: More detailed MINIMIZE
information and instructions are contained in ACP 121 US
SUPP-1 and separate Service/Agency documents.

919. Framing and Control Characters. The AUTODIN Mode I
framing and control characters, which are machine generated,
are not shown in the message formats. Defense Communications
Agency Circular (DCAC) 370-D175-1, DCS AUTODIN Interface and
Control Criteria, provides information on use of these
characters.

920. Establishment of a Loqical Link.

a. Oriqinating Terminal. To establish a logical link,
the originating terminal transmits a Sequential Delivery
Request (SDR) message addressed to the destination terminal.

Example of Originating Terminal SDR Message.
SSA001 P SSSSS CICF RUDODRA.TEXT N
Explanation:

ss = Identifier for SD request for standard
sequential delivery logical link; LI in this
field indicates an SDR for lockout-type
logical link.

A = Originating terminal link identification; a
separate letter is required for each link up
to a maximum of 26 (alphabetic characters A
through 2).

001 = Segment number. The SDR is considered as the
first segment. If the SDR is 001, the initial
segment of data to be transferred will be
number 002. The ASC will use this number to
provide sequential delivery to the destination
terminal. The originating terminal may start
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920.a. (Continued)

the segment with any number between 001 and
000 (1,000), and the ASC will maintain
consecutive sequential delivery from whatever
number is in the SDR. (After sequential
number 000 has been used, segment numbering
will continue with 001).

p = Precedence of data to be transferred, preceded
by a space separator. Precedences authorized
for use are: O - IMMEDIATE, P - PRIORITY, and
R - Routine.

SSSSS = Security level of data to be transferred, may
include TRC code; e.g., SSSAA where SSS =
Security and AA = TRC, preceded by a space
separator. Security levels authorized for use
are: TTTTT = TOP SECRET, SSSSS = SECRET, CCCCC =
CONFIDENTIAL, RRRRR = RESTRICTED, EEEEE = EFTO,
and UUUUU = Unclassified.

CICF = Content Indicator Code (CIC), preceded and
followed by a space separator.
RUDODRA. = Destination terminal RI (RUDODRA),
end-of-routing (EOR) signal period (.).
TEXT = Up to 33 characters, including spaces, are

permitted following the EOR signal to pass
information to destination terminal on the
type and size of requested data transfer, and,
if applicable, use of binary. Only unclassifed
information is authorized in the text of the
SDR.

N = Space separator and EOM signal.

NOTE: The "space N" is required to signify the EOM.
If the end-of-medium (EM) control character is used to
signify a short line block, a "space N" is required
immediately prior to the EM. If the control character
EM is not used, the "space N" must be placed in
positions 79 and 80 of the line block.

b. Entry ASC. The requirement for a five character
security field (including TRC, if required) is purely a
subscriber input requirement. A five character security
field must be on link requests and intermediate segments.

All traffic output by the ASC (link requests and intermediate
segments) will contain only a three character security field
(NO TRC). From the SDR, the entry ASC constructs a LR,
suitable for transmission through AUTODIN, and routed to the
proposed destination of the SD data.
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920. (Continued)

c. Destination ASC. Upon receipt of the entry ASC’'s
LR message, the destination ASC verifies that the destination
terminal is classmarked for sequential delivery and specified
security level. After verification, the destination ASC
transmits the LR message to the destination terminal and
establishes a tentative logical link with the destination
terminal.

Example of LR Message Received by Destination Terminal
PLRUCICF RUWTORAQO0O01 0081128--RUDODRA.UUU~STEXT N

Explanation:

P = Precedence of data to be transferred.

LR = Identifier for "link request".

U = Security level of LR message.

CICF = CIC.

RUWTORA = First six letters of the originating
terminal RI (RUWTOR). The seventh character
a link identification with a value of (A-Z).

0001 = Originating terminal segment number,
preceded by "0".

0081128 = Time filed (Julian date and zulu time the LR
was received at the entry ASC).

--RUDODRA. = Start-of-Routing (SOR) signal (-=),

destination terminal RI (RUDODRA), and EOR
signal (.).

uuuu = Three character value of security level of
data to be transferred.

- = Signal preceding type of logical line
requested (-).

S = Type of logical link requested (S =
Standard, L = Lockout).
TEXT = Text as specified in originating terminal

SDR. If less than 33 characters, the ASC
fills with spaces.
N = Space separator and EOM signal.

d. Destination Terminal. Upon receipt of the LR
message advising that a sequential data transfer has been
requested and a tentative logical link has been established,
the destination terminal has the option of accepting or
denying the request. If the LR is accepted, the destination
terminal responds to the destination ASC with a "GO" message
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920.d. (Continued)

(logical link accepted) and thus completes the requested
logical link. If the LR is denied, a "NO" message (logical
link denied) is transmitted to the destination ASC and
destination terminal is terminated. The formats for the link
accepted and link denied replies are identical except for the
field containing "GO" or "NO".

Example of Logical-Link-Accepted Message (LLAM) to
Destination ASC.

GO RUWTORAO001. N

Example of Logical-Link-Denied Message (LLDM) to
Destination ASC.

. NO RUWTORAOQ001. N
Explanation:

GO or NO = "GO" for logical link accepted or "NO" for
logical link denied.

RUWTORA = First six letters of the originating
terminal RI (RUWTOR), link identification
(A).

0001 = Originating terminal segment number,
preceded by "O".

. = EOR signal (.).

N = Space separator and EOM signal.

e. Logical-Link-Accepted Message (LLAM).

(1) Upon receipt of the "GO" message from the
destination terminal, the destination ASC will establish a
logical link with the entry ASC identifying the next segment
to be transmitted and acknowledging receipt of segment 001
(LR) .

(2) Receipt of the logical link notification at
Lhe entry ASC will cause the entry ASC to establish a logical
link with the originating terminal for the specific logical
link established. Concurrently, the entry ASC transmits a
send-next-segment (SN) message to the originating terminal
identifying the next segment to be transmitted and specifying
the receipt of the first segment (001) and acknowledgment of
segment 001 by the destination terminal. The SN message
gives end-to-end acknowledgment between the originating and
destination terminals for the logical link specified and
established.
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920.e.(2) (Continued)
Example of SN Message to Originating Terminal.
SNAOO2 TSA001
Explanation:
SNA0O2 = Send-Next-Segment (SN), link identification
(A), next segment number to be transmitted to

the destination terminal and acknowleged.

TSA001

Last segment transmitted to destination
terminal (TS), link identification (A), last
segment number transmitted to the destination
terminal and acknowledged.

f. Logical-Link-Denied Message (LLDM). Upon receipt
of the "NO" (LLDM) message from the destination terminal, the
destination ASC will transmit a link-denied (LD) message to
the entry ASC and terminate the tentative logical link to the
destination terminal. The entry ASC will transmit a
request-denied message to the originating terminal and
terminate the tentative logical link between the entry ASC
and originating terminal.

Example of Request-Denied Message to Originating
Terminal.

OLDUCICF RUWTCSS0036 0081129--RUWTORA.SSA001 REQUEST
DENIED RUWTORA TO RUDODRA N

Explanation.

(0] = Precedence.

LD = Two-character code to advise link denied.

U = Security level (U = Unclassified).

CICF = CIC.

RUWTCSS = RI code of entry ASC.

0036 = Station serial number of entry ASC.

0081129 = Time filed (Julian date and Zulu time the

entry ASC originated message).

RUWTORA. = SOR signal (--), RI of originating terminal

of LR message (RUWTORA), EOR signal (.).
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920.f. (Continued)
SSA001 = Reference to LR message (SS = Standard
logical link, A = originating terminal link
identification, and 001 = segment number).

Request denied RUWTORA to RUDODRA.
N = Space separator and EOM signal.

921. Intermediate Seqment Transfer.

a. Segment Transmitted by Originating Terminal.

(1) Upon receipt of the initial SN message, the
originating terminal transmits the next sequential segment
(002) for the link specified, using an abbreviated segment
header, followed by the data to be transferred.

Example of Segment Transmitted by Originating Terminal.
SSA002 SSSSS TEXT (16 spaces) 0002N

Explanation:

SSA002

]

Sequential data segment identification (SS =
standard logical link, A = originating
terminal link identification, 002 = segment
number). For lockout entry would be LLA002.

SSSSS = Security level of data to be transferred,
preceded by a space separator (may include TRC
code); e.g., SSSAA where SSS = Security and AA
= TRC. Security levels authorized for use
are: TTTTT = TOP SECRET, SSSSS = SECRET, CCCCC =
CONFIDENTIAL, RRRRR = RESTRICTED, EEEEE =
EFTO, and UUUUU = Unclassified.

TEXT = Up to 80 characters of text per line block,
one to 548 line blocks per segment are allowed.

(16 spaces) 0002 = Straggler validation option (16 spaces,
0002 - segment number preceded by "7").
Must be present when originating
terminal is classmarked for straggler
validation.

N = End-of-Segment (EOS) signal. The "N" followed

by the EM control character may fall anywhere
in the line block between columns 2 and 80,
except when straggler validation is used. Then
the "N" and EM must be in columns 21 and 22.
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921.a. (Continued)

(2) Upon receipt of the sequential data segment
002, the entry ASC will format a control header and transmit
it throught the AUTODIN to the destination ASC. Concurrently,
the entry ASC will transmit a SN message to the originating
terminal which specifies the next sequential message number
and the last segment number acknowledged by the destination
terminal.

Example of SN Message.
SNAOO3 TSA001
Explanation:

SNAOO3 = Send next segment (003) for link (A); confirms
segment 002 received by entry ASC.

TSA001 = Last segment (001), link (A), transmitted to
destination terminal and acknowledged.
(3) The entry ASC will continue requesting segments

until seven segments have been received which have not been
acknowledged by the destination terminal. At this time the
entry ASC will withhold any additional requests for segments
and reject any additional segments from the originating
terminal with a wait-before-transmitting (WB) message. As
segments are delivered to the destination terminal and
acknowledged, the entry ASC will request additional segments
from the originating terminal.

Example of WB Messaqe.
WBAOO9 TSA001
Explanation:

WBAOO9

Wait before transmitting - segment (009) on
link (A) received and rejected because link
table is full.

TSAO0O01 = Last segment (001), link (A), transmitted to
destination terminal and acknowledged.
(4) A situation may exist where the originating

terminal is simultaneously transmitting and receiving
sequential data segments, making it possible for a SN message
to be queued up behind a segment being transmitted to the
originating terminal. To preclude unnecessary delay to the
originating terminal in transmitting the next segment, the
entry ASC will allow continuous input of sequential data
segments as long as the originating terminal does not attempt
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921.a.(4) (Continued)

to send more than seven segments which have not been ack-
nowledged by the destination terminal. When this procedure
is used, it is possible for more than one SN message to queue
up at the entry ASC, because the originating terminal is
receiving a sequential data segment. Therefore, the segment
number specified in the SN message may have already been
transmitted.

b. Segment Delivered to Destination Terminal.

(1) The entry ASC queues the segments for output
on the AUTODIN trunks and transmits segments to the desti-
nation ASC.

(2) Upon receipt of a segment, the destination ASC
determines that the segments received are in sequence. If
the segment on queue for the destination terminal is the next
sequential segment, it is transmitted to the destination
terminal.

Example of Segment delivered to Destination Terminal.
PS RUWTORA(0002 UUU CICF ZFD RUDODRA

TEXT

(16 spaces) 0002N

Explanation:

P = Precedence of data being transferred.
S = Type of logical link (S = Standard Sequential
Delivery, L = Lockout Sequential Delivery).
RUWTORA = First six letters of the originating terminal
RI (RUWTOR), link identification (A).
0002 = Originating terminal segment number, preceded
by "0".
uuu = Three character value of security level of
data being transferred.
CICF = CIC.
ZFD = Suspected duplicate signal (normally not
present).
RUDODRA = Destination terminal RI.
TEXT = Text as specified in segment input by

originating terminal.
(16 spaces) 0002 = Straggler validation option (16 spaces,
002 = segment number preceded by "0").
Must be present when originating terminal
is classmarked for straggler validation.
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921.b.(2) (continued)

N = EOS signal. The "N" followed by the EM
control character may fall anywhere in the
line block between columns 2 and 80, except
when straggler validation is used. 1In the
latter case the "N" and EM must follow the
straggler validation number; i.e., after
column 20.

c. Segment Acknowledgment.

(1) If the standard acknowledgment method is used
after the destination ASC transmits a segment to the
destination terminal, the destination ASC sends a
trunk-send-next-segment message (TSNSM) to the entry ASC.

(2) 1If the positive acknowledgment method is used,
the destination ASC, after transmitting segment to the
destination terminal, must wait for a "GO" message from the
destination terminal, then upon receipt of the "GO" message,
sends a TSNSM to the entry ASC.

Example of "GO" Message from Destination Terminal.

GO RUWTORAO0002. N

Explanation:
GO = GO for segment accepted.
RUWTORA = First six letters of the originating terminal
RI (RUWTOR), link identification (A).
0002 = Originating terminal segment number, preceded
by "0".
. = EOR signal (.).
N = Space separator and EOM signal.

(3) In the positive acknowledgment method a single
"GO" message can provide acknowledgment for the specified
segment number plus any lower segment numbers not previously
acknowledged. Upon receipt of the "GO" messiye, the
destination ASC assumes acknowledgment of all outstanding
lower segment numbers.

(4) Receipt of a TSNSM will clear that segment

accountability at the entry ASC and generate a SN message to
the originating terminal.
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921. (Continued)
d. Segment Retransmission Request (RS).

(1) Destination terminals using the standard
acknowledgment method can request retransmission of segments
only by use of the normal AUTODIN operating procedures.

(2) Destination terminals using the positive
acknowledgment method can request retransmission of a segment
providing the "GO" message has not been transmitted to the
destination ASC for that segment. The following actions are
taken to obtain retransmission of a segment.

(a) The destination terminal transmits an RS
message to the destination ASC for the desired segment; i.e.,
destination terminal received segments 002 through 007 aund
transmitted "GO" message for 002 only; and transmits an RS
for 0007.

Example of RS Message.

RS RUWTORA(0007. N

Explanation:
RS = Retransmission request.
RUWTORA = First six letters of the originating terminal
RI (RUWTOR), link identification (A).
0007 = Segment number, preceded by an "0".
. = EOR signal (.).
N = Space separator and EOM signal.

(b) Upon receipt of the retransmission
request, the destination ASC resets the segment counter to
expect one greater than the last "GO" from the destination
terminal (003), issues a supervisory printout for Logical
Link Rerun (LLR), and transmits a TSNSM to the entry ASC.
All segments on queue at the destination ASC will be
scrubbed.

(c) The entry ASC resets the local segment
counter to the number specified in the TSNSM (003) and
generates a rerun segment (RR) message to the originating
terminal specifying that all segments starting with segment
number 003 must be retransmitted.
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921.d.(2) (c) (Continued)
Example of RR Segment Message.
RRA003 TSA002

Explanation:

RRA003 = Rerun Segment (RR), link identification (A),
segment number (003).
TSA002 = Last segment transmitted to destination

terminal (TS), link identification (A), last
segment number transmitted to the destination
terminal and acknowledged (002).

(d) The originating terminal starts retrans-
mission with segment 003 and retransmits all segments there~
after. NOTE: The entry ASC can transmit only one rerun
request message to the originating terminal for a given
segment on a specified logical link; any additional rerun
requests received by the entry ASC for the same logical link
segment number will be scrubbed until the originating terminal
has retransmitted the segment requested.

922. Completion of Sequential Data Transfer (Last Segment).

a. Originating Terminal. The last segment uses the
same format as is used for intermediate segments, except the
last line block must have an EOM sequence. The EOM sequence
"NNNN" in positions 77-80 identifies to the entry ASC that
this segment will terminate this sequential data transfer.
Also, if the straggler validation option is used, the

straggler number must appear in the last segment in positions
17-20.

Example of Originating Terminal’s Last Segment Message.
SSA004 SSSSS

TEXT
(16 spaces) 0004 (56 spaces) NNNN

Explanation:

SSA004 = Sequential data segment identification (SS =
Standard Logical Link, A = originating
terminal link identification, 004 = segment
number). If lockout, example would be
LLAQO4.

SS8SSS = Security level of data to be transferred,

preceded by a space separator (may include
TRC code), SSSAA where SSS = security and AA
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922.a. (Continued)

= TRC. Security levels authorized for use
are: TTTTT = TOP SECRET, SSSSS = SECRET,
CCCCC = CONFIDENTIAL, RRRRR = RESTRICTED,
EEEEE = EFTO, UUUUU = Unclassified.

TEXT = Text as specified in segment.

(16 spaces) 0004 = Straggler validation option (16 spaces,
0004 = segment number preceded by "0")
must be present when originating terminal
is classmarked for straggler validation.

NNNN = EOM (sequence positions 77-80).

b. Entry ASC.

(1) As each segment remaining in the AUTODIN is
acknowledged by the destination terminal, the SN message,
specifying the last segment acknowledged, will be transmitted
by the entry ASC to the originating terminal.

Example of Entry ASC Response to Originating Terminal.
SNAEND TSA003

Explanation:

SNAEND = Verifies that the input of an EOM was
recognized on the specified line (A).

Last segment (003), link (A), acknowledged
by destination terminal.

TSAQ03

(2) Upon receipt of the last segment acknowledged
by the destination terminal, the entry ASC transmits an SN
message to the originating terminal with "END" in the TSA
field; the logical link is terminated, and responsibility for
protection of the traffic is terminated at both the entry and
destination ASCs.

923. 1Invalid Sequential Delivery Request (SDR) Messages.

a. An additional SDR with the same input link
identifier is received. Result: The entry ASC rejects the
SDR with an Invalid Header (IH) reject special service
message.

Example.

OIHUCICF RUWTCSS0001 0082359--RUWTORA.SSA001 INV HDR
REJECT N
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923. (Continued)

b. Precedence prosign, security, or the CICF is
invalid. Result: The entry ASC rejects the SDR with an IH
special service message (See subparagraph a.).

c. The RI or EOR signal is not valid. Result: The
entry ASC rejects the SDR with an Invalid Routing Field
reject (IF) special service message.

Example.

OIFUCICF RUWTCSS0001 0082359--RUWTORA.SSA001 INV RTG FIELD
N

d. Text area in SDR exceeds 33 characters (including
spaces). Result: The entry ASC rejects the SDR with an IH
special service message (See subparagraph a.).

e. The EOM sequence is not properly formatted in the
SDR. Result: The entry ASC rejects the SDR with an IH
special service message (See subparagraph a.).

f. Security level specified in the SDR is greater than
the originating terminal is authorized to input. Result: The
entry ASC rejects the SDR with an IF special service message.

Example.

OFFUCICF RUWTCSS0001 0082359--RUWTORA.SSA001 INV SEC FIELD
N

g. An SDR message attempts to establish a logical link
with a destination terminal using a security greater than the
destination terminal is authorized to receive. Result: Link
is not established and the destination ASC rejects the SDR
with an IR special service message.

Example.

OIRUCICF RUDOCSS0001 0082359--RUWTORA.SSA001 INV RTG
SEC RUWTORA TO RUDODRA N

h. An SDR message attempts to establish a logical link
to a destination terminal (RI) not classmarked for SDS at the
destination ASC. Result: Link is not established and the
destination ASC rejects the SDR with an IR special service
message.
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923.h. (Continued)

Example.

OIRUCICF RUDOCSS0001 0082359--RUWTORA.SSA001 INV RTG
SEQDEL RUWTORA TO RUDODRA N

924. No Response to Sequential Delivery (SD) Request.
Originating terminal sends an SDR; however, the destination
terminal does not reply with a "GO" (logical link accepted)
or "NO" (logical link denied) message, which causes a link
hiatus timing condition. Result: Upon receipt of the LR
message at the destination ASC, the link hiatus timer is
activated for the tentative link established and after an
elapsed time of 36 minutes with no response from the desti-
nation terminal, the destination ASC issues a supervisory
printout for Logical Link Timeout (LLT), followed by a Logical
Link Terminated (LLD) printout, sends a link disconnect
message to the entry ASC, and automatically terminates the
link with a Link-Terminated (LT) special service message to
the originating and destination terminals, with a reason code
of "F" in card column 59.

Example.

OLTUCICF RUDOCSS0001 0082359--RUDODRA.TSAREQ LINK
ABORTED F RUWTORA TO RUDODRA N

NOTE: Where "F" is reason code to specify monitor

timeout - no response from receiving terminal. A
copy is also generated to the originating terminal
(RUWTORA) .

925. Destination Terminal Channel Out of Service. The
destination ASC has the next segment on queue and the
destination terminal’s channel is out of service. Result:

If the condition persists for 36 minutes, the destination ASC
takes the same action as outlined in paragraph 924. LT
service will have a reason code of "D" in card column 59.

926. Destination Terminal Logical Links Busy.

a. An SDR message attempts to establish a logical link
with a destination terminal which has conflicting link-
terminal conditions that exist; e.g., all allowable links in
use receiving other sequential data transfers, SDR is a
standard type and destination terminal has already accepted a
lockout link, SDR is a lockout type and destination terminal
has already accepted at least one standard link. Result:
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926.a. (Continued)

The SDR message is converted by the destination ASC to a
link-busy (LB) message. If the links established are
standard (SS), the LB message will be delivered between
segments to the destination terminal as notification that
another sequential data transfer has been requested. If the
links are lockout (LL), the LB message will be kept on dqueue
at the destination ASC and transmitted when a link is freed.

Example of Destination ASC LB Message.

OLBUCICF RUDOCSS0001 0082359——RUDODRA.SEC—S(TEXT FROM LR)
N

b. The destination ASC also transmits a request
denied busy message to the entry ASC. Upon receipt of this
message, the entry ASC transmits an LB message to the
originating terminal and releases the tentative logical link
to the originating terminal.

NOTE: In this message the "LB" is converted to "BL" by
the originating ASC. Upon receipt of the LB message,
the destination terminal is responsible for advising
the originating terminal to again attempt to establish
a logical link for the sequential data transfer.

Example of Entry ASC LB Message.

OBLUCICF RUWTCSS0001 0082359--RUWTORA.SSA001 REQUEST
DENIED RUWTORA TO RUDODRA N

927. _Destination ASC Logical Link Tables Full. An SDR message
attempts to etablish a logical link with a destination terminal
and the destination ASC has no vacant logical link control
table entries. Result: The same procedures as outlined in
paragraph 926 are followed.

928. Destination Terminal Out of Service. An SDR message
attempts to establish a logical link with a destination
terminal which is in an out-of-service condition at the
destination ASC. Result: Link is not established and the
destination ASC rejects the SDR with a host Line Down (LD)
message to the entry ASC and generates an LB special service
message (See paragraph 926.a.) and places it on queue for the
destination terminal. Upon receipt of the LD message the entry
ASC sends a request for link denied, host LD special service
message to the originating terminal and terminates the tentative
logical link. Upon receipt of the LB message, the destination
terminal is responsible for notifying the originating terminal
to again attempt to establish a logical 1link.
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928. (Continued)
Example of Entry ASC LD Message.

OLDUCICF RUWTCSS0001 0082359--RUWTORA.SSA001 HOST LINE
DOWN RUWTORA TO RUDODRA N

929. Invalid or Abnormal Conditions of Intermediate
Segments.

a. Segment header contains errors; e.g., alphabetic
characters in segment number field, other than three-digit
segment number, incorrect use of "SS" or "LL" codes. Result:

The entry ASC rejects the segment with an IH special service
message (See example under paragraph 922.a.).

b. Entry ASC receives a segment with a straggler
number error or no straggler number present (channels on
which straggler detection has been requested). Result: The
entry ASC rejects the segment with a suspected straggler
standard service message. Also, the entry ASC transmits an
SN message to the originating terminal (expecting the same
segment number) (See example under paragraph 920.e.).

Example.

OTTUZYVW RUWTCSS1212 2732255-UUUU--RUWTORA.
ZNR UUUUU

UNCLAS SVC SSAl1l11l RUWTORAO111 2732254
SUSPECTED STRAGGLER REJ

#1212

NNNN

c. Entry ASC receives segment out of sequence; e.q.,
expects segment 008 and originating terminal transmitted 011.
Result: The entry ASC rejects the segment with an invalid
header reject-segment number error (IH) special service
message. The IH message will be sent if the segment number
is too high or too low.

Example.

OIHUCICF RUWTCSS0001 0082359--RUWTORA.SSA01l INV EXPECT
008 RUWTORA TO RUDODRA N

d. Entry ASC receives a segment without an EOM (end-
of- segment) signal (N) or the EOM signal is not positioned
correctly in the ETX line block. Result: The segment will be
rejected and the entry ASC will send an SN message to the
originating terminal specifying the last good segment
received (See example under paragraph 920.e.).
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929. (Continued)

e. Destination ASC receives a segment out of sequence
which indicates a missing segment and causes a link hiatus
timing condition. Result: The destination ASC holds the
out-of-sequence segment on queue for the destination terminal
and activates a link hiatus timer, causing the following
sequence of events:

(1) If the missing segment is not received within
18 minutes, the destination ASC issues a supervisory printout
for LLT, to alert the ASC supervisor of the condition.
Concurrently, the destination ASC generates an RR message to
the entry ASC for the missing segment and an LH special
service message to the destination terminal. 1In turn, the
entry ASC generates an RR message (See paragraph 921.d.(2)
(c)) to the originating terminal. The entry and destination
ASCs reset their tables to expect the segment number specified
in the RR message and, at this time, the destination ASC scrubs
all segments on queue for the link.

Example Destination ASC LH Message.

OLHUCICF RUDOCSS0001 0082359--RUDODRA.TSA007 HIATUS ON
LINK RUWTORA TC RUDODRA N

(2) If the missing segment is received prior to
the 36-minute timeout threshold (i.e., 36 additional minutes
after generation of the RR), timing ceases, the link hiatus
timer is cleared, and segment delivery continues. If the
time expires, the destination ASC issues a supervisory
printout for LLT, followed by an LLD printout and automati-
cally terminates the link with an LT special service message
to the originating and destination terminals. The LT service
message will contain a reason code of "E" in column 59. This
character will identify to the recipients the reason the link
was aborted.

Example.

OLTUCICF RUDOCSS001 0082359--RUDODRA.TSA007 LINK
ABORTED E RUWTORA TO RUDODRA N

NOTE: Copy will also be sent to originating terminal
(RUWTORA) .
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929. (Continued)

f. Destination ASC has no segments available for de-
livery on a link, and a link hiatus timing condition results.
Result: If a segment is not received within 36 minutes, the
destination ASC issues a supervisory printout for LLT,
followed by an LLD printout and automatically terminates the
link with an LT special service message to the originating
and destination terminals with a reason code of "E" in column
59 (See example under paragraph 924).

g. Destination ASC receives a duplicate segment. Result:
The destination ASC scrubs the segment. It is possible that
the destination ASC could deliver an unmarked duplicate
segment (without the suspected duplicate signal) and scrub
the original segment as the duplicate.

930. Invalid Sequential Delivery Acknowledgments. The
destination terminal transmits a "GO" message that specifies
a segment number lower than a previous "GO" message for a
link or a segment number higher than a previously received
segment. Result: The destination ASC rejects the "GO"
message with an invalid GO (IA) special service message.

Example.

OIAUCICF RUDOCSS0001 0082359--RUDODRA.INV GO 007 EXPECT
005 RUWTORA TO RUDODRA N

931. 1Invalid Retransmission Request Messaqges. The
destination terminal transmits an RS message (See paragraph
921.d.(2)(a)) that specifies a segment number previously
released by a "GO" message or a segment number higher than
any previously delivered. Result: The destination ASC
rejects the RS message with an invalid IA special service
message.

Example.

OIAUCICF RUDOCSS0001 0082359--RUDODRA.INV RS 008 EXPECT
009. RUWTORA TO RUDODRA N

932. 1Invalid Logical-Link-Accepted/Denied (GO or NO) or
Retransmission Request (RS) Message. The destination
terminal transmitts a "GO", "NO", or "RS" message that is
garbled or has the wrong OSRI. Result: The destination ASC
rejects the "GO", "NO", or "RS" message with an IH special
service message (See paragraph 923.a.).
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933. Cancellation of Logical Link.

a. A problem may develop during a sequential data
transfer that requires a logical link to be terminated.
Result: A specific logical link can be terminated by the
originating terminal or the entry or destination ASC; the
destination terminal cannot terminate a receive 1link.

b. The following actions occur when a logical link is
cancelled:

(1) Originating terminal initiated:

(a) Originating terminal sends a cancel
message to the entry ASC.

Example.

EEACAN (The third letter indicates the link. May be
given values from A-2Z).

(b) Upon receipt of the originating
terminal’s cancel message, the entry ASC generates a link
cancel message to the destination ASC, clears the logical
link table entry, and issues a supervisory printout for LLD.

(c) Upon receipt of the link cancel message
the destination ASC sends a link-terminated special service
message to the originating and destination terminals, scrubs
all segments on queue for the destination terminal, cancels
segment in progress (if any), clears the logical link table
entry, and issues a supervisory printout for LLD. The
logical link is terminated with a reason code "C" in card
column 59 (See example under paragraph 924).

(2) Entry ASC initiated. Upon receipt of the
operator’s link terminate supervisory command, actions
required by the entry and destination ASCs are the same as
those outlined in subparagraph (1). LT service will have
reason code of "A" in card column 59 (See example under
paragraph 924).

(3) Destination ASC initiated. Upon receipt of
the operator’s link terminate supervisory command, the
destination ASC generates a link disconnect message to the
entry ASC, scrubs all segments on queue for the destination
terminal, cancels segment in progress (if any), clears the
logical link table entry, issues a supervisory printout for
LLD, and sends a link-terminated special service message to
the originating and destination terminals with a reason code
of "B" in card column 59 (See example under paragraph 924).
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933.b.(3) (Continued)

(a) Upon receipt of the destination ASC's
link-terminated message, the entry ASC clears the logical
link table entry and issues a supervisory printout for LLD.
The logical link is terminated.

(b) If the destination ASC has a link request
for the destination terminal, it will be scrubbed. The
link-terminated special: service message will not be sent to
the destination terminal, for the link request.

934. Reestablishment of Cancelled Link. To reestablish the
link, the originating terminal must initiate a new SDR
message (See paragraph 920.a.). The segment number assigned
to the SDR should be one less than the restart segment to
maintain consecutive segment accountability for the sequential
data transfer from the point at which the link was terminated,
by the originating and destination terminals.
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LANGUAGE AND MEDIA FORMAT (LMF)

1. The LMF codes authorized for use in the AUTODIN are
listed below. These codes can only be paired in certain
ways, as prescribed in paragraph 2. Formats presently
authorized for use by magnetic tape terminal stations are
described in detail in paragraph 3.

LMF CODES
LMF SOURCE MEDIA FORMAT
A Paper tape 8 Level American
(teletypewriter) Standard Code for Information

Interchange (ASCII).

B Magnetic tape Identifies the source
' transmission tape as

containing one or more binary
stream messages and that the
tape is structured or
formatted with the header,
text, and EOT records for each
message on the tape.

C Magnetic tape or 80~character, fixed record
punched cards length, series format.
D Magnetic tape Identifies the source tape as

containing one or more data
messages in the local or
native character coding scheme
in variable length records and
that the tape is structured or
formatted with the header,
text, and EOT records for each
message on the tape. The
characters are translated from
the native code to the ASCII
line code on a ore-for-one

basis.
F Paper tape Automatically generated
(teletypewriter) in Position 2 by ASC when

format conversion performed
(ACP 127 to JANAP 128).
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1. (Continued)

LMF SQURCE MEDIA

I Magnetic tape

K Paper tape
(teletypewriter)

L Paper tape
(teletypewriter)

N Paper tape
(teletypewriter)

R Paper tape
(teletypewriter)

S Magnetic tape or

punched cards

T Paper tape
(teletypewriter)

-
E
K

ANNEX A TO JANAP 128(J)

FORMAT

Identifies the source tape as
containing only one binary
stream message and that the
tape is non-structured (for-
matted without the header and
EOT records). The header and
EOT records are generated by
the terminal from parameters
introduced from another source
such as a card or paper tape
reader, console typewriter, or
stored program.

Automatically generated in
Position 2 by ASC when a
message is received from a US
channel in ACP 127 ASCII and
preferred output is JANAP 128
ASCII.

Automatically generated in
Position 2 by ASC when a
message is received from an
Allied channel in ACP 127
ASCII and preferred output is
JANAP 128 ASCII.

Automatically generated in
Position 2 by ASC when a
message is received from an
Allied channel in ACP 127,
ITA2 and preferred output is
JANAP 128 ITA2 (5-level ITA2
code).

Off-line encrypted text
producing scrambled tape.

Single 80-character record
which is a complete data
message, including header and
EOTS.

Any teletypewriter message,
including 5-letter cipher
group off-line encrypted
messages (5-level ITA2 code).
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2. The LMF in the data header consists of two alphabetical
characters. With the exception of "BB", "DD", and "II", the
first character indicates the source media, and the second
character indicates the preferred output media. For "BB" and
"II", the first character identifies the source transmission
tape as containing messages recorded in a binary stream (not
associated with a code) and in the case of "B", the tape is
structured, for "I" the tape is non-structured. For LMF "D",
the first character identifies the source transmission tape
as containing messages recorded in a local or native
character coding scheme, in variable length records and that
the tape is structured. The following rules list the only
pairings of these codes which are authorized.

a. The LMFs "T" and "A" apply only to teletypewriter
(not the flexowriter) plain text. The LMF "R" applies only
to encrypted text (scrambled tape).

b. The LMFs "C", "A", and "T" can be paired with either
“T", "A", or "C", depending on the preferred delivery device
( IICT'I ’ "CA" r IICC " ‘ I|AAI| ‘ IIAT" ‘ "AC " ’ "TT“ ’ "TA" and IITC " are
authorized combinations). The LMF "R" can only be paired
With uTu ( "RT" ) .

c. The system generated LMFs of "K" and "L" will be
paired by the ASC with "A". The system generated LMFs of "F"
and "N" will be paired by the ASC with "T".

d. The LMF "S" can only be paired with "C".

e. The LMFs "B", “D", and "I" can only be paired with
themselves; i.e., "BB", DD", and "II".

3. Each of the various EDPE systems used by the different
military installations can be programmed and utilized in
various ways. However, the available code variations in the
automatic portion of the AUTODIN impose some restrictions on
the formats used in preparation of magnetic tape data
messages for transmission through the system. Each of the
following subparagraphs discusses a different LMF pairing
available to magnetic tape m:2ssage originators, oriented to
particular types of EDPE equipment, and describes the format
limitations of the particular combination.

a. The LMF "CC" is an image of the common 80-column data
card. This format may be used with computers without binary
adapters. A minimum of three line blocks is necessary; one
for the data message header format, a minimum of one text
record, and one for the data message AUTODIN EOT record.
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3.a. (Continued)

(1) The header block is a card image on tape of the
standard AUTODIN Header card prescribed in Chapter 5. The
unused positions are filled with spaces to complete the full
80-characters.

(2) The text blocks are 80-character card tape
blocks. A maximum of 500 tape blocks (including the header
and EOT records) can be formed into a single message. When
intended for transmission from tape station to tape station,
the maximum message length is 500,000 characters, or one-half
hour transmission time.

(3) The EOT record is a card image on tape of the
standard AUTODIN EOT record prescribed in Chapter 5. The
unused positions of the 80-character record will be filled
with spaces; positions 77 through 80 must contain "NNNN".

' (4) The records of these tape messages are separated
by the standard tape record gap for the computer with which
the MTTS is associated.

b. The LMF "CC" may also be used in operation of
computers with binary adapters, and operating in binary mode.
These systems require a format containing 80 characters between
tape blocks. A minimum of three-line blocks is necessary for
a message;j one for the message header format, a minimum of
one text block, and one for the AUTODIN EOT record block.

(1) The header block is prepared as a standard
AUTODIN header containing 80 characters. Spaces are used as
fillers in unused positions. In any case, the last four
positions of this 80-data character block must be spaces.

(2) Each text record block following the header must
contain 80 data characters. The last four positions must be
spaces. Any unused positions in the first 80 characters will
be filled with spaces.

(3) The EOT record is prepared as a standard AUTODIN
EOT record. Positions 77 through 80 will contain the EOTS
"NNNN".

¢. LMF "B" is used when preparing a source transmission
tape containing one or more binary stream messages that is
structured or formatted with the header, text, and EOT records
for each message on the tape. These messages must contain a
minimum of five records, including the header, special beginning
of text framing record, one text record, a special end-of-block
record, and the standard EOT record block.
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3.c. (Continued)

(1) The message header block is prepared as a
standard AUTODIN message header, and must contain at least 48
characters.

(2) For general message exchange, each tape text
record block can consist of a minimum of 18 characters and a
maximum of 1200 characters. Subscribers with requirements to

transmit messages containing record lengths of less than 18
or more than 1200 characters must insure that the addressee
is capable of receiving such records prior to transmission.

(3) Each tape block is framed by tape gaps. The
tape gap is the standard tape gap for the computer on which
the message is being prepared for transmission, and for which
the MTTS is arranged.

(4) The EOT record must contain 80 characters with
positions 77 through 80 filled with "NNNN"; unused positions
are filled with spaces.

d. LMF "D" is used when preparing a source transmission
tape containing one or more data messages in the local or
native character coding scheme in variable length records.
LMF "D" tapes are structured or formatted with the header,
text, and EOT records for each message on the tape. The
characters are translated from the native code to the ASCII
line code on a one-for-one basis. These messages must
contain a minimum of three tape record blocks; one for the
header, a minimum of one text record block, and the AUTODIN
EOT record block.

(1) The message header block is prepared as a
standard AUTODIN data message header, and must contain a
minimum of 48 characters.

(2) Text blocks, separated by interrecord gaps,
follow the header. For general message exchange, each tape
text record block can consist of a minimum of 18 characters
and a maximum of 1200 characters. Subscribers with
requirements to transmit messages containing record lengths
of less than 18 or more than 1200 characters must insure that
the addressee is capable of receiving such records prior to
transmission.

(3) The standard AUTODIN EOT record block is used,
and must contain a full 80 characters. Positions 77 through
80 will contain "NNNN"; unused positions will be filled with
spaces.
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3. (Continued)

e. LMF "I" is used when preparing a source transmission
tape containing only one binary stream message. LMF "Iv
tapes are non-structured in that they are formatted without a
header or EOT record on the tape. The header and EOT records
are generated by the terminal from parameters introduced from
another source such as a card or paper tape reader, console
typewriter, or stored program. Regardless of the source
media used to introduce header and EOT blocks, they must be
prepared as follows.

(1) The header block prepared as a standard AUTODIN
header containing at least 48 characters is introduced from a
separate source to immediately precede transmission from the
magnetic tape reel.

(2) Text record blocks from the magnetic tape reel
immediately follow the header record block. For general
message exchange, each tape text record block can contain a
minimum of 18 characters and a maximum of 1200 characters.
Subscribers with requirements to transmit messages containing
record length of less than 18 or more than 1200 characters
must insure that the addressee is capable of receiving such
records prior to transmission.

(3) The AUTODIN EOT record block containing 80
characters with positions 77 through 80 filled with "NNNN" is
introduced from a separate source to immediately follow the
last character transmitted from the tape reel.
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CONTENT INDICATOR CODE/COMMUNICATION ACTION IDENTIFIER

1. Use of Code. The standard four-position Content
Indicator Code (CIC) in this Annex is prescribed for use
within and between all elements of the AUTODIN.

2. Policy.

a. The standard AUTODIN CIC is based on and designed to
fulfill the needs of the AUTODIN users in accordance with the

following policy.

(1) The CIC is designed primarily for use by the
receiving communications terminal as an aid in determining
distribution of data messages. It may be utilized by the
data processor as desired, as long as its primary purpose is
not abrogated or subordinated to the desires of the data
processor.

(2) CICs for widespread use (Inter-Service/Agency/
Department) will be generalized in nature. Assignment of a
separate code to indicate a single specific report will not
be made unless it will enhance delivery capability at
receiving telecommunications facilities beyond that provided
in the message text header information.

(3) Code letters which are valid throughout all
elements of the AUTODIN will be published in this Annex, or
in a universally available publication which is specifically
referenced herein. No code letter combination may be used on
an Inter-Service or Inter-Agency data message unless it is
published herein, or unless specific coordination has been
effected and agreed to by all stations handling the traffic
and all addressees and/or originators concerned.

b. The Communication Action Identifiers listed in Table
III are for use by communications terminals and ASC/Relay
stations to identify certain actions related to traffic
handling. These Communications Action Identifiers are based
upon internationally agreed communications operating signals
prescribed by ACP 131 and the US agreed operating signals
listed in the ACP 131 US SUPP-1.

3. Requesting Changes.

a. Changes to the existing code can be authorized only
by the Joint Staff or the monitoring activity specifically
listed herein. Such changes may be recommended through
command channels to Service/Agency/Department headquarters as
prescribed in subparagraph c.
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3. (Continued)

b. Assignment of other than first-position code letters
for new requirements will be forwarded to the appropriate
monitoring activity (listed in Table I or Column 4 of Table
II) through command channels. The monitoring activity may
assign and disseminate the code letters in accordance with
applicable directives, after effecting coordination with all
Services/Agencies/Departments concerned. No such assignment
will be made that would imply or condone abrogation of
paragraph 4.b.(3).

C. Requests and/or recommendations will be addressed
through command channels to the activity delineated below.

(1) Elements of the US Army will forward all
requests/recommendations to the Commander, US Army
Information Systems Command, ATTN: AS-OPS-PP, Fort Huachuca,
AZ 85613-5000.

(2) Elements of the US Air Force will forward all
requests/recommendations to Headquarters, Air Force
Communications Command/XOPO, Scott AFB, IL 62225.

(3) Elements of the US Navy will forward all
requests/ recommendations to Commander, Naval
Telecommunications Command, 4401 Massachusetts Ave., N.W.,
Washington, DC 20390.

(4) Elements of the US Marine Corps will forward all
requests/recommendations to Headquarters, US Marine Corps,
ATTN: Code APC, Washington, DC 20380.

(5) Elements of Department of Defense Agencies;
€.g9., DLA, DIA, DISA, etc., will forward all requests/
recommendations to the Headquarters of their respective
Agency.

(6) Non-DoD Government activities will forward all
requests/recommendations to the Director, Defense Information
Systems Agency, ATTN: Code DODM, Arlington, VA 22204-2199
through the appropriate activity headquarters.

d. Recipients of requests/recommendations listed in
subparagraph c. above will evaluate each such request/
recommendation and will take the appropriate action shown
below.

(1) If the request/recommendation is not judged

valid or justified, the requesting/recommending elements will
be so notified.
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3.d. (Continued)

(2) If the headquarters receiving the request/
recommendation is also the controlling or monitoring Service/
Agency listed in Table I or in Column 4 of Table II, then
assignment and internal dissemination of the code letters may
be made.

(3) If the headquarters receiving the request/
recommendation is not the monitoring activity listed in Table
I or in Column 4 of Table II, the request/recommendation will
be forwarded directly to the appropriate monitoring agency,
except that all such correspondence between the Departments
will be directed through the Defense Information Systems
Agency, ATTN: Code DODM, Arlington, VA 22204-2199.

4. Structure of Code. The standard CIC consists of four
characters appearing in Positions 5 through 8 of the AUTODIN
header.

a. The first character is alphabetic, and is primarily
used to identify the activity within which the three-letter
code is authorized for use. Five of these letter assignments
have widespread application and all codes for use with them
are either listed in this Annex, or specific reference is
made herein of the publication which does carry a complete
list of the available codes. These five identifiers are the
letter "D" for IntraDepartment of Defense use; the letter "I"
for Inter-government department/agency use; the letter "K"
for use on exercise traffic; the letter "T" for use in data
system testing; and the letter "Z" which indicates a special
communication action identifier. Allocation or assignment,
dissemination, and rules for the use of codes under activity
identifiers other than "D", "I", "K", "T" or "Z", will be
determined by the activity concerned with the provision that
the rules outlined in paragraph 6 are strictly complied with
in all instances.

b. The second, third, and fourth letters of code
constitute the identification of the contents of the message.
For intra-activity use (first letters other than "D", "I",
"K", "T", or "Z"), the activity concerned will determine
whether or not the codes published herein are applicable.

For use with first letters "D", "I" and "T", only the letter
combinations published in Table II are authorized, unless
specific reference is made to another publication in Column 5
(Remarks) of Table II. For use with the first letter "Z",
only those code combinations listed in Table III are
authorized; they may be used by all stations using these
procedures, when applicable.
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4.b. (Continued)

(1) The second position character (Position 6 in
header) is alphabetical; it indicates the major category
of data traffic involved. Column 4 of Table IT indicates in
each case the Service or agency which monitors all
assignments of code letters for use with the indicated major
category letters. For example, the letters "DISA" in Column
4 indicates categories assigned and monitored by DISA for the
Joint Staff. New major category letter assignments for use
with first position code letters "D", "I", "K", "T", or "z"
will only be made by amendment to this Annex, with joint
agreement of all Services/Agencies concerned.

(2) The third position character (Position 7 in
header) is alphabetical; it indicates the prime subcategory
of data traffic involved. Under all major categories, the
letter "Z" is reserved for use in the third position as a
miscellaneous filler, and may be used by the originator when
subcategorization is not desired or when several subcate-
gories of detail cards are combined into one data message, or
when the subcategory cannot be clearly determined. Under
major categories which are applicable to all elements of the
AUTODIN and/or all elements of the DOD, the only authorized
prime subcategories will be listed and published in this
Annex or in a publication referred to in Column S (Remarks)
of Table II.

(3) The fourth position character (Position 8 in
header) normally is alphabetical; it may be used for minor
subcategorization as indicated in (a) below, or for
communications information as described in (b) through (f)
below. This position cannot be used for automatic on-base
distribution programs operated by the ASCs in the automatic
portion of the AUTODIN (For exceptions to this alphabetical
nature of this character, see the note on Table III).

(2a) The letters A through T in the fourth
position are available for assignment under the various major
categories listed herein. Normally, these minor subcategory
letters will not be associated with a specific third-letter
assignment, but will be applicable to all third-letter
assignments under the major category in which they both
appear.

CAUTION: Data message originators are reminded
that any minor subcategory letter (A-T) in the fourth
position is subject to usurpation by the communications
information letters in (b) through (e) below; this includes
any codes assigned under first position letters other than
"D" or "I". Network users must not devise computer programs
which rely so heavily on recognition of the letter in
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4.b.(3) (Continued)

Position 8 of the header (fourth position of the CIC) that
they cannot tolerate this automatic usurpation to warn them
of important communications information regarding the message.

(b) The letters "U" and "V" are reserved for
possible future requirements as communications information
code letters.

(c) The letter "W" in the fourth position
indicates an exception code FOR MACHINE RECOGNITION. It
indicates that the message requires visual checking to
determine its proper disposition. The message is not to be
machine processed without verification of validity and/or
applicability for such processing. In this respect, the
letter "W" will be used on all messages which should not be
machine processed, including service messages, off-line
encrypted traffic, and all narrative messages. It also
should be used on machine-processable traffic that, for any
reason, should be visually inspected by the addressee prior
to being used as input to a computer or card processing
device. Each communication facility serving addressees
over-the-counter (A/D) should conspicuously mark the top card
of any delivered card message which is received with a "W" in
Column 8 as follows:

THIS DATA MESSAGE WAS RECEIVED WITH A SENTINEL CODE
INDICATING THAT IT MUST BE VISUALLY INSPECTED BEFORE
MACHINE PROCESSING IS ATTEMPTED.

(d) The letter "X" in the fourth position
indicates a corrected copy of a message previously
transmitted. It may be sent in response to a specific
request, or it may be generated to correct erroneous data
originated in a prior transmission.

(e) The letter "Y" in the fourth position
indicates a suspected duplicate message. This letter code is
required for machine rec>gnition of suspected duplicate
traffic.

(f) The letter "2" in the fourth position is
used as a miscellaneous filler. It is used when no other
letter is applicable, or if two or more of these detailed
categories are contained in the data message text.
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5. Examples. The following sample CICs/Communication Action
Identifiers are not necessarily valid codes assigned by the
activity indicated (except for those showing "D", "I" or n"gw
in the first position); they are examples only, and are
presented here for clarification of the methods of assignment
and utilization.

a. IDCA - This code is available for use on messages
sent between any two governmental stations; it may be used by
any data originator, regardless of where the message is
addressed. While the "I" in the first position (Table I)
indicates "interDepartmental" use, e.g., from a station in
the DoD to a station under GSA, there is no restriction on
its use, and it may be used between any two stations within,
for instance, the Department of the Army, if applicable to
the message text. The second position "D" indicates that the
message is concerned with personnel (Major Category, Colum 1,
Table IT). The third positlon "C" under personnel indicates
that the message is concerned with civilian personnel (Prime
Subcategory, Column 2, Table IT). The fourth position "A"
indicates that the message is a civilian personnel report
(Minor Subcategory, Column 3, Table II).

b. DAZZ - As indicated by the letter "D" in the first
position (Table I), this code is for use on messages sent
between any two Department of Defense stations. It cannot be
used on any message destined for a station outside the
Deparment of Defense unless formal, written agreements have
been executed between the non-DoD activity and the DoD
monitor of a specific code used (in this case, DISA -- See
Column 4, Table II), or in accordance with paragraph 6.b.
below. As stipulated in paragraph 4.a. above, all codes
appearing in Table II may be used with this first-position
"D"; and only those codes appearing in Table II or in
publications specifically referenced in Column 5 of Table II
may be used with this first position "D". The second
position "A" indicates that this particular message is
concerned with MILSTRIP requisition and issue procedures.

The third and fourth position letter "Z" is used in all CICs
using major category letter "A" from Table IT in the second
position until such time as third and fourth positicn letters
have been assigned meanings under this major category it
indicates that no specific letter is applicable.

C. ADCA - As indicated by the letter "A" in the first
position (Table I), this code may be used only between data
terminal stations of the US Army (except as outlined in
paragraph 6.b. below). The exact meanings of the second,
third and fourth position letters "DISA" when used with the
first position letter "A" will be found only in publications
distributed within the US Army. Even though the last three
letters of this code are the same as those given in the
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5. (Continued)

example in paragraph 5.a. above, they may not have any
relation to the meaning of those letters when they are
associated with the first position "I" or "D"; it depends
entirely upon the method of assignment of codes adopted
within the Army, for use with the first position letter "A".

d. DJGZ - This code, used between any two DoD data
terminal stations (Table I), indicates a data message
containing information used in or concerning communications
analysis (code letters "JG" from Columns 1 and 2 of Table
II). As such, this code would be applicable to DISA traffic
status reports and similar analytical data used in
communications. The code "JGZ" may also be used in
conjunction with the letter "I" in the first position for
communications analysis data exchanged between Departments.
Inasmuch as the first-position letter "D" indicates intra-
DoD, this code may also be used by, for example, a US Navy
station sending communications analysis information to
another US Navy station, unless the US Navy desires to assign
a specific code under first-position letter "Z" to precisely
indicate a specific required recurrent report. However, if
the above mentioned US Navy station were sending this data to
a station operated by the US Air Force, only the CIC "DJGZ"
or "IJGZ" could be used unless formal written agreements
existed between the two Services.

e. KXXX -~ This code is for use on messages to
segregate real-world and exercise messages at commands served
by automated telecommunications centers when directed for
analysis purpose. The exercise director must consider the
terminal’s capability to accept and act on this CIC. The
"XXX" shown are for illustration only; under actual
conditions the appropriate second, third and fourth letters
from Table II would be used.

f. TXXX - This code is for use on messages sent
between any two governmental stations for purposes of testing
new or existing systems. The "XXX" shown are for illus-
tration only; under actual test conditions the appropriate
second, third and fourth letters from Table II would be used.
The station originating the request for a test is responsible
for coordination of any required test details.
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5. (Continued)

g. ZFH2 - This Communication Action Identifier is valid
between any two stations utilizing these procedures, inter-

Departmental, intra-Departmental, or intra-Agency. As specified

in Table III, this particular Communication Action Identifier
indicates that the message which follows is being forwarded to
the addressee for information only, after having been received,
read, and/or acted upon by the station indicated as the origi-
nator of the AUTODIN header containing "ZFH2" as its Communi-
cations Action Identifier. To insure complete identification
of the message, the original AUTODIN header, which delivered
the message to the readdressing authority, should be included
in the message following the readdressal header containing
"ZFH2".

h. 2ZYUW - This Communication Action Identifier
identifies the message as a narrative message which can only
be read and understood by visual scanning. It is used as the
Communication Action Identifier on all messages designed for
visual scanning. It should not be used on any message which
is formatted for automatic machine processing.

6. Control of Intra-Service/Agency/Department Code Usage.
Those letters in Table I which are indicated for intra-
Service, intra-Agency, or intra-Department (other than
intra-DoD) use must be strictly controlled by the monitoring
Service/Agency/Department.

a. Code letter combination normally will not be
assigned for use by any data processing complex which crosses
Service/Agency/Departmental lines. For example, codes
assigned by USAF under the Activity Identifier Letter "F" may
be used only by installations operated by the US Air Force,
and cannot be addressed or transmitted to any terminal
station operated by the FAA or any other individual Service,
unless formal, written bilateral agreements are executed.

b. In those cases where a unit of one Service/Agency/
Department is served by a communications center operated by
another Service/Agency/Department., any intra-Service/Agency/
Department CICs of the tenant units Service/Agency/Department
will be accepted without question of validity by the serving
communications center.
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TABLE I

ACTIVITY IDENTIFIER
(FIRST POSITION OF CONTENT INDICATOR)

LETTER ACTIVITY REMARKS
A US Army

B National Security Agency

C Defense Intelligence Agency

D Department of Defense All codes

described in
Table II may be

used

E Federal Aviatlon Administration

F US Air Force

G General Services Administration

H Defense Logistics Agency

I Inter-Departmental All codes
described in
Table II may be
used

J Joint Staff/Unified and

Specified Commands
K Exercise message All codes

described in
Table ITI may be

used
L
M US Marine Corps
N US Navy
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TABLE I (Continued)

ACTIVITY IDENTIFIER
(FIRST POSITION OF CONTENT INDICATOR)

LETTER ACTIVITY REMARKS
0 National Aeronautics and
Space Administration
P
Q
R
) Department of State
T Test Message All codes
described in
U Table II may be
used
\Y
W
X
Y
Z Communication Action Only codes
Identifier listed in
Table III may
be used
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ANNEX B TO JANAP 128(J)

TABLE III

COMMUNICATION ACTION IDENTIFIERS

FIRST
OSITION

TU.__

SECOND &
THIRD POSITION

FOURTH

POSITION MEANING

o]

DG

W

Accuracy of following
message is doubtful.
Correction or confirmation
will be forthcoming.

1]

T T T T T

DK

Following repetition is
made in accordance with
your request.

N

EL

This message is a
corrected copy.
May only be used with
(as follow-up) ZDG).

(Note:

I B

[\

EX

livered as a single-
address message to
addressees for whom you
are responsible.

This message is a book

o~

FD

This message is a
suspected duplicate.

T 7 T T

[\

FG

This message is an exact
duplicate of a message
previously transmitted.

[

FH

This message is being
passed to you for (1.
Action; 2. Information;
3. Comment).

_I_____J_____._I_____I__.______I

F_-—:T—_“_I*_—

|
:
|
I
I
|I
]
I
}
I
I
I
I
|
f
I
I
I
I
|
I
I
I
i
|
I
I
I
I
;
,I
I
I
I

IA

I
I
I
!
I
I
1
I
I
I
1
|
I
I
I
I
|
I
I
I
'I
I
I
I
|
i
I
]I
|
I
|
I
I

number.

This message is being
passed »sut of proper

T
|

I

|

I

I

|

I

|

1

i

|

|

I

|

I

I

|

I

I

|

T

I

| message and may be de-
I

I

I

|

|

i

I

I

|

I

[

I

I

(

I

I

I

[

I

|

i

I

|

| sequence of station serial
I
1

B-~20
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TABLE III

(Continued)

Annex B To JANAP 128(J)

COMMUNICATION ACTION IDENTIFIERS

FIRST
POSITION

SECOND &
THIRD POSITION

FOURTH
POSITION

MEANING

A

ov

.
|
|

1

This messsage is being
rerouted to your station.

1Q

This is a book message and
must be delivered as a

single-address message to
addressee(s) for whom you

YU

This is a narrative
message.

YV

This is a service

l

I

|

1

|

|

|

|

are responsible |
1

l

l

]

i

l

message. |
i

ZD

This is a composite
message, formed by
combining several short
messages, all for the

this single AUTODIN
header.

|
I
|
|
[
|
|
!
|
|
|
I
l
|
|
I
|
l
{
|
l
|
l
l
!

ZE

No major category of
AUTODIN Content Indicatcr
Code has been assigned

to cover the contents of

m

|

l

|

l

same addressee, under |
|

|

{

|

|

|

|

this messasge. |
j

ORIGINAL



Annex B To JANAP 128(J)

TABLE III (Continued)
COMMUNICATION ACTION IDENTIFIERS

FOURTH
POSITION

SECOND &
THIRD POSITION

f
| FIRST

POSITION
L

MEANING

I_]

ZG W This messsage is an
alternatively routed
collective call message;
deliver a copy to
addressee(s) for whom
you are responsible; do
not reintroduce into the
system as a collective

call message.

ZL This message is forwarded
under the provision of

I
I
I
I
I
|
I
|
|
I
:
T
:
| EFTO policy.
f
I
;
I
|
I
I
|
I
I
;
|
I
I
|

—_——— e

S

T T
I |
I I
t f
I I
I I
I I
| I
I I
I |
| I
I I
| |
I I
I I
I I
I I
| |
I I
I |
I !
I I
| |
I I
I |
I I
| I
I |
I |
I |
I I
I I
I |

—

INOTE: Where digits (numerics) appear in the third column of this table (fourth
|position of the code), each such digit must be used only in accordance with the|
|explanation given in the meaning column. If none of the assigned meanings |
lapply, then use the letter "Z" or "W". |
L j

B-22 ORIGINAL



ANNEX C TO JANAP 128(J)

SCHEMATIC DIAGRAM OF MESSAGE FORMAT

|messages from other
|teletypewrite net-
[works.

T T T T T —
| | FORMAT | | | |
|COMPONENTS | LINE |ELEMENTS |CONTENTS | EXPLANATION |
} % { i i |
| PROCEDURES | 1 |Handling |[Transmission [Contains start of ]
| | |instruct- |identification message indicators |
| | |ions |for Modes II, IV, |and transmission |
| | | |and V stations [identification when |
| | | lonly, and pilots.|necessary (para. |
| | | | [403); contains |
| | | f |pilots as required |
| | | | | (para. 328 & 504). |
| 5 % { f {
| | 2 |Header |Precedence, LMF, |If message is dual |
| | | [classification |precedence, only the |
| | | [CIC/CAI, OSRI, |higher precedence is |
[ | | | SSN, Date-Time |shown in this line. |
| ! | |filed, Record { |
| [ | |Count (as re- | |
| | | [quired}), Classi- | [
| | | |fication Redun- | ]
| | | |dancy, Called | |
I | I |stations(s), | |
| | | |End-of-Routing | |
| | | |Signal. | |
| f E % i 1
| | 3 |Calling |Prosign DE: |Filing time 1s the |
| | |station & |Routing indicator|date & time the |
| | [filing |of station pre- |message was filed |
| [ | time |[paring message |with the communi- |
| | |for transmission;|cations center. Not |
| | |station serial |used in AUTODIN |
| | |number; filing [originated message. |
| | |time. [Will be received in |
| | l
| l |
| I |
| | |
I | |
| l |
| | |
| | |
1 | )

|
|
l
I
| |
| |
I I
| |
l | l
| I |
I | |
| | |

C-1 ORIGINAL



ANNEX C TO JANAP 128(J)

SCHEMATIC DIAGRAM OF MESSAGE FORMAT (Continued)
I T T 1 T T —
| | | FORMAT | | | |
|PARTS |COMPONENTS | LINE |ELEMENTS [ CONTENTS | EXPLANATION |
| { j { | | ]
| | | 4 |Trans- |Security warning [Operating signals |
| | | |mission |operating signal; |ZNR/ZNY, as appro- |
| | | |instruct- |classification |priate and classifi- |
! | | |ions. |designators; |cation designators I
| [ | | |prosign T; other |will be used. Indi- |
| | | | [operating |cates specific trans- |
| | | [ |signals; special |mission responsi- |
[ | | | |operating |bility not apparent |
[ [ | | [group(s) (SOGs); |in other components |
| | | | |address desig- |of the message |
| [ | | |nator(s) routing |heading. Plain langu- |
| | | | |indicator(s). lage address |
[ | | | | |designators are not |
| | | | | |permitted in CODRESS |
| | | | | |messages. Paragraph |
[ | | I | |413 contains |
| | | | | |additional infor- |
| | | | | |mation pertaining to |
| | [ | | |unique requirements |
| I | | l |surrounding emergency|
| | | | | |action messages |
| | | | | | (EAMS) . |
| f i i i - i
| | PREAMBLE | 5 |Prece-~ |Precedence |In the case of dual |
| | | |dence; |prosign, date, |precedence, both |
| | | |[DTG; |ZULU time, |prosigns are shown |
[ | | Imessage labbreviated |separated by a space. |
| | | [instruc- |month & year, [Operating signals are|
I | | |tions. |operating |used only when re- |
| I | | lsignals. |quired to convey/ |
| | | I | |[message handling [
| | | l [ [instructions. |
| |‘ t ? i 1 |
| | ADDRESS | |Originator |Prosign FM; |[Message originator is|
| [ | | |originator’s |indicated by plain |
| I | I |designation. |language, RI, address|
| | | | | |group, or call sign. |
| | | | | | |
l | | | l l |
L I 1 1 L I j

ORIGINAL




SCHEMATIC DIAGRAM OF MESSAGE FORMAT

ANNEX C TO JANAP 128(J)

(Continued)

COMPONENTS

T
| FORMAT
| LINE

T

I
ELEMENTS |CONTENTS

|

I

T
I
| EXPLANATION
|
1

I
I
I
|
|
|
I
|
I
|
I
I
|
I
I
I
I
|
|
|
I
|
|
|
I
|
|
|
I
I
I
I
|
I
I
|
I
I
I
|

7

[Prosign TO;
|[RIs; operating
|signal; address
|designation(s)

I
I
|
|
I
|
I
I
I
I
I
I
I
I
I
|
|
|

1

I

|
—]
|Action addressee(s) |
|is indicated by plain|
| language, RIs, ad- |
|dress group(s) or [
[call sign(s). In the |
|case of multiple |
|address messages, !
|when addressees are |
|listed individually, |
|each address desig- |
[nation shall be on a |
| separate line & may |
|be preceded either by|
|the operating signal |
|ZEN (meaning deli- |
|[vered by other means)|
|lor by the RI of the
|station responsible
|for delivery. Such
Juse is mandatory on
fall joint & combined
|messages.
I

I
I
|
|
I
I
I
I
I
I
I
|
I
|
I
I
I
|
I
|
|
{
I
|
I
|
I
I
I
I
I
|
I
|
|
|
|
|
|

|Infor-
|mation
|address-
lee(s)

I
I
|
I
I
|
|
|
|
|
I

|Prosign INFO;
IRIs; operating
| signal(s).

1
|Same as for line 7,

|except that line 8
|pertains to infor-
|mation addressee(s).

|
I
I
|
I
I
I
I
I
I
I |
I
|
I
I
I
I
I
I
I
I
|

I
|
’
I
|
I
I
|
|
|

C-3
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ANNEX C TO JANAP 128(J)

SCHEMATIC DIAGRAM OF MESSAGE FORMAT (Continued)
I T T T T T —
| l | FORMAT | l l I
|PARTS |COMPONENTS | LINE |ELEMENTS | CONTENTS | EXPLANATION |
| | | i i | E
| | | 9 |Exempt |Prosign XMT; |Used only when a |
| | | |address- |address [collective address |
| [ | [ee(s) |designator(s). |designation is used |
| | | | | [in line 7 or 8 or an |
| | | | I [AIG indication of the |
| | | | | |addressee(s) exempted |
] | | | | [from the collective |
| | | | | |[address or AIG is |
| | | [ | |required. |
| | | | i i |
| |PREFIX | 10 |Accounting|Accounting symbol [The group count pro- |
| | | |informa- |(when required); |sign & group count |
| | | |tion, |group count |shall be used only |
| | | |Group |prosign GR, group|when the text con- |
| | | | count, |count, |sists of countable |
| ] [ |Program f |encrypted group. |
| l | |designa- | l |
] | | |tion code. | | |
I | l ! | l |
— i I f E f - i
| |SEPARATION | 11 | |Prosign BT | |
I l I | | l l
— f I % } f 1
| T | | 12A |Security | |See ACP 121 series. |
| | | |classifi- | |Classification and |
| E | | lcation, | |internal instructions|
| | | [the abbre-| |not required in |
| X | | [viation | | CODRESS or DATA |
| | | |UNCLAS, or| |PATTERN messages. |
| T | [ |the word | | |
| l | |CLEAR. | | |
| l l | l | |
| | ! ! l | l
I | | l l l l
| I | | | I |
I | l | | | |
| | | | l | I
| | | I l | |
| | | I | l |
L 1 1 1 ! 1 ]

ORIGINAL



ANNEX C TO JANAP 128(J)

LINE |ELEMENTS
[

T
I
|
!
I
!
I
I
I
I
I
|
I
I
I
I
I
!
I
I
|
|
I
!
|
:
I
I
|
|
I
I
|
I
|
I
I
I

12B

T
| Special
[Handling
[Designa-

[tions.
|

SCHEMATIC DIAGRAM OF MESSAGE FORMAT (Continued)
T T T —
FORMAT | | |
PARTS COMPONENTS | CONTENTS |EXPLANATION
1 f
1 |

| SPECAT SIOP-ESI, |If required, includes
|US-UK EYES ONLY, |LIMIDIS, EXDIS, &

|
I
I
}
I
I
I
I
I
I
|
|
|
!
;
I
|
I

-

12C

|
|Release-~

|ability
|state-
|ments, or
|appro-
|priate
|regional
[defense
lorgani-
|zation
[security
|classifi-
|cation
|statement

If required,
see para 355,
ACP 121 US SUPP-1.

|
I
:
I
|
I
I
I
|
|
I
|
|
I

12D

|Subject
|Indicator
[Code

| (SIC),
|Standard
[Subject
|Indicator
|Code

| (ssIC),
|Delivery
|Distri-
|bution
|Indicator
| (DDI).

|
|

|If required, for SIC
| see para 323.d.,
|ACP 121 US SUPP-1;
|SSIC (USN/USMC);
IDDI (NSA/CSS).

I

I
I
I
|
I
I
I
I
|
I

ORIGINAL



ANNEX C TO JANAP 128(J)

SCHEMATIC DIAGRAM OF MESSAGE FORMAT (Continued)

i T T T T 7 —
| | | FORMAT | | | |
|PARTS |COMPONENTS | LINE |ELEMENTS |CONTENTS |EXPLANATION '
| } H | | |

r T 1 | 1 f |
| [ | 12E |Special | [If required. |
| | | [delivery | | |
| | | [instruct- | | |
| I | fions, con-| | |
| | | |tents FOR, | [ |
| | | | FROM, PASS | | [
I l l [TO__ | | |
| | | | PERSONAL | | |
| | | |[FOR, etc. | [ |
| l l i f { —]
| | | 12F |Exercise | |If required. |
| l | |Name | | l
| l l | | l |
l l F f i i !
[ i | 12G |Subject [ SUBJ |See para 323.b. |
| | | | | |ACP 121 US SUPP-1. |
| l l ! l | l
| l | l I | l
I | — f i f —
| ! | 12H |Reference | |If used. |
l l | [(s) l l I
| I l | | | I
| | l | l l |
| l — i i } —
| | | 121 |Thought or| | |
l l l |idea l l

l l l | l | l
| l | l | l l
L | I ! | { |
f 1 { | g I 1
| |SEPARATION | 13 | |Prosign BT | |
| l | l l | |
| | | | | I |
L 1 i I | 1 j

ORIGINAL



ANNEX C TO JANAP 128(J)

|of header plus
| NNNN.

|or 38 characters |AUTODIN.

|
I
|
I
|
|
|
1

SCHEMATIC DIAGRAM OF MESSAGE FORMAT (Continued)

I T T T T T 1
| | | FORMAT | | | |
|PARTS |[COMPONENTS | LINE |ELEMENTS | CONTENTS | EXPLANATION [
% f i } f f |
| E | | 14 |Confir- | |Not used in AUTODIN i
| | | [mation | |and tape relay |
| N | | | | |operations. |
I | } i -+ I {
| D | [ 15 |Correction|Prosign C; other |Not used in DATA |
| | I | |prosigns; | PATTERN messages. |
| I | | | |operating signals| |
| | | ] |and plain i |
| N | | | | language as I

| | I | |required. | |
| G | I 5 I % - 1
[ | | | EOM |# 4-digit number.|Used on all DoD |
| | | [Validation| Joriginated teletype- |
| | | | number. | |writer messages. |
l l | | | l |
l | I | | | |
| | | | | | |
| | } } { i |
| | | 16 | EOM [2CR,8LF, NNNN, |Used on all teletype-|
| | | |Functions |12LTRS. |[writer messages |
| | | | | |[unless otherwise |
| | | | | |prescribed. |
i l | l I | l
I I 5 f—or % % i
| | | | EOT |Repeats first 33 |Used only within |
| I l l |
| l | | |
| | l | |
| | f i {
| | [ l |
| | | | l
| | l | l
| | I | |
| | i l |
L 1 i ] J

|
{
1
|
I
I
|
I
1

ORIGINAL
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